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npo6nemn y
BUMNSAi Ta'lii 3B’ 930K 3 BaXXJIMBUMU HAYKOBUMM
4YM NPaKTU4HUMMU 3aBAAHHAMMW. HauioHanbHa
6e3neka YkpaiHM B ymoBax fii BOEHHOro CTaHy
iCTOTHO 3anexuTb BiO e(EKTUBHOCTI
neyeHHs kibepbeaneku. Mig 4ac BiHKM BoOpoOr
MOCTIMHO 34JIACHIOE  LINecnpsiMOBaHi

[aHa cmamms rpucssiyeHa Hao3su4alHo akmy-
a/1bHIll Ha CbO200HI NPobsieMi yOOCKOHA/IEHHS
O0epxxaBHO20 yrpas/iHHS Yy Chepi HayioHaslb-
Hol 6e3rexu YkpaiHu 8 ymosax iHghopmayitiHux
Hebe3rleK ma 3a2p03, Mo8's3aHUX i3 MOBHOMAaCcU-
mabHoro azpecieto Pocilicbkol ®edepayii npomu
Hawoi Oepxasu. Y Hill BUCBINVIIOIOMBCS OCHOBHI
Harpsimu dep)xasHoi MolimuKU, 3aKoHodasui ma
HOpMamuBHO-NPagosi akmu CMOCOBHO 3abes-
eYeHHs1 eqheKMUBHUX MEXaHI3MIB depxasHo20
yripasniHHs y cchepi Kibepbe3neku, sk Hao-
38uU4alHO BaX/IUBO20 acriekmy Kibepsaxucmy
depxasHUX IHcmumyyiti 8 ymosax ocob/1uBo20

repiody. Po32/1siHymo rnumanHsi iHghopmayitiHol

6e3neku YkpaiHu ma 3axoou 30ilicHIoBaHi oep-
)KaBoI, sKi CripsIMOBaHi Ha MoJIIMWeHHs1 i cmaHy
07159 3abesrieqeHHs1 060pPOHO30amHOCMi KpaiHu.
Biomidvaembcsi OuHamika CmpiMKo20 3p0CmaHHs!
CKOEHUX 3/104UHIB y Ccahepi Kibepbesneku oep-
XKasu, siKi 06/1iKosyrombCst 8 YkpaiHi 3 rodamky
wiupokomacwmabHoi sitiHu 8 YkpaiHi. MpoaHa-
J1i30BaHO  K/IKOHOBI 3006YMKU ma Mpo2a/iuHu Y
cahepi Kibepsaxucmy, ModasbLi KPOKU, siKi 003-
BO/ISIMb MOCUIUMU HaUoHasIbHy cUCmeMy Kibep-
6e3rexu i echekmusHilue Mpomudismu 3agpo3am
Y Kibeprpocmopi 8 KOHMeKCmi espoam/iaHmuy-
Hoi'iHmezpayji. 3a3HayaembCs, Wjo 3Ha4He Mowu-
PEHHS1 Kibep3azpo3 Ha yci cohepu XUmmeois/ib-
HOCMi ma BAOCKOH&/IEHHSI IHCMPYMeHmMapito ix
peanizayii 8 ymosax 2i6pUOHOI BilIHU 3yMOB/IHE
HeOobXiOHICMb 3MiHU ma yOOCKOHa/IeHHsT cmpa-
meail' i makmuku npomuoii HUM. AKyeHmyemscsi
yBaza Ha HeobXiOHOCMI MOCU/IEHHS CPOMOXHO-
cmell HayjoHa/IbHOI cucmeMu Kibepbesriexu 07151
rpomudii Kibep3agpo3am y cyyacHomy 6esre-
KoBOMY Cepedosullyi. BusHa4yeHo rpiopumemHi
HanpsiMu i MpaKmuyYHi KPOKU WOo00 MOCU/IeHHST
Kibepsaxucmy YkpaiHu. AKuyeHmasaHo ysazy
Ha BaX/IUBOCMI MXHaPOOHOI criisrpayi y cghepi
Kibepbesrexu. Okpemy ysaay npuodiyieHo rnumas-
Ham peasizayii Cmpameaii kibepbe3neku YkpaiHu
Ha Halbauwxdy nepcriekmusy 3 ypaxyBaHHsIM
3a2p03 BOEHHO20 Xapakmepy.

KntouoBi cnoBa: kibepsaxucm, kibepbesreka,
Kibep3aeposa, Kibepamaka, HayioHasbHa 6e3-
reka, BOEHHUU CMaH.

3arasibHoOMy

3abe3s-

aTaku,

This article is devoted to the currently extremely
urgent problem of improving public administration
in the sphere of national security of Ukraine in the
conditions of informational dangers and threats
associated with the full-scale aggression of the
Russian Federation against our state. It highlights
the main directions of state policy, legislative
and regulatory acts regarding the provision of
effective mechanisms of state management
in the field of cyber security, as an extremely
important aspect of cyber protection of state
institutions in the conditions of a special period.
The issue of information security of Ukraine
and the measures taken by the state aimed at
improving its condition to ensure the country’s
defense capability were considered.

The dynamics of the rapid growth of crimes
committed in the field of cyber security of the
state, which have been registered in Ukraine
since the beginning of the large-scale war in
Ukraine, are noted. Key achievements and gaps
in the field of cyber protection, further steps
that will allow strengthening the national cyber
security system and more effectively counter
threats in cyberspace in the context of Euro-
Atlantic integration are analyzed. It is noted
that the significant spread of cyber threats to
all spheres of life and the improvement of the
toolkit for their implementation in the conditions
of hybrid warfare necessitates the need to
change and improve the strategy and tactics
of countering them. Attention is focused on the
need to strengthen the capabilities of the national
cyber security system to counter cyber threats
in the modern security environment. Priority
directions and practical steps to strengthen
Ukraine’s cyber defense have been determined.
Attention was focused on the importance of
international cooperation in the field of cyber
security. Particular attention was paid to the
issues of implementing the Cyber Security
Strategy of Ukraine for the near future, taking into
account threats of a military nature.

Key words: cyber defense, cyber security,
cyber threat, cyber attack, national security,
martial law.

BUKOPUCTOBYIOUM iHOPMALIMHUA NPOCTIp 4angd
3aBOaHHSA LWKOAM OOOPOHO3[ATHOCTI YKpaiHu.
BigocyTHICTb 'PYHTOBHOIO 3aKOHO4ABYOrO i opra-
Hi3aLilnHO-ynpaBniHCbLKOro 3abeaneyeHHs Kibep-
6e3nekn B YKpaiHi B ymoBax ribpmaHoi BiHN
3HAYHO NIOBULLYE PU3UNKM PYHHYBAHHA HaLo-
HanbHOiI cuctemn. g npobnema noripwyeTbcsa



m NYBJIYHE YPABMIIHHA Y COEPI AEPYKABHOI BE3MEKM TA OXOPOHM TPOMA/ICbKOIO MOPAAKY

e " TuM, WO Ha CbOrodHi B AepXaBi BiACYTHIN
E€ONHUI LEHTP KoopamHaLii poboTu Woao 3ako-
HOOABYOro Ta HOPMAaTMBHO-MPaBOBOro 3abe3-
nevyeHHs cnctemn kibepbeaneku, sika 6 Gasysa-
Jlacb Ha KOMMJIEKCHOMY peasyibHOMY aHanisi cTaHy
B Ui cdepi, iCHYIOUMX peasnbHUX i NOTEHUIMHNX
3arpos, iHTerpysanacb B €BPOMNENCbKY i rM0-
6anbHy cucTemy kibepHeTnyHoi 6e3nekun, mana 6
[OCTaTHE OpraHi3auiiHe, piHaHCOBE, TEXHIYHE Ta
KagapoBe 3abe3neyeHHs.

3a3HayeHa npobnemMa 3Ha4HO MNOCUIMNach LLe
i3 no4YaTkoMm ribpuaHoi BiHK Pocii npoTn YkpaiHu
i3 2014 poky. Knwo4yoBuM riGpuaHUM iHCTPY-
MEHTOM arpecop BUKOPUCTOBYE iHOOpPMaLLnHI
TEXHOJOrii Ta CUCTEMU KOMYHIKaL,in y Kibepnpo-
cTopi. MacoBaHi kibepaTtaku TpuBatoTb | B yMOBax
BeaeHHs 6oioBux aOin. 3a odiuintHMMn gaHumm
Odicy leHepanbHOro NpoKypopa nvLIe NpPoTSArom
nepLunx Oes’aTu MicsLiB BiliHWN KiOeP3/104YMHHICTb
B YKpaiHi cTtabinbHo 3pocTae [1].

Takoro popay kibepaTaku cTann MOXIVUBUAMM
nuile Yyepes Te, WO He 6yB 3abe3nedyeHuin Hagjin-
HUA Ta [OOCKOHaNuUM 3axUcT iHPOPMAaLIMHUX
pecypciB Takoi HaaBaxMBOI chepu OisnbHOCTI
OepXXaBu, K HauioHanbHa Kibepbeaneka. Tomy,
YOOCKOHasIEHHS Aep>KaBHOrO ynpasiHHA y cepi
3abesneyvyeHHsa HaujioHanbHOI Kibepbe3nekn B
Cy4aHMX YMOBaxX € akTyaJibHOID TEMATUKOIO Hay-
KOBWX AOCHIOXEHb.

AHani3 ocTaHHiX gocnigXeHb i nyoikawii.
MuTtaHHO Kibepbe3nekn Oynu MPUCBSYEHI YnC-
JIEHHI OO0CNIIKEHHA 3aKOPLOHHUX Ta BITYM3HSA-
HMX HAYKOBLLB, §IKi BUCBITIIOBaM Pi3HI acnekTn
uieinpobnematku, Big 6e3nekoBUx 0OCOOIMBOC-
Teln iHdOopMaUINHKMX TexHonorin Ta Kibepsano-
YMHIB 00 iHpopmMauiiHux BiH. Cepep 3apybix-
HUX OOCNioHWKIB cnig 3a3HaunTn E. [piHGepra,
J1. CtpenbuoBa, J1. Kepynyca P. Mygijta iH. Cepef,
BITYNSHAHNX HAYKOBLLB BiA3HA4YAETLCA BIACYTHICTb
€OMHOrO nigxony OO0 CUCTEMHOrO aHanidy npo-
6nemun kibepbesnekun. Tak, nigxoam BapilOlOTbCA
BiO, NPaBOBUX AaACMEKTIB OO0 CTpaTerin CUnoBUX
BiJOMCTB Ta BiICbKOBMX iHiLiaTuB. J1.C. Xap4yeHko,
B.A. JlinkaH, O.B. JloriHoB onucytloTb Kibepbes-
neky sk CKNIa[l0BY HaLLiOHaNbLHOI 6e3neku, NpoLec
yrnpaeniHHA 3arpo3amMm Ta Hebeanekamu aepxxas-
HUMU | HEOEPXABHUMUW IHCTUTYLLIIMU, OKPEMUMM
rpomMagsiHamm, 3a gKoro 3abesanedvyeTbes iHpop-
MaLinHWIA cyBepeHITET YKpaiHW.

CucteMHMin xapakTep Kibepbesnekn O03BO-
NII€ BU3HAYNTK ii 3ab6e3neveHHs K CKnagHuii Ta
KOMMJIEKCHUA BWA, LOIANIbHOCTI YNOBHOBAXKEHMX
opraHiB. Pe3ynbtaTt aHanizy OCTaHHIX OXepen
CBioYaTb NPO HEAOCTAaTHIO PO3POOIEHICTL 3a0e3-
rneyeHHs1 kibepbesneku B YkpaiHi, ocobnMBO B
YMOBaX BiICbLKOBOI arpecii.

MeTa cTatTti — pO3MFHYTU MUTaAHHA HaLj-
OHa/NbHOro Kibep3axnucTy B CBiTNi  POCINCbKOI

arpecii Ta npiopuUTETHI HaNPAMKK 3abe3neyeHHs
Kibepbeanekn YkpaiHM B ymoBax Aji BOEHHOMO
Yyacy B KOHTEKCTI EBPOATNIaHTMYHOT IHTEerpadii.

Buknapg OCHOBHOro martepiany pgocni-
JOKeHHs. 3 Mno4YaTkoM MOBHOMACLUTAOHOI Biii-
HUMaliXe BCi YKpaiHCbKi Aep>XaBHi canTtu, 6aH-
KIBCbKi CepBicu, CUCTEMU Ta IiHPpPaACTPyKTypa
3a3Hanm BENNYE3HOI KiIbKOCTI BOPOXUX Kibe-
patak Ta 306o0iB.Moyanuca artakm Ha odilinHi
cantn BepxoBHoi Paau YkpaiHn, KabiHeTy
MinicTpiBe YkpaiHu, MiHicTepcTBa 3aKOPOOH-
HuUX cnpaB YkpaiHun, Cnyxbu 6e3nekn YkpaiHu,
MiHicTepcTBa 060poHM YKpaiHu, MiHicTepcTBa
YKpaiHu 3 nTaHb peiHTerpatiii TMM4yacoBO OKYMO-
BaHMX TepuTopin, NpueatbaHky Ta OwanbaHky, a
TakoX BENMKOI KiNIbKOCTI iHLWMX YyCTaHOoB [2].

3aranowm, kibepataku 6ynu HauineHi Ha npu-
XOBaHE BUKPAaOEHHS BaXMBOI iHdopMmaLlii, IMO-
BipHO, O/151 HagaHHsA Pocii cTpaTeriyHoi nepesarm
Ha noni 6otw. Bce ueBinbyBaeTbcsa Onsg TOro,
abu 34incHIoBaTU NCUXOMONYHUIA TUCK Ha rpo-
MaasH, gecTabinizyBatm cuTyauito BcepenuHi
KpaiHu, NOCIATKU naHiKy i xaoc, napanidysBaTtu
3acobu KOMyHiKaLii i1 3B’A3Ky Yy Halliil aepxasi.
MocunnoeTbCsa TEeHOEHUIS 3OiINCHEHHS PO3Biay-
BaJIbHO-MIAPUBHOI AiANbHOCTI Yy KibepnpocTopi
WASAXOM  3allyd4EHHSA  PiI3HMMKU  cneujafibHUMU
cnyxxb6amMmu okpeMux aepxas, Hacamnepen Pocii,
MiDKHaPOOHUX XaKepCbKUX YrpynoBaHb OJ19 pea-
nisauji kibepsnnuay [3].

Y Haw! yac BirHa B iHpopMaLinHOMY NPOCTOPI
MOXe 3aBAaTV HEe MEHLUOI WKOAW, aHiXX BilHa Ha
noni 6oto. 3arposa kibepatak 3 60ky PP Ak Ha
YKpPaiHCbKi CUCTEMMU, TaK i HA EBPOMNENCHKUX NapT-
HepiB 3anuMwaeTbcs BUCOKOW. Kibepbeaneka
Hapasi € KJII0YOBUM MUTAHHSAM B €KOHOMIYHOMY,
NONITMYHOMY, COLjaNbHOMY Ta BiICbKOBOMY
acnekTtax. CborogHi YkpaiHa 3mylleHa BigCcTolo-
BaTW CBOE NPaBO Ha HE3asIeXHICTb, HA BACHUM
BEKTOP PO3BUTKY Ta MUPHE i BiflbHE MalbOyTHE.
To6TO, Nnepen, BiTYNSHAHUMUM NPABOOXOPOHHUMMN
opraHamm noctae Bce BGinblue 3aBAaHb i3 NOLYKY
HOBUX 3acobiB Ta MeToniB AieBoi 6OpoThOM 3
KiBep3n0UYNHHICTIO.

3 noyaTKy BiriHM YKpaiHa cTana Lo Yucenb-
HUX KibepaTak, ki OXonuan aepxxaBHi yCTaHOBU,
npuBaTHi opradisauii Ta rpomagsaH. Ti nignpu-
EMCTBA, §Ki € YHaCTUHOIO KPUTUYHOI iHDpPaCTPyK-
TypW, 30KPEMA EHEPreTUYHI, TENEKOMYHIKaLiiHI,
Megnia Ta diHaHCOBI KOMMaHii, TakoX MatoTb OyTU
Y pPexXuMi NiaBuLLLEEHOT FOTOBHOCTI, OCKiNlbkn came
Ui ranysdi 4acTO BBaXalTbCA MPIOPUTETHUMU
uinamu y nepiop, BiiHW. BisHec mae O6yTv rotToBuii
NPOTULIATN UMM BUKIMKAM — KOMMAHIii MOBUHHI
OLHUTN CBOI FOTOBHICTb A0 KiOEpPiHUWOEHTIB i
CBOIO 3[aTHICTb BiAHOBUTU AiSINIbHICTb.

3 2014 poky Pocia akTMBHO BUKOPUCTOBYE
KibepnpocTip y riopuaHi arpecii npotn Ykpainu
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LUSXOM 3A4INCHEHHS OECTPYKTMBHOMO BIJIMBY Ha
opraHv OepXaBHOiI Bnaau, CUCTEMU YrpPaB/iHHSA
BiiCbkaMu Ta 36pOo€eto cmn 0O60POHU, a TaKoX Ha
006’eKTN KPUTMYHOI iHDpacTpykTypu. [epxasa-
arpecop HEeBMWHHO HapOLLUYyE CBiM apceHan
Kibep3bpoi HacTynanbHOro, po3BiayBasibHOrO, a
TakOXMiAPUBHOIO MNPU3HAYEHHS, 3aCTOCYBaAHHS
AKOT MOXE BUKJIMKATW HEBUMPAaBHi, HE3BOPOTHI
PYWHIBHI HAcnigkn. 3asdHayeHi YYHHUKM BMMara-
IOTb NOCTIMHOIr0 HapPOLLYyBaHHA B YKpaiHi MOXIIN-
BOCTel 3abeaneyeHHs kibepbesnekn opraHamm
cekTopy 6e3nekn i 060poHM.

Ha cborogni Pociiicbka dDenepadia 3anuviua-
€TbCS OOHMM i3 OCHOBHUX O)KEpen 3arpo3 Hal-
OHaNbHIN Ta MiXHapPoAdHin kibepbe3neui, ska
Oy>Xe aKTMBHO peani3dye kKoHuenuito iHpopma-
uiriHoro npoTudopcTBa, 6azoBaHy Ha NMOEOHAHHI
OECTPYKTMBHUX Ojin y KibepnpocTopi Ta iHpopma-
LIMHO-NCUXONOr4YHUX onepaLiin, MexaHiaMmn akoi
aKTMBHO i LUMPOKO 3aCTOCOBYIOTLCS Y FiOGpuaHin
BiMHI MPOTM YKPAiIHCbLKOI Aep>kaBu. Taka OeCTPyK-
TUBHA aKTUBHICTb CTBOPIOE peasibHy 3arposy
BYMHEHHS aKTiB KibepTepopnamy Ta Kibepameep-
Cii LLOA0YKPAIHCbKOT HaLiOHaNbHOI iIHpOopMaLLin-
HOI iHppacTpyKTypn [4].

B Ykpaini gie 3akoH «[1po OCHOBHI 3acaaun
3abe3neyeHHs  kibepbe3neku YkpaiHu»  Bif,
5xoBTHS 2017 poky Ne 2163-VII, aknii BU3Ha4ae
NnpaBoBi Ta opraHisauiiHi ocHOBW 3a6e3neYeHHs
3axXMCTY XUTTEBO BAXKJIMBUX IHTEPECIB NMIOANHN
i rpoMagsiHMHa, CycnifibCTBa Ta AepXXasu, Halli-
OHaNbHUX iHTEepeciB YKpaiHn y kibepnpocTopi,
OCHOBHI Ljini, HaNpaMX Ta NPUHUUMNN OepPXaB-
HOI moniTnkn y coepi kibepbeanekn, NOBHOBA-
XXEHHS AepXXaBHMX OpraHis, NignpmMeMcTB, ycTa-
HOB, OpraHisauiii, ocib Ta rpomagsH y uin coepi,
OCHOBHI 3acaan KoopamHauii ixHbOi AisfIbHOCTI i3
3abeaneyeHHs kibepbeaneku [5].

Hesaposro 0o LnpokomacwTabHoro
BTOPrHeHHa Pocii B YkpaiHy Ykasom Bif
26.08.2021 poky Ne 447 Tlpe3uaeHT YkpaiHu
3aTBepamB pilleHHs Paau HauioHanbHOI 6e3nekun
i obopoHn YkpaiHn Bio 14.05.2021 poky «[Mpo
Crtparterito kibepbeanekn YkpaiHu», g9ka BU3Ha-
Yyae NMpPiopUTETU HaLiOHANbLHUX IHTEPECIB y cdepi
Kibepbesnekun, HasiBHi Ta MOTEHLINHO MOXNUBI
Kibeps3arpo3u, uini Ta 3aBoaHHA 3abe3nedyeHHs
Kibepbeanekn 3 MEeTOl CTBOPEHHS HaneXHUX
yMoB Ons1 6e3nevyHoro yHKUIoOHyBaHHS Kibep-
MPOCTOPY, MOro BUKOPWUCTAHHS B iHTepecax
cycnifibCTBa i nepxasu [4].

Ykasom MpesngeHTa YKpainu Bif,
01.02.2022 poky Ne 37 6yno yBeaoeHo B fjto
pileHHs Pagm HauioHanbHOi 6e3nekun i 060poHu
Ykpainm Big 30 rpyaHa 2021 poky «[po lMnaH
peanigdauii Ctparerii Kibepbesneku YkpaiHu» [6].

MpoTe, 3Ha4YHE MOLIMPEHHS Kibep3arpo3 Ha
yCi chepun XUTTEQIANbHOCTI Ta BOOCKOHANEHHS

yI;}) Bunyck 34. 2023

iHCTpyMeHTapito ix peanidauji B ymoBax ribpug-
HOI BiliHM 3yMOBJIOE HEOOXIAHICTb 3MiHM Ta yaO-
CKOHaJIeHHs cTpaTerii i TakTUKKU NMPOTULIT HUM.
HabyBae 3HAYMMOCTi MakCMMasnbHO LIBMUAOKE
BUSIBNIEHHS Bpas3nuMBOCTElN i kibepartak, peary-
BaHHS Ta MOLWMPEHHS iHpOopMalji Npo HUX Ang
MiHIMI3aL,ii MOXIMBOI LLKOAM.

HesBaxaloum Ha HasABHICTb LNOI HU3KU YUH-
HMX HOPMAaTUBHO-MNPABOBMX [OOKYMEHTIB WOO0
npobnem 3abeaneyeHHs 6e3neku KibepnpocTopy
JepXaBu, BOHM HE OXOMOKTb YCbOro Chek-
Tpa cydacHux 3arpo3 kibepbeaneui OepxasBu.
3abe3neyeHHs Kibepbesnekn € 0 gHUM i3 Npiopu-
TeTIB Yy CUCTEMI HauioHanbHOI 6e3nekn YkpaiHu.
Peanizauis 3a3Ha4yeHOro npioputety MOBUHHA
3AINCHIOBATUCS LUNSXOM MOCUJIEHHST CMPOMOX-
HOCTEl HauioHanbHOI cuctemn Kibepbesneku
ons npoTtuaii Kibepsarpo3am y cyd4acHomy 6es-
nekosoMy cepepnosuli. KibepcknagoBa € Bax-
JIMBMM eNeMeHTOM Y BiliHi YkpaiHn npotn Pocii.
EdexTumBHICTb Kibepbeaneku Ta BindbuTTa Kibepa-
Tak B yMOBax BOEHHOIO CTaHy nofdrae y Makcu-
MasibHi KoopamMHauii Ta KoMaHgHin poboTi.

Tox edekTMBHa MpoTUaia 3arpo3amM Hauio-
HanbHiM 6e3neui y kibepcdepi Moxnmea nuie
3a YMOBM KOMIMJIEKCHOIO BUKOPMUCTAHHS BCbOrO
apceHany npaBoBuMX 3acobiB 3abe3neyeHHs
Kibepbeaneku, 3a BciMa CTPYKTYPHUMU eNleMEH-
TamMmn gep>xxaBHOro yrnpaefiHHSA Ta Ha BCiX eTanax
ob6iry iHdopmauiji. Kpim TOro, makcumanbHOro
edekTy y B3aemofii cyb’ekTiB 3abe3nevyeHHs
Kibepbeanekn YKpaiHM  MOX/MBO  AOCArTU
BUKJIIOYHO  LUJIIXOM  BUKOPUCTAHHSA  LLiJTICHOrO
CUCTEMHOI0 MeXaHiaMy afMiHiCTpaTuBHO-MNpa-
BOBMX METO/IB Ta 3acobiB, 3aBASKM AKOMY 34i1NC-
HIOETBLCS peanisauia oepXaBHOoi NoNITUKK y chepi
3a0e3nedvyeHHs Kkibepbes3nekn €K CkI1agoBoOro
e/eMeHTY HalioHanbHOoi 6e3neku.

Ona YkpaiHn CcbOrofHi ABNAETbCH HaA3BU-
YarHO aKTyaslbHUM BMPOBAMKEHHS MiXKHApO4-
HOro [ocBigy y codepi aaMiHicTpaTUBHO-Npa-
BOBOro 3abe3neyvyeHHs kibepbeanekn, kU €
HEeoOXiOHVM Yy SIKOCTI YCMiLWHOro npmknagy Wwoao
dopMyBaHHS BiANOBIAHOI MNONITUKN Ta NOOYA0BMU
BIACHOI CMCTEMU MPaBOBOrO Ta OPraHi3aLinHoro
3abes3ne4vyeHHs kibepbeaneku, y nepLly yepry, B
yMOBax Ccy4acHoi ribpmaHoi BinHN. EDekTMBHICTb
aaMiHICTpaTMBHO-NPaBOBOIro 3abesneyeHHs
Kibepbeanekn 3abe3nedvyyeTbCss OAHOYACHUMU
3axogamu, CripsiMoBaHUMM SK Yy HanpsaMmi Crisri-
paui 3 paxoBMMU MKHAPOOHUMU IHCTUTYLISIMU
CTOCOBHO 3abe3ne4YyeHHs Kibepbeanekn, Tak iy
Hanpsami ¢GopMyBaHHA ageKBaTHOro BUKIMKAM
riopmaHoi BiliHN HaLioOHaNbHOro 3aKOHOAABCTBA
y Ui cohepi.

Y 2022 poui yxBaneHo H13Ky BaX/IMBUX 3aKO-
HiB. 3akoHOAaBYi 3MiHM, 30KPEMA, CTOCYIOTbCS
aKkTUBHOI npoTuaii arpecii 'y kibepnpocTtopi,



m NYBJIYHE YPABMIIHHA Y COEPI AEPYKABHOI BE3MEKM TA OXOPOHM TPOMA/ICbKOIO MOPAAKY

XMapPHUX MOCAYr Ta PO3MILLEHHSA Y «<XxMapax» aep-
XaBHUX iHOOPMaLIMHNX PECYPCIB, 3aXMUCTy Kpu-
TUYHOI iIHppacTpyKTypn YkpaiHn. Tpuae poboTa
i HaZ, IHWWMMM HOPMATMBHO-NPaBOBUMUN aKTaMu,
AKi LO3BONATH BPErYIOBATU MNTAHHS pearyBaHHs
Ha pi3Hi BMOW noain y kibepnpocTopi, NOCUAnTm
3axuLLEHICTb Bif, KibepaTak gep>xxaBHMX iHbopma-
LiHMX pecypciB Ta 06’ eKTiB KPUTUYHOI iIHpOpMa-
LiMHOT IHDpaCTPYyKTypu Ta iHWuX [7].

Mpn uboMy,Cnif, akLEeHTyBaTu yBary Ha rnocum-
NEeHHi MixxHapogHoi cnienpaui. Cepen Hagin-
HMX NapTHepiB depxcneuss’sa3ky — AreHTCTBO 3
Kibepbesnekn Ta 6e3nekun iHppacTpykTypm CLLA
(CISA), AreHtctBo €EC 3 nuTaHb Kibepbeaneku
(ENISA), KomaHpa pearyBaHHs Ha KOMM'IOTEPHI
Haa3suyanHi nogji CERT-EU [7].

Ha cborogHi po3pobneHo npoekt Ctpaterii
Kibepbeanekn YkpaiHm Ha 2021 — 2025 poku.
HaHa CTtparteria Bu3Ha4ae npiopuTteTu, uini Ta
3aBOaHHA 3abeaneyeHHs Kibepbesnekn YkpaiHn
3 METO CTBOPEHHS YMOB A1 6€3Me4YHOro GyHK-
LLIOHYBaHHS KibepnpoCTopy, NOro BUKOPUCTAHHS
B iHTepecax o0cobu, cycninbcTBa i OepXaBWu.
Kibepbesneka € ogHMM i3 NPIOPUTETIB Y CUCTEMI
HaujoHanbHOI 6e3nekn YkpaiHu. BoHa nepenbda-
4ae MNOCWUSIEHHS CMNPOMOXHOCTEN HaLuiOHasIbHOT
cuctemun kibepbesnekn ansa npotuaii Kibepaa-
rposam y cydacHoOMy 6e3nekoBOMY CEPELOBMULL.
MpioputeTamn 3abe3nedyeHHa  Kibepbe3neku
YkpaiHm e: ybesnedyeHHsa kibepnpocTopy 3anss
3axXMCTy CYBEPEHITETY OepXaBu Ta PO3BUTKY
CYyCMiNbCTBa; 3axucT npas, CBOOOM i 3aKOHHUX
iHTEepeciB rpomagsaH YkpaiHm y kibepnpocTopi;
€BPOMNENCbKa | €BpoOaTNaHTM4YHa iHTerpauisa y
chepi kibepbesnekn. PopmMmyBaHHS HOBOI AKOCTI
HauioHanbHOI cMcTemMn Kibepbesnekn notTpedye
YITKOro Ta 3PO3YMISIOr0 BU3HAYEHHS CTparteriy-
HUX Uinen, wo MalTb OYyTU OOCArHYTI NPOTArom
nepioay peanizauii Ctparerii [8].

BucHoBku. [onyyeHHs YkpaiHu, ii umMBinb-
HMX Ta BINCbKOBMX OPraHiB 40 EBPOMENCHKUX Ta
EBpPOATNAHTUYHUX [HILjaTMB CTBOPUTb HadinHe
NiArPYHTS ON4 UinecnpssmMoBaHOro npouecy pos-
BUTKY KibepHEeTUYHOI cTpaTerii Ha aepXaBHOMY Ta
npuBaTHOMYy piBHSAX. HeobxigHO HeramHo nocu-
NOBATN B3aEMOLI0 MiXK OCHOBHUMMW Cy0’ekTamm
HaLjoHanbHOI cnuctemun kibepbesnekn YkpaiHu, a
TakoX Hanarog)KyBaT KOHCTPYKTUBHE Ta LLUBUAKE

cniBpobiTHMUTBO. B ymMoBax BOEHHOrO CTaHy
rOIOBHUM 30BHILLHBOMONITUYHUM MPIOPUTETOM
YkpaiHn y cdepi kibepbesnekn € nornmbneHHs
E€BPOIHTErpaLiNnHNX MPOLECIB LWAFXOM YHidikauii
nioxonis, metoaiB i 3acobiB 3abe3neyeHHs Kibep-
6e3nekun 3 yctaneHumu npaktukammn €C i HATO,
BXUTTS iHWUX Y3rOAXKEHUX i3 KJIIOHYOBUMM iHO-
3eMHVMU NapTHeEPaMn 3ax0fiB, CNPSIMOBaHUX Ha
NOCWJIEHHS KiOEPCTINKOCTi, pO3BUTOK CMPOMOX-
HOCTEN HauioHanbHOI cncteMu kibepbeanekn Ta
3axUCT HaLioHaNbHUX iIHTEpeciB y KibepnpocTopi.
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