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YepkacbKuil IHCTUTYT MOKEKHOI Oe3NMeKn
imM. I'epoiB YopHoOniis
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MetonnuHi BKa3iBku 3 guctuiniind «OcHOBU 1H(OpMAIIAHOT Oe3MeKn» 10
BUKOHAHHS KOHTPOJIbHOT pPOOOTHM MJis TMIATOTOBKM 3400yBadiB 3a MEPIIUM
(OakamaBpChKMM) PiBHEM BHINOI OCBITH B Tairy3i 3HaHb 26 «[[uBimbHA Oe3mekay 3a
crremianbHIcTIO 261 «IloxkexxHa Oe3neka» Ta 263 «{uBiIbHA Oe3meKay.

Po3poOHuku:

Ceprii KACAPYM, wHauanpHUK Kadeapu BHUIIOI MaTeMaTUKH  Ta
1H(hOpMAITIHUX TEXHOJIOT1H, KaH. e/, HayK, JOICHT;

Koctautun I'PUT'OPEHKO, crapmmii Buknagad kadeapu BUIIOI MaTEMaTHKU
Ta 1HPOPMAIIHHUX TEXHOJIOT1H.

MeTtonuuHi BKa3iBKM 3aTBEp/PKEHI Ha 3acijaHHl KadeIpu CyCHiIbHUX Hayk.
[Tpotokomn Ne 1 Big «26» ceprast 2022 poky.
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BCTYII

OCHOBHI NIOHSATTS, BUBHAYEHHS, 3AKOHU
3aranpHi MOHATTA MIOA0 1HPOPMALIHHOT Oe3meKH

OCHOBHI TIOHSITTS Ta BU3HAYCHHS JUCIUILTIHA

OcCHOBHI HOpPMaTHUBHO-TIPABOBI JOKYMEHTH YKpainu y cdepi Ib
OCHOBHI 3ATPO3U BE3IIEKHU

3aranpHi BiZIOMOCTI

OCHOBHI HEHaBMUCHI IITYYH1 3arpO31

OCHOBHBIC HABMHUCHI IITY4YHI 3arpo3u

Knacudikarist 3arpo3 6e3mnexu

Omnwuc MoJei TIMOTEeTUYHOTO MOPYITHHKA

Bunu indopmartii, mo 3axumaerbes y chepi ynpaBiiHHS
KonTposns sxocti 3axucty iHbopMmartii

Knacudikamiiina momituka y cepi inpopmarrii
MEXAHI3MHU PEAJIIBAIIII BE3NNEKU

Jlxepena 3arpo3 iHopmaiiifHoT 6e31eKu

Ceptudikaliis: CTBOPEHHS 3aXUIIEHOI pOOOTH
3ABE3IEYEHHS BE3NEKH OB’€EKTIBIH®OPMAIIIMHOI COEPU
JIEPKABU

3aranpHi BiZIOMOCTI

BinMiHHOCTI Mepexi BiJl 00YUCITIOBAaHOTO IIEHTPY

Jerani peanizaii

XAPAKTEPUCTUKA CTAHJAPTIB I1O 3ABE3IIEYEHHIO 1b
XapaktepucTiuka eeKTHBHUX CTAHAAPTIB MIOA0 Oe3MeKn
VYcHa hopma pa3noBCIOKEHHS MaTepiaiiB 13 cranaapTis 1o 1b
PU3UK POBOTHU HA NIEPCOHAJIBHOMY KOMIT’'IOTEPI
BusnaueHHs Bpa3nMBUX MICIh IIEPCOHATIEHOTO KOMIT I0TEpa
Mepexesuii 3axuct [1K

[TnanyBanHs 6e3ne4ynoi podoru Ha [1K

3ACOBU 3AXUCTY IH®OPMAIII

3aranbHi B1IOMOCTI

[TpuHIMIM 1HXKEHEPHO-TEXHIYHOTO 3aXHUCTY 1HpOpMaLii
Mertonpbl 3axucty iHbopmalii TEXHIYHUMH 3aco0aMu

Kananu Butoky iHpopmartii

3acoOu 3a0e3nedenns Ib B koM’ oTepHUX cucreMax

3ATAJIBHA XAPAKTEPUCTHUKA KOMIIVIEKCHOTI'O 3AXUCTY

THOOPMAIIIL. KOHOLTEHIIMHICTh JOKYMEHTY
3aranbHi BimoMocTi, 3agadi K31
Crpaterii KOMIUIEKCHOTO 3aXUCTY 1HQOpMaIlil
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9.3. KiunbKicHHUH 1 AKICHUN aHATI3 CUCTeMH (PI3MYHOTO 3aXUCTY
9.4. ImKeHepHO-TEeXHIUHI 3aCO0M OXOPOHH
10. MIJKHAPOJHUM CTAHIAPT BE3IEKH ISO/IEC 17799
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iaJ1i30BaHUX IHCTPYMEHTApIiB

JITEPATYPA



BUMOT'U 1O O®OPMJIEHHA KOHTPOJIbHOI POBOTHU TA BUBOPY
BAPIAHTY

KonTponbHa poOoTa € caMOCTIHHMM BUAOM pOOOTH CTYACHTA, MependadeHuM
HABYAJILHUM IJIAaHOM BUBUYEHHS Kypcy « OcHOBH iHoOpMaIliitHoi 0e3nexu». KoHTponsHy
poboTy odopmitroroTh Ha apkymax dopmary A4 (210 x 297mm), apykyrots depe3 1,5
IHTEepBAJIA, 3 PO3paxyHKy He OuabIn 30 psAJKIB HA CTOPIHII 3a YMOB PIBHOMIPHOTO i
3alIOBHEHHS Ta BHCOTOIO JiTep 1 nudp He meHm, HDK 1,8 MM. (kerub 14). Tekct crifg
JIPYKYBaTH, BUTPUMYIOUH MapaMeTpU CTOPIHOK: BEPXHiM, HMKHIN Oeperu — HE MEHII
20mMm, miBut — 30, mpaBuii — 15Mwm. Ilix 4yac BUKOHaHHS POOOTH HEOOXITHO
JTOTPUMYBATUCS PIBHOMIPHOT IIUTBHOCTI, KOHTPACTHOCTI M YITKOCTI TeKcTy. [lomuiku,
OMUCKM Ta TrpadiyHi HETOYHOCTI JOIYCKAEThCS BHUIPABIATH IMITYUIIEHHSIM a0o
3adapOyBaHHSIM OUT0I0 (hapOOI0 1 HAHECEHHSM HAa TOMY K MicIi ab0 MK pSIKaMH
BUIPABJICHOTO 300pa)K€HHsSI MAIIMHOMUCHUM crocoOoM abo BiJ pyku. Burmpapiene
MOBUHHO OyTH TakKOro X KOJbOPY, SK 1 OCHOBHHMH TeKCT. [lepen BHUKOHaHHSM
KOHTPOJBHOT POOOTH HEOOXiAHO O3HAHOMUTHUCH 3 METOAMYHUMHU BKa3iBKaMHU,
nutaHHsMu. Ha oOknaguHIl HEOOX1MHO BKa3aTH Ha3By HABUAJIBHOIO 3aKjady,
MpEAMETY, 1110 BUBYAETHCS, Kadeapu, HOMEp 3a1iKOBOI KHUKKH, TIPI3BHILE, 1M S Ta 1O
0aThKOBI.

[1ix vac BUKOHaHHS pOOOTH MOTPIOHO CMIOYATKY 3alUCATH MUTAHHS, & IOTIM J1aTh
Ha HOTO BIAMOBIAbL. Bi/iIoBi 11 MOBUHHI OYTH KOHKPETHI, HAIlUCaHI1 JIEPYKaBHO MOBOIO,
akypaTHo odopmieHi. B TekcTi KOHTpOJIbHOI poOOTH OOOB‘SI3KOBE IMOCWJIAHHS Ha
BUKOPHUCTaHI1 JITEpaTypHI JDKEpeEIIa, IePelliK SKUX HaBOJUTHCS y CIIHCKY JIITEpaTypH.

Jlxkepena B CHHCKY JITEpaTypd MOTPIOHO PO3TAIIOBYBATH 3TIAHO MOPSIKY
MOCHJIaHb B TEKCTI 3aMMCKU. BimomMocTi mpo pkepenia MOBUHHI BKITIOYATH: MPI3BUIIE Ta
1HIIIaIM aBTOpa, MICIIE BUIAHHS, BUJABHUIITBO Ta PIK BUJAHHS, KUJIBKICTh CTOPIHOK.
[locunanHs B TEKCTI Ha JKepesia MOTPIOHO pO3TANIOBYBATH Yy KBaJpaTHUX HYXKKax,
MOPSAIKOBUN HOMEp JKEpelia 3a3Ha4aeThCs 3T1THO 3 CIIMCKOM JIiTepaTypH.

Bukonana po0OTa HampaBise€ThCA 10 BIIAICHHS 3a0YHOTO HAaBYaHHS Ha
MEPEBIPKY B CTPOK, SIKUW BKa3aHUW y rpadiKy BAKOHAHHS KOHTPOJIbHUX POOIT.

OuiHloeTbest poboOTa 3  ypaxXyBaHHSIM TJIMOMHM BUKJIQJCHHS Marepiaiy,
CaMOCTIHOCTI BHMKOHAaHHS Ta BMIHHS BHKOPHUCTOBYBAaTH TEOPETUYHI 3HAHHS Ha
npakTuili. PiBeHb 3HaHb CTYJICHTAMH JUCIHUIUIIHA 3a MiACYMKaMH BUKOHAHHS
KOHTPOJBHUX POOIT OIIHIOETHCS 3 OTJISAY Ha HACTYITHI KpUTEPIi:

1. [ToBHOTA Ta MpaBUIILHICTh BUKOHAHHS 3aBJIaHHS — OCHOBHUMN KPUTEPIil.

2. 3naTHICTh cilyXaya IudepeHIiitoBaTi, IHTerpyBaTH Ta yHI(1KyBaTH 3HAHHS.

Kontponena pobGotra 3 guctumurian  «OcHOBH  iHQOpMAIIIHHOT — Oe3MeKm»
CKIIQJIA€EThCS 3 60CbMU TEOPETHUYHHUX mHUTaHb. (OOOB‘SI3KOBUMH BHMOTaMHU [0
TEOPETUYHUX 3aBJIaHb €:

— BUCBITJICHHS ITUTAHHSI,

— NOCHJIaHHA (ITPH 3a1I03UYEH1 TEKCTY);

— CIIUCOK JIITEpaTypH.

KontponsHa pobota oriHIO€EThCS: '"3apaxoBaHa', "He3apaxoBaHa'. VY pasi
He3apaxyBaHHSI KOHTPOJIbHOI pOOOTH BKa3yHOTHCS MPUIUHU 11b0T0. KoHTpOIBHA poOoTa
MO>ke OyTH He3apaxoBaHa y BUMAKaX:



— BUKOHAHO HE TOM BapiaHT KOHTPOJIBHOI poOOTH;

— TEOPETUYHE 3aBJaHHS BHKOHAHE 3 TOPYIICHHSM BHUMOT /O HBOTO, B T.4.
CTOCOBHO 00CATrY;

— He BUKOHAHO a00 HE BIpHO BUKOHAHO OJTHE 13 3aBJaHb.

OTpI/IMaBIHI/I He3apaxoBaHy KOHTPOJbHY p060Ty, CTy/IeHT 3000B‘sI3aHUN YBaXKHO
03HAHOMUTHCS 13 3ayBAKEHHSIMHU 1 BHECTH B POOOTY BIiJIOBIHI 3MIHU Ta JOTIOBHCHHSI,
YCYHYTH BKa3aHi Hepomiku. Ha obxmamuHIl nonpaiboBaHoi poOoTH HeoOXiTHO BKa3aTh
«IloBTOpHO» 1 HaAmpaBUTH ii 10 BIAAUIEHHA 3a04HOr0 HaB4aHHSA. CTyIeHTH, SKi
HECBOEYACHO HAIMPaBWJIM KOHTPOJBHY poOOTY 0€3 TMOBaXHMX TMPUYHMH, Ha
€K3aMCHAIIIHY CECiI0 HE BUKJIIMKAIOTHCSI.

Bubip BapianTy.

Octanns 1mudpa 3aMiKOBOI KHHKKUA ciiyxada (akyJbTeTy 3a0YHOTO HaBYaHHS
BHU3HAYa€ BapiaHT 3aBAaHHs (Tabmurs).



Ocramnst ungpa 3anuTaHHsa
muppy
0 1,11, 21,31,41,51,61, 71
1 2,12,22,32,42,52,62, 72
2 3, 13, 23, 33, 43, 53, 63, 73
3 4,14, 24, 34,44,54, 64, 74
4 5,15, 25, 35, 45, 55, 65, 75
5 6, 16, 26, 36, 46, 56, 66, 76
6 7,17,27,37,47,57,67,77
7 8, 18, 28, 38, 48, 58, 68, 78
8 9,19, 29, 39, 49, 59, 69, 79
9 10, 20, 30, 40, 50, 60, 70, 80

o bk -

3anuTaHHA 10 BUKOHAHHS KOHTPOJILHOI po00TH

[TosICHITh TOCTPOTY 1 aKTYyalIbHICTh NpOoOIeMH 1HPOPMALIIHHOT OE3MEKH.

Hanaiite Bu3HaueHHs iHdopmanii, inpopmalliitHii 0e3nerr, cyo’ ekTy Ta 00’ €KTY.
[TosicHITh cyTh 4-0X PIBHIB 3aXUCTY 1H(OpMaIli.

[TosicHITh CyTh TOMITUKY 1HGOPMAIIIITHOT Oe3MeKH.

B gomy cyTb iH(dopmarriiinoi 6e3neku aepraBu?

Konnenmist aepkaBHOi iH(popMaliifHOi moiTuku. Ha3BiTh OCHOBHI HOpMATHBHI

JOKYMEHTH 1010 3aXKUCTY 1H(POpMAIIii.

7.
8.
9.

10.
11.
12.
13.

o Take 3arpo3a 6e3nexu? Ha3BiTh OCHOBHI THIIH 3arpo3.

[TosiCHITH CyTh HEHABMUCHHX IITYYHUX 3arpo3.

[TosicHITh CyTh HABMUCHUX IITYYHUX 3arpo3 Ha MiAMPUEMCTBI?

Hanaiite knacudikariito 3arpo3am 0e3MeKH.

B yomy cyTh MOJ1€T1 TITOTETUYHOTO TOPYIITHUKA?

Bunu indopmartii, 1mo 3aXuimarTbes y chepi ynpaBiaiHHS.

Ha3BiTh Ta MOSICHITH CyTh MOHATTA ‘‘SIKicTh 1H(popmarlii”. HaBeniTe mnpukiajn

KJacuikauiifHOi NOJITUKH Y cepi 1HPopMaIlli.

14.
15.
16.
17.
18.
19.

Ha3Bith Ta nosicHiTh 4 cTparerii 3axucty iHdopMallii BiJ 3arpo3.

B yomy nonsirae poGoTa nucneryepa npu BUKOPUCTaHH1 IUCKpeLiitHOT Mozeni?

B yomy cyTb “30510TOr0 cTaHnapTy’ 3axXucTy?

B yomMy cyTh noHsTTA “KOMIUIEKC 3ac00iB 3axucty (K33)?

Baxxnuuii kommoneHT K33 — indopmariist mpo KoH}iryparito.

YoMy He CItiji CIpoIyBaTh YaCTUHY CHCTEMH 3aXHUCTy Setup, sika BiAMOBiAac 3a

0e3mnexy, nsIxoM 3miH 6azooi OC?

20.

[Ilo nponoHye MozeIb O€3MEeKH 3 HEBEJIMKUM YHCIIOM IMapaMeTpiB HACTPOIOBAHHS

JUTSl KOPUCTYBAYiB Ta aJAMiHICTpaToOpiB?



21. Ha3BiTh BIIMIHHOCTI MEPEXKI Bl 00YUCITIOBAIILHOTO IIEHTPY 3 mo3uilii Ib.

22. Ski 3axonu Ib maroTe OyTH PUMHATI U1 MEpesxi?

23. o nmoTpiOHO 3pOOUTH 71 KOHTPOJIIO JOCTYIy 10 (ailmiB, sIKi JOCTYMHI SIK MO
BHYTPIIITHIN, TaK 1 O 30BHINITHIA MEpexi?

24. Yomy HEOOX1THUI KOHTPOJIb JOCTYITY 10 MepexeBoro Tpadika?

25. IIlo HeoOximHO 3poOuTH I edeKTUBHOI 1ieHTHdIKaIli Ta ayTeHTUdIKAIIl KOX-
HOTO y4acHHUKa iHpopMaIiifHoro ooMiHy, Oys To pizudHa ocoba abo JOTIUYHUM 00’ €KT,
aTaKOX ISl KOXKHOT KOMIIOHEHTH MEPEXKI.

26. 1o Tpeba 3poOUTH AJi1 KOHTPOIIIO TOCTYITY 10 MEPEKEBUX PECYPCiB, 0COOIUBO,IO
Tenedony?

27. 1o pekoMeHay€eThCsl pOOUTH AJis 3ar00iraHHs BUTOKY 1H(opmarii?

28. Skl XapaKTEpUCTUKU MaiOTh €(QEKTUBHI CTaHAapTH? B 4yomy cyTh NMOBHOTH 1
JOCTYITHOCT1 CTaHAapTIB?

29. B yomy cyTh aKTyalbHOCTI 1 KOPUCHOCTI CTaHJAPTIB?

30. st yoro moTpiOH1 pi3HI (HopMHU NOJaHHS cTaHAApTiB? B oMy cyTh ycHOI hopmu
PO3MOBCIOIKEHHSI MaTepiaiiB 13 CTaHAAPTIB?

31. ki1 aii BukoHye kopuctyBad [1K 1 ik MOKHA 3MEHIIIMTH HETaTUBHI HACHIJIKH (pH-
3uk 1B) Bix mux miit?

32. Ha3BiTh HaltO1IbII Bpa3auBi Miclisi KOpUCTYBaya rpu po6oti Ha [1K B mepexi.

33. B yomy cyTh MepexeBoro 3axucty [1K?

34. l1lo Mae BXOAUTH A0 PIILIEHHS KEPIBHULITBA B SKOCTI MONEPEAHbOI YMOBU IPUKA-
HITTS cTaHAapTiB 3 [B?

35. Ha3BiTk cialki croponu nporpamuoro 3ade3nedenss [1K.

36. Ha3BiTh Bax1MB1 BUMOTH JUIsl SMEHIIEHHS pU3UKy HeOe3neku npu poooTi Ha [1K.
37. B yomy cyTb (i3nyHUX 3ax0A1B A nocuieHHs Ib mianpuemcraa?

38. B yomy cyTh mporpaMmHo-anapaTHUX 3ax0/1iB nocuieHHs 1b (3MeHIeHHs pu3uky
HeOe3neKkn)?

39. B womy cyTh opranizaiiiHUX 3axOJliB Il 3MEHILIEHHS PU3UKY 1H(MOpMAIiHOT
HebOe3nexku?

40. SlkuM YMHOM MOXHA 3MEHIUUTH 1H(OPMAIIHHUN PHU3UK MPU KOPUCTYBAHHI Me-
pexero [lnrepuer?

41. JlaiiTe BU3HAYEHHS MOHATTAM ‘‘3acO0M 3aXUCTy 1HPOpMalii” 1 “TeXHIYHI 3acO0n
3axucty”’. Ha3BiTh nepeBaru i HeoMiku TexHiuHuX 331.

42. SIki emeMeHTH BIIHOCHTHCS JI0 MMpOrpaMHUX Ta opraxizamiitaux 3317 Ha3BiTh ix
IepeBary 1 HeIOIIKH.

43. Ha3BiTh Ta MOACHITH NMPUHITUIIN 1HKEHEPHO-TEXHIYHOTO 3aXUCTY 1H(POpMAITiii.

44. Ha3BiTh Ta MOSCHITH METOJM 3aXUCTY TEXHIYHUMHU 3aco0amMu?

45. 1o Take indopmaniiine npuxoByBanHa (II1)? Aki cocoOu 111 Bu 3HaeTe?

46. SIxux pe3yabTaTiB JO3BOJISIE AOCATTH 1H(GOpMAaILlliiHE MPUXOBYBaHHS?



47.

[osicHiTh CyTh 4-0X rpyn KaHaiB BUTOKY iH(popmarii? Ha3pith Hali011b111 eheKTUBHI

TexHi4yHi 3aco6u Ib B koM toTepHUX Mepekax?

48.
49,
50.
ol.
52.
53.
o4.

o Take komIuiekcHMI 3axucT iHpopmarii? Ha3siTe ocHoBHI 3amaui K31.

Ha3BiTh Ta NOSCHITH CyTh XapaKTepUCTUK OCHOBHUX cTpaTteriii K31.

[TosicHiTh cyTh eTaniB nooyaoBu K31 1151 pi3sHUX cTpaTerii.

[Tpunnmnu nodyaosu K3I.

Ak bopMyeThes Oe3neka MIHAUX 1HPOPMAIIHHUX PeCypCiB?

Konu BuHMKa0Th 3arpo3u KoHpiaeHIiHIX JoKkyMeHTIB? Ha3BiTh 111 3arposu.

S 3A1HCHIOETBCS 3aXUCT HOCIIB 3 KOH(IAEHITIHHUMHA BimoMocTsaMu? YoMy He MOXKHA

Ha3UBaTU KOHQIICHIIIHI TOKYMEHTH CEKPETHUMU?

955.
56.
o7.
58.
59.
60.

61

o Take nmomiThka iHpopMaIiitHoi 6e3nexn?

Tpu iepapxiyHi piBHI MOJITUKUA OC3MEKH.

B yomy cyTtb cuctemu ¢i3uunoro 3axucty? l{o Take ctpuMyBaHH:?

CxnanoBi CD3 — BUsIBIEHHS, 3aTPUMKA 1 pearyBaHHS.

[TosicHITh 3aranbHi 000B’A3KH POOITHUKA BHYTPIIIHBOB1IOMYOI OXOPOHH.
OxapakTepu3yiiTe OCHOBHI 3aX0H MPOIYCKHOTO PEXHUMY.

B uwomy cyTth cuctemu 300py Ta 0oOpoOku iH(popmamii? Illo BigHOCHTBCS A0

1HKEHEPHUX 3aC001B OXOPOHU?

62.

[l{o sBise coboro MikHapoauuit cranmapt 6e3mexu ISO/IEC 17799 ?

63. Pozninmu crangaptiB ¢ ITlomituka Oesmeku” 1 “Knacudikamis ta ynpaBiaiHHS
pecypcamu’.
64. Po3nin crangapry “OprasizauiifHi 3axoau 110/103a0e3ne4eHHs 0e3neKu’ .

65.
66.
67.
68.
69.
70.

Pozninu ctannapTtiB ““ besneka nepconany” 1 “@izuyHa Oe3mneka’.

Poznin cranmapty “YmnpaBiaiHHS KOMYyHIKAI[IsIMU 1ponecamu’”.

Po3nin crangapty “Konrpons goctymy”.

Poznin crangapty “Po3poOka i TexHIYHA MIATPUMKA OOYUCITIOBATILHUX CHCTEM .
Poznin crangapty “YnpapiiHHS IHIIUACHTaAMH .

Posninu crangaptiB “YmpaBniHHA HemepepBHICTIO Oi3Hecy” 1 “BiamoBigHicTh

CHUCTEMU OCHOBHHUM BUMOTram’’.

71.
72,
73.
74.
75.
76.
77.
78.
79.
80.

[Tpuurnan posnoscromxkenocti ISO/IEC 17799 ycBiTi.

SIKUM YMHOM 3/11MCHIOETHCS OLIIHKA MOXKJIMBOTO 30UTKY (BTpat)?

OcHogHi eTanu ayauty Ib.

1o Take iHbopMartiitHuit pu3uk? Ik MOKHA OI[IHUTH HOTO €(PEKTUBHICTH?
[TosicHITH CyTh HIMEIIPKOTO CTaHAAPTY JUIsl BUOOPY KpuTepito aynuty BSI.
[TopiBusiiTe nepeBaru 1 HeAodiku cranaapTiB 1ISO 17799 1 BSI

B womy cyTh BuUMOT cTanaapty 3 ynpasiiaas cuctemoro [b ISO 270017

B yoMy cyTb aHasi3y pu3ukiB 6a30BOro 1 MoBHOTO piBHs Ib?

B yomy cyTh KoedilieHTa OKyITHOCTI IHBECTHIIIH B IHPOpMaliiiiHy Oe3neKy?
[TosicHITB CyTh OHATTA “KiGepOe3neka’.



BCTYII

Ha cyyacHoMy eTani po3BUTKY CycCnifibCTBa, MNOB'A3aHOI0 3 MacoBMM BUKO-
PUCTaHHAM IHGOPMALINHNX TEXHONOTIN | CTBOPEHHAM €AUHOMO iHOPMaLINHOIo
npocTopy, B paMKaM AKOro BiabyBa€eTbCcA Hakonn4yeHHs, 06pobka, 36epiraHHA Ta
06MiH iHdopmaLuieto, npobnemu iHdopmauiiHoi 6e3nekn HabyBaloTb NepLLIOPSAA-
HOro 3Ha4YeHHS B YCix chepax CycninbHOI i AepXaBHoi AisnbHocTi. Ocobnuea ro-
CTpOTa i aKTyanbHICTb LMX NpobnemM BU3HaA4YaeTbCA TakuMmn hakTopamu:

* BUCOKMMW TEMMaMM 3pOCTaHHA NapkKy 3acobiB 064NCOBaNbHOI TEXHIKN i
3B'AA3KY, pO3LWMNPEHHAM obnacten BukopuctaHHsa EOM, pisHOMaHITTaM i noBctoa-
HUM MOLUMPEHHAM IHOPMALLIMHO-KEPYOUYNX CUCTEM, SKi NigNSaraloTb 3aXUCTY;

* 3anyYeHHsIM OO0 npouecy iHpopMaLliiHOI B3aemMogii Bce OinbLlioro ymcna
nogen i opraxizauin, piskum 3pocTaHHAM iX iHpopMaLinHMx NoTpeb;

* MigBULLLEHHAM PiBHA MONUTY HA aBTOMAaTU30BaHi CUCTEMU YNpPaBIiHHA | 00-
pobKuM iHpopMaLLii, BAKOPUCTAHHAM iX B KPUTUYHUX CUTYaLAX;

* CTaBJIEHHAM A0 iHopMauii, AK A0 ToBapy, NepexogoM 40 PUHKOBMX BiHO-
CiH 3 BNacTUBOK iIM KOHKYPEHLIE | NPOMUCIOBUM LUMUIYHCTBOM Y chepi CTBO-
pPeHHSA | HagaHHA IHPOopPMaLINHUX NOCHYT;

* KOHUEHTpauielo Benuknx obcsariB iHopMmaLii pi3HOro npu3HaYeHHs Ha
€NeKTPOHHNX HOCIAX, BAOCKOHaNEHHA JOCTyny A0 iHopMauinHUX pecypciB;

* HaAABHICTIO iHTEHCUBHOro 06MiHy iHOpMaLi€ MiX y4acHMKaMn NpoLecy;

* 3aroCTPEHHSIM NPOTMPIY MiX 06'€KTUBHO iCHYtOUMMK NnoTpebamu cycninbCT-
Ba B PO3LUMPEHHI BiNbHOro obMmiHy iHpopmaLieto i HagMipHMMKM abo HaBnaky He-
AOCTaTHIMM O6MEXEHHAMM Ha ii NOLUMPEHHS | BUKOPUCTAHHS;

* piBHAMM BTpaT (36UTKIB) Bif 3HMLEHHSA, hanbcudikadii, po3ronoweHHsa abo
HEe3aKOHHOIro TMpaxyBaHHA iHopmau,i;

* PIBHOMaHITTAM BUAIB 3arpo3 i MOXMBUX KaHaniB HeCaHKLIOHOBAHOro A0cC-
Tyny (HCO) oo iHpopmaLir;

* 3pOCTaHHAM YKucna KBanidhikoBaHMX KOPUCTYBaYiB 00UYMCOBANbHOI TEXHIKM
i MOXIMBOCTEN NO CTBOPEHHIO HAMM NPOrpamMHO-MaTeMaTUYHUX BMNSIMBIB HA CUC-
TEMY;

* BiACYTHICTIO AOCTaTHbOI KifIbKOCTI KBasnidikoBaHUX criewyianicTiB y cdepi 3a-
XUCTY iHpopmauii.

3po3yMino, Lo B Taki cuTyauii BUHMKAE noTpeba B 3aXUCTi KOMIMT IOTEPHUX
CUCTEeM 3axuCTy iHpopMaLii Bif, HECaHKLIOHOBAHOIO A0CTYNY, KpaaiXKu, 3HULLEH-
HA Ta IHLWNX 3MI04MHHKX | HEeBGaXaHuX 4in, Yncno sknx 6esnepepsBHO 3pocTae. Tak
3a oujiHkoto daxisuis CLUA, 36UTOK Bif KOMN'IOTEPHMUX 3MOYMHIB LLIOPIYHO CKNagae



6nm3bko 35 MinbapaiB gonapis. B cepeaHboMy 36MTOK Big, OAHOrO KOMN'tOTEPHO-
ro 3104MHy ctaHoBuTb 6nmn3bko 500-600 Tucay gonapis. Npu LbOMY HEOOXIAHO
3a3Ha4YnTK, WO HA CbOrOAHILLHIN OEHb:

* HE ICHY€E €QMHOI Teopil 3aXULEHNX CUCTEM, B AOCTATHIN Mipi yHiBepcanbHOI
B Pi3HMX NpegMeTHUX obnacTax (K B AepXaBHOMY, TaK i B KOMEpPLINHOMY CEKTO-
pi);

* BUPOOHMKM 3aC06iB 3aXUCTY, B OCHOBHOMY, NPOMOHYKTb OKPEMi KOMMNOHEH-
TV N5 BUPILLEHHA NPpUBATHUX 3aBAaHb, 3anuviiatoym BUPILLEHHA NUTaHb opMmy-
BaHHSI CUCTEMMW 3aXUCTY i CyMICHOCTI Lnx 3acobiB CBOIM CroXMBayam;

* ana 3abe3neyvyeHHsa HaOiNHOro 3axucTy HeOoOXigHO BUPILWINTU UINWA KOM-
NNeKC TEXHIYHUX i opraHiauinHmx npobnem 3 po3pobKoto BiAMNOBIAHOI AOKYMEH-
Tauil.

Y KOHCMeKTi neKkuin po3rnagarnTbCA TiNbKM AefKi 3 OCHOBHUX MUTaHb,
3B’A3aHuUX i3 3abe3neyeHHAM iHdopMmauinHoi 6e3nekn. MaTepian nigroToBneHun
Ha OCHOBi pobo4oi HaByanbHOI nporpamu 3 gucuunniHn “OcHoBu |IB” gna
crypenTis-marictpis KIIBIll 3i cneuianeHocTi 073 “meHepxmeHT”. ['0noBHa yBara
npuaineHa po3KpUTTIO He CTiNbKK rMUOMHW, CKiNbKK CyTi TEM B CTUCTIIN | AOCTYMHIN
OS5 CNPUNHATTSA Popmi.

Hani npuBogAaTbca ocHOBHI BigomocTi 3 PHIT go gncumnnniyn.

OucumnniHa mae MeToK HaBYUTM CTYAEHTIB creuianizoBaHUM 3axodam y
cchepax iHpopmaLiiHOI Ta KOMIMIOTEPHOI 6e3neku, AKi 3abe3neyyoTb 3aXMCT Cy-
YacHUX iH(POpMaLINHMX CUCTEM Y NPOMECINHIN AIANbLHOCTI, NOB’A3aHOI 3 OTpuU-
MaHHsIM, 06pOobOKOI0, HAKOMMUYEHHAM | 3aXMCTOM 0COBUCTOI Ta PUANYHOI iIHGOp-
Mavuiii.

MpeameTom aucumnniHm € 0OCHOBM 3abe3neyeHHs iHdopMaLinHOi Ta KoMM'to-
TepHoi 6e3nekn.

B npoueci BUBYEHHA AUCLUMNNIHN CTYAEHTU MalOTb OYyTU O3HAaNOMITIEHUMU
i3 cyyacHMMM nigxogamu, MeTogMkamu, 3acobamm Ta NPUCTPOSMU OIS 3aXUCTY
iH(popMaLiNHO-KOMMN'IOTEPHMX CUCTEM | NEPCOHANbHOI iHbopMaLiii KOpUCTyBaya.

Micna BUBYEHHA QUCLMNIIIHM CTYAEGHTU NOBUHHI 3HAaTU: OCHOBHI MONOXEH-
HA Ta TepMiHN WoAo iHOopMaUINHOI Ta KOMM'IOTEpHOI 6e3neku; cknagoBsi Npo-
6nemun ocobucToi iHopMauiiHoi 6e3nekun, 6e3nekn AepxaBu Ta WNAXK ii BUPI-
LWEHHSA; ypa3nunBoCTi iIHPOpMaLINHOro NpPoCTopy Cy4acHOro cycnifibCTBa i MeTo-
AW NPOTUAIl Ta 3aXMUCTy LbOro NpOCTOPY; 3aranbHi MPUHUMNK Ta 3acobu npoTugii
y BTPYYaHHA B NepcoHasibHy iHpopmMaL,io y BipTyaribHOMY cepeoBuLLi IHTEepHeT i
B KOMITIOTEPI KOPUCTYBaAYa; HaNBaXIMBILLI NPOrpaMHO-TEXHIYHI Ta KpunTorpadgiy-



Hi MeToan Ta 3acobum 3axucTy iHdopMmauii Big, HeCaHKLIOHOBAHOro AOCTYMy; CTaH
Ta LWASXWN BUPILLEHHSA NpobnemMu 60poTbOM i3 KOMM'IOTEPHUMU 3M1I04MHAMM.

Micna BMBYEHHA AUCUMMNIIIHM CTYAEHTU NOBUHHI BMiTU: aHanisyBaTu iH-
dopmauirHi Norpo3n Ta NpoTUAIATA AiiM MOPYLLUHUKIB; 3aXuLLaTi TEXHIYHI KaHanu
BUTOKY iH(bopMau,ii; BUpilWYyBaTM NMPakKTUYHI 3aBAaHHA i3 3axXUCTy iHopmauil B
KOMM'IOTEPHNX CUCTEMAX.



1. OCHOBHI ITIOHATTSA, BUSBHAYEHHSA, 3AKOHH

1.1. 3araabHi NOHATTS W00 iH(opMaliiiHOi Oe3neKu

B nanuit yac indopmariitii cucremu Ta iH(QoOpMaIiiiHO-TEICKOMYHIKAIlIHHI
Mepexi MATPUMYIOTh CEPBICH Ta IEPEHOCATD JIaH1 B TAKUX KIIBKOCTSX, K1 BaXKKO
Oyno cobi YSBUTH I KiTbKa POKiB TOMY. IX TOTOBHICTH HeOOXimHA 1718 POGOTH
y)Ke 0araThoX 1HPPACTPYKTYp, HAPHUKIIA, KOMyHAIBHI a00 €JIeKTPUYHI MEepexi,
OpraHu Jep>KaBHOT0, MYHIIIMIAIBHOTO Ta perioHaibHOro yrpasiiHHa (JMPY),

oprasizaiiii, HaceJeHHs 1 T. . ToMmy Oe3meka MX CHUCTeM CTa€ HeOoOX1AHOIO
YMOBOIO iX MOAAJIBIIOTO PO3BUTKY. JlJIi KOKHOTO BUITAJIKy BHU3HAYEHHSI O€3MEKU
o3Hauae crnenu@ikaiio NoJITHKA Oe3neku, ToOTo Oe3miui Oaxkanux Iied. Ha-
MPUKIAJ, €JIEeKTPOHHA CHCTEMa TOJOCYyBaHHS MOBHHHA OYTH BCTAaHOBJICHA TaKUM
YUHOM, 100 T0JIOCYBaTH MOTJIA TUIBKK 3apeecTpoBaHl BHOOPIN, JOCTYI /10 BeO-

cepBepa MOBUHEH 3A1MCHIOBATUCS ayTEeHTU(PIKOBAHUMH KOPUCTYBayaMu, TUTbKU

aBTOPU30BaH1 KOPUCTYBAul MOBUHHI MIAKIIOYATUCS 10 0AHKIBCHKOI CUCTEMH 1 T.I.

besneka 00'ekTa TPOSIBISETHCS 4Yepe3 Oe3meKky MOoro HalOUIbII BaKIMBUX
BJIACTUBOCTEN a00 BIACTHBOCTEM CTPYKTYPHUX CKJIaJ0OBHUX. Ko 00'ekTom O€3-
MEeKU € JIIANHA, TO Moro Oe3mneka MoJisArae B 3aXMIIEHOCTI Bl 3arpo3 oy, sk
KUBOMY OpraHi3my, 1 3arpo3 HoMy, sIK HOCIIO MEBHUX NCUXIYHHUX 1 JYXOBHUX SKO-
cTeil, ToOTO ocoOucTocTi. SKimo 00'€ekToM O€3MeKu € CyCHiIbCTBO (CIUIBHICTD
JIOJIe Ha TIEBHIA TEPUTOPIi, KA XapaKTEPU3YETHCSA EKOHOMIYHOI 1 TyXOBHOIO
€JIHICTIO), TO HOro Oe3neka OyJie MoisraTi B 3aXUIIEHOCTI Bijl 3arp0o3 MOro 4jeHiB,
a TaKOXX ICTOPUYHO CKJIABIIUMHUCS BIAHOCMHAMHU MIXK JIFOABMU. BinmoBigHo, B 3Mi-
CT1 HalllOHAJIbHOI O0€3MEKH PO3PI3HSIOTH JIePKABHY, EKOHOMIYHY, CYCIUIbHY, 000-
pOHHY, 1IHQOpMaliliHy, €KOJOTIYHY Ta 1HIIy Oe3neky. Jlep:kaBHa Oe3leka Mae CBO-
iM 00'ekToM ctan opraniB JJMPY, exoHomiuHa Oe3neka — eKOHOMIKY CYyCHiJIbCTBA,
rpoMajichbka Oe3reka — COIllalibHI 1HCTUTYTH, €KOJIOTIYHa Oe3MeKa — HABKOJUIITHE
CEPEIOBHIIIE 1 JIFOJUHY 1 T.I.

besneka mposIBASETHCS SIK MPOTUIIS HAa 3aJaHOMY PiBHI CIIpoOaMu HAHECTH
KOy (PYHKIIIOHYBaHHIO a00 yChOro 00’€KTa 3aXHcCTy, a0 MOro CTPyKTYpHUM
cksanoBuM. ONHIEIO 3 BOXKIMBUX CTPYKTYPHHMX CKJIQJOBUXX OaraThoX 00’ €KTIB
oe3mneku € iHpopmarrisa (ado MisUTbHICTh, MPEAMETOM KOTPOI1 € 1HpOpMAaITis).



1.2. OcHOBHi MOHATTA i BUHAYEHHSA IUCHHUILIIHI

[[Inpoko mommupeHe B JaHUM 4Yac MOHATTA iHgopmayitina be3neka MiaKpec-
JIIO€ BXXJIMBICTH 1HGOpPMAIll B CYy4aCHOMY CYCHIJIBCTBI 1 XapakTepu3ye Tou ¢akT,
o 1HGOPMAIIMHUN pecypc € ChOTOIHI TaKUM K€ 0araTrcTBOM, SIK KOPHCHI Koria-
JIMHY, BUPOOHUYI 1 JTIOJCHKI PEeCypcH, 1 TaKOXK SK BOHU MAJIATAE 3aXUCTY BiJ pi3-
HOTO POJy MOCSITaHb, 3JI0BKUBAaHb 1 3JI0YMHIB.

11i0 ingpopmayitinoro besnekoro 6yoemo po3ymimu 3axuyeHicms iHgopmayiii
nIOMpUMY0O40i iHhpacmpykmypu 6i0 6Unaodkosux ab6o NPeoOHABMUCHUX BNJIUBLE
NPUPOOHO20 b0 WMYUHO20 XAPAKmMepYy, Ypesamux HaneceHHAM WUKOOU 81aCHU- KAM
abo kopucmysauam iHgopmayii i niompumyeanvHoi ingppacmpykmypu.

[Tinxing qo mpoGiem iHopmarlliiiHoi Oe3neKkn HeOOX1THO MOYMHATH 3 BUSIB-
JIeHHs Cy0'€KTiB, 3allIKaBJICHUX Y 3a0€3MEeUCHHI:

* CBOEYACHOTO JOCTYNY (3a MPUWHATHUM Yac) 10 HEOOX1IHOI 1HPOopMallii;
* KOH(D1ICHINIHHOCTI MIEBHOT YaCTUHM 1H(OpMAIIIT;
* IOCTOBIPHOCTI (ITOBHOTH, TOYHOCTI, aJIEKBATHOCTI, LIIICHOCT1) 1H(pOpMaIii;
* 3aXMCTY BiJl HaB'sI3yBaHHA iM HEMPaBIUBOi (HEJOCTOBIPHOI, MEPEKPYUEHOT)
iH(popMaitii (ToOTo Bix ae3iHdopmMariii);

* 3aXUCTy YacCTHHHU iHQoOpMaIlii BiJl HE3aKOHHOTO i THpa)XyBaHHS (3aXHUCTY
aBTOPCHKHUX MpaB, MPaB BJIaCHUKA 1HPOpMaLIli TOLIO);

* PO3MEKYBaHHS BIAMOBIJATBHOCTI 32 MOPYIIEHHS 3aKOHHUX IpaB (IHTEPECIB)
IHIIUX Cy0'eKTiB 1H(QOpPMAIIHHUX BIIHOCHH 1 BCTAHOBJICHUX MPABWJI MMOBOKCHHS
3 iHpOpMaIlI€lo;

* MOXJIMBOCTI 3/IIMCHEHHSI O€3MEePEePBHOTO KOHTPOJIIO 1 YIPaBJIiHHS Mpolieca-
MU 00poOKH 1 mepenayi iHGopmarrii.

O4eBuIHO, 1110 3a0€3MEeUEHHS IUX BUMOT CYTTEBO 1 IS JICPXKABU B IIIIOMY, 1
JUISL OKPEMHUX TpPOMAJChKUX (KOMEPILIMHUX) OpraHizauui, 1 uisl HiANPUEMCTB
(ropuanuHUX 0C10), 1 17151 OKpeMHX rpomasiH ((pi3udHuX 0cil), sKi 1 € cy0'ekTamu
1H(dopmaIiiHuX BigHOCHH. ToMy BBEIeMO HACTYITHI BU3HAYCHHSI.

Cy6’ekm — ye akmuHuli KOMROHEHM THHOPMAYIUHOI cucmemu, AKUL MOdice
cmamu NPUYUHOI0 NOMOKY IHGopmayii 8i0 0b'ekma 0o cyb'ekma abo 3miHu cmamy
cucmemu.

06’exm — nacusHuli KOMNOHEHmM cucmemu, AKUll 30epicae, npuiumae aoo
nepeoae inopmayiro. [Jocmyn 0o 06'ekmy osnauae docmyn 0o inghopmayii, sxa

MICMUMbCA 8 HbOM) .



VY saxocTti 00'€KTiB, SKI MUIATAIOTh 3aXUCTy B IHTEpecax 3a0e3rnedeHHs 0e3-
MeKu Ccy0'eKTiB 1HPOPMAIIHHUX BIAHOCHH, HEOOX1THO pO3TsaaTH: 1HGOpMaIIIo 1
iH(dopmarriiiHi pecypcu, Hocil iHdopmartii, mportecu 00pooku iH(opMarrii.

11io ingopmayiero pozymitoms ioomocmi woo0o 00 '€kmie ma A6UWAX HA-
BKONUWHBbO2O cepedosuwa, ix napamempax, 61dcmueocmeti i Cmamy, sKi 3MeH-
UYIoms Cmynensb HegU3HAYeHOoCHII.

OCHOBHUMH BIIACTUBOCTSIMU SIKOCT1 1HQOpMaIlii 3 TMO3UIlT KOPHUCTyBaya €:
pENpPe3eHTaTUBHOCTh, 3MICTOBHICTh, JIOCTaTHICTh, IOCTYITHICTh, aKTYaJIbHICTH,
CBO€YACHICTh, TOUHICTh, IOCTOBIPHICTH 1 CTAICTh.

Inghopmayinni pecypcu — ye oxpemi OOKyMeHmMuU ma MAacu8u OOKYMEHMIS,
npeocmaeieni camocmiino abo 6 ingopmayiinux cucmemax (bibniomexkax, ap-
xisax, ponoax, b6azax oanux ma inuwux IC).

Inghopmayiiini pecypcu MmoxHa KiiacugiKyBaTH:

- 3a 8UOOM IHGopmayii — TPaBOB1, HAYKOBO-TEXHIYHI, OJITUYHI, (D1IHAHCOBO-
€KOHOMIYHi, CTaTUCTUYHI, METPOJIOTIYHI, COIllaJIbHI, MEPCOHANIbHI, MEIUYHI, PO
HaJ3BUYalHI CUTYyaIlii Ta T.II.;

- 3a pedcumom 0ocmyny — BIAKPHUTI, OOMEXEHOTO JOCTYyMYy, JAep>KaBHA Ta€M-
HULA, KOHQIIeHUIHA 1HQOopMallid, KOMEpIiiiHAa TaEMHHMIS, NpoQeciiiHa TaEMHU-
114, ciy’)k00Ba TaeMHUIIS, 0cOOMCTa (TIEPCOHAIbHA) TAEMHULIS,

- 3a popmoro éracHocmi — NepKaBHI, MyHIUMTNIAIbHI, pErlOHAJIbHI, TPUBATHI,
KOJICKTHBHI;

- 3a 8UOOM HOCIs1 — Ha Tlanepi (TOKYMEHTH, JINCTH, MEIMYH1 KapTH, TeaedOoHHI
JIOBITHUKM OpraHi3alliii, 4YepHeTKH 1 T.I.), Ha eKkpadi, B nmam'sti EOM, B kanami
3B'SI3KY, HAa THYYKHX 1 )KOPCTKUX MarHiTHUX JMCKaX, Ha IHIIUX HOCISX.

Hocisimu ingoopmayii MoXyTh OyTH OKpeMI JIOJH, SIKI BOJOJIIOTh BaKJIMBOIO
iH(popmarlriero (eKCnepTH), a TaKoX CIeIialbHO 3aBepOOBaHI a00 BUMAIKOBI 1H-
dbopmartopu.

Tloingopmosanicms Kinyesoeo kopucmysaua npo 3axoou Oe3neku NoSUHHA
NPOSAGNAMUCS 8 YMIHHI pO3PI3HAMU 4 pieHI 3axucmy Komn'rtomepHux ma ingopma-
YIUHUX pecypCis.

- 3anobieanus — NOCTYM A0 1HPOPMAIIIl Ta TEXHOJIOTIH Ma€e TUTbKH aBTOPH30-
BAHUU MEPCOHA;

- 8Us6IeHHs — 3]I0BXKMBAHHS CTAlOTh BIJOMUMHU 1€ HA PaHHIN CTajli, HaBITh y

pasi 00Xoay MEeXaHi3MiB 3aXUCTY;



- 0OMediceH s — 3MEHIIICHHS PO3MIpy BTpaT, SKIIO 3JIOYWH MaB Miclie, He3Ba-
»Kalo4yM Ha BXKUTI 3aXOH 1100 MOTro 3amo0iraHHs;

- 8I0HOGNIeHHs — 3a0e3nedYeHHsT €(PeKTUBHOIO BITHOBJEHHS iH(OpMaIii mpu
HAsIBHOCTI IOKyMEHTOBAHUX 1 MEPEBIPEHUX TUIaHIB MIPOBEICHHS III€] omeparii.

Jlami HagaH1 OCHOBHI MOHATTS 1010 1HGOPMAIIHHOT O€3MeKH KOMIT FOTEPHUX
cuctem (KC).

11io 6e3nexoro KC posymitoms ii 3axuujenicms 8i0 6unaoko8o2o abo Haemuc-
HO20 8MPYUAHHS 8 HOPMANbHUL npoyec il QYHKYIOHYBAHHA, A MAKON}C 610 Cnpob
PO3KPAOAHHs, 3MIHU aO0 PYUHYBAHHS il KOMHOHEHMIS.

[Tpupona BrmuBiB Ha KC Moxe OyTu HailpisHOMaHITHIIIOW. Lle 1 cTuxiiiHi inxa
(3eMIleTpycH, yparaHu, TOXKexi), 1 BUXIJT 3 Jaay ckiagoBux enemeHTiB KC, 1
MTOMUJIKH TIEPCOHATY, 1 cripo0a MPOHUKHEHHS 3JIOBMUCHHKA.

besnexa KC oocacaemucs 6axcusanuim 3axo0ie wjooo 3abe3neueHus KoHgi-
OeHyianvHocmi i yintichocmi 0OpooO.I08aHoI Heto IHgopmayii, a maxoxic 0ocmyn-
HOCMI ma YLIICHOCMI KOMINOHEHMIB I pecypcié CUCEMU.

11io0 oocmynom 0o inghopmayii po3yMieThCsi 03HAHOMIICHHS 3 1H(OpMaITi€ro,

il 00poOKka, 30kpema KormitoBaHHs, MoAudikallis ado 3HuIeHHs iHQopmarrii. Po3-
PI3HSIOTH CAHKI[IOHOBAHMM 1 HECAHKI[IOHOBAHUM AOCTYII 110 1H(popMartii.

Canxyionosanuti docmyn 1o iHbopmarllii — 1e A0cTyn a0 iHdopMarllii, o He
MIOPYIITY€e BCTAaHOBJICHI ITpaBujIa po3MeXyBaHHs nocTymy. [li mpaBuia ciyxath 1is
peryiaMeHTailii mpasa cy0'eKTiB Ha IOCTYII IO 00'€KTIB.

Hecanxyionosanuii oocmyn (HCJ1) no iHdopmarlii XxapakTepu3yeThCs OpY-
IICHHSIM BCTAHOBJICHUX TPaBUJI pO3MEXyBaHHs aoctyny. lle HaiOuibm mommpe-
HUW BUJT KOMITIOTEPHUX MOPYILIECHb.

Kongioenyitinicms oanux — ue craTyc, HaJlaHUW JaHUMU 1 BU3HAya€ HEOO-
XITHUHN CTYNIHB 1X 3aXUCTY. 3a cymmio KoH@ioeHyitinicms inghopmayii — ye érac-
musicms iHgopmayii Oymu 8i00MOI0 MIiNbKU OONYULeHUM 0CcoOam (asmopu3osa-
Hum cyo'ekmam cucmemu). JIns 1HIIUX CyO'€KTIB CUCTEMU 1 1H(pOpMAIlis TOBUH-
Ha OyTH HEB1IOMOIO.

Linicuicmo ingpopmayii 3a6e3ne4y€eThCsl B TOMY BUMAAKY, SIKIIO J1aHl B CHUC-
TEeMi HE BIJIPI3HAIOTHCA B CEMAaHTUYHOMY BIJHOIICHHI BiJ] JaHUX Y BUXIIHHUX J10-
KYMEHTax, TOOTO SIKIIO HE BIAOYJOCS iX BUIIAJKOBOIO0 a00 HAaBMHUCHOIO CIOTBO-
peHHs a0o pyiHYBaHHS.



Linicnicmos xomnonenma abo pecypcy cucmemu — 1€ BIACTUBICTh KOMIIOHEH-
Ta 4d pecypcy OyTH HE3MIHHMMHM B CEMAaHTHUYHOMY CEHC1 IpH (DYHKI[IOHYBaHHI
CUCTEMH B YMOBax BHUIIQJKOBHX a00 HAaBMHUCHHX CIOTBOpPEHb ab0 PYHHIBHUX
BILJIMBIB.

Hocmynuicme komnonenma abo pecypcy cucmemu — 1€ BIACTUBICTb KOM-
MOHEHTa 4d pecypcy OyTH AOCTYINHUM JUIsl aBTOPU30BAHUX 3aKOHHUX CYO’€KTIB
CHUCTEMHU.

Memoro 3axucmy cucteMm o0poOku iHGOpMAIIii € MPOTHIS 3arpo3aM OE3MeKH.

11io 3aeposor 6e3nexu KC po3ymitoTh MOXKIIHBI i, K MpsMO ab0 MOGIYHO
MOXYTh 3aBAAaTH IIKOY 1i OE3MEKH.

36umox 6e3nexu Mae Ha yBa3l HOPYIIEHHS CTaHy 3aXMIIEHOCTI IHPopMaIlii, 1110
MicTUTBCS 1 00pooOssieTbest B KC. 3 moHATTSAM 3arpo3u Oe3MeKkd TICHO MOB'si3aHe
noHsTTs ypasnusocti KC.

Komnnexc 3acobié 3axucmy siBisg€ €000 CYKYIHICTh NPOTPAMHHUX 1
TEXHIYHUX 1HCTPYMEHTIB, 110 CTBOPIOIOTHCS 1 MIATPUMYIOTHCS Uil 3a0€3MEeUEHHS
iHpopmariiinoi 6e3nexku KC. KoMiieke CTBOPIOETHCS 1 TIATPUMYETHCS BIATOBIIHO
JI0 IPUIHSATOI B IaH1i opraHi3allii MOJITUKU Oe3MeKH.

Tonimuka 6e3nexu — ye CyKynHicms HOpM, NPABUIL | NPAKMUYHUX PEKOMEHOAYill
07151 HaoiliHoi pobomu 3aco6is 3axucmy KC 6i0 6e3niui 3a2po3.
Ha npaktuii HaliBayKIMBILIMMU € HACTYITHI aCTIEKTH HH(OPMAIIMOHOI Oe3Me- KU:

docmynHicmo, YiliCHICMb i KOHQIOeHYIlIHICMb.

1.3. OcHOBHi HOpMATUBHO-NIPABOBI JOKyMeHTH YKpainu y cdepi Ib

Indgopmaniiina 6e3nexa aep:kaBu

[HdopmariiitHa Oe3neka aep:kaBu — 1€ CTaH il 3aXUILIEHOCTI, IPU AKOMY CIIe-
1ianpH1 1HQOpMaIIiifHI omepallii, aKkTH 30BHINIHBOI arpecii, iHPpopMaliiHui Tepo-
pHU3M, HE3aKOHHE 3HATTS 1HQoOpMaIllii 3a JOMOMOTOI0 CIHEIlaJbHUX TEXHIYHUX 3a-
co01B, KOMIT'IOTEpHI 3JI0YMHU Ta THIIMK AECTPYKTUBHUHN 1H(QOpMALIHHUN BIUIUB HE
3aBJIa€ CYTTEBOI MIKOW HAI[IOHATHHUM THTEPECAM.

BianoBigHo 10 3aKOHOAABCTBa YKpaiHU MOHATTS “‘iHgopmayitina 6e3nexa”
Mae maxe GUHAYEHHS. CMAaH 3aXULEHOCMI JCUMMEBO BAJICIUBUX THMEPECi8 Jio-
OUHU, CYCRINbCMBA | 0epaicasu, npu AKOMY 3ano0icacmvcsi HAHeCeHHs WKoOU Ye-
pe3. HenoBHOmYy, He8UACHICMb Ma HeGIPOiOHICMb IHOpMayii, Wo BUKOPUCTOBY-

EMbCA, He2aMUGHUU THHOPMAYItIHULL BNAUG, He2aMUBHI HACIIOKU 3ACMOCYBAHHS


https://uk.wikipedia.org/wiki/%D0%86%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B0_%D0%B1%D0%B5%D0%B7%D0%BF%D0%B5%D0%BA%D0%B0
https://uk.wikipedia.org/w/index.php?title=%D0%86%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D0%B9_%D1%82%D0%B5%D1%80%D0%BE%D1%80%D0%B8%D0%B7%D0%BC&action=edit&redlink=1
https://uk.wikipedia.org/w/index.php?title=%D0%86%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D0%B9_%D1%82%D0%B5%D1%80%D0%BE%D1%80%D0%B8%D0%B7%D0%BC&action=edit&redlink=1
https://uk.wikipedia.org/wiki/%D0%97%D0%B0%D0%BA%D0%BE%D0%BD%D0%BE%D0%B4%D0%B0%D0%B2%D1%81%D1%82%D0%B2%D0%BE_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8

IHGhopmayiinux mexHono02ll; HeCaHKYioHo8aHe NOULUPEeHHs, BUKOPUCMAHHS, NO-
PYUeHHs YilicHocmi, KOHpioeHyitiHocmi ma 00CmynHocmi iHgpopmayii.

BuokpeminioroTs Tpu piBHS 3a0e3nedeHHs iHPOopMaIliitHOi Oe3neKu:

o pisenb 0codbu (GopMyBaHHS PAIIOHATBHOTO, KPUTUYHOTO MUCIICHHS Ha OC-
HOBI IPUHITUIIIB CBOOOIN BUOODPY);

o cycninbHUull picens ((PopMyBaHHSA SKICHOTO 1H(POPMAIIIHO-aHATITHYHOTO
MPOCTOpY, IUTFOpali3M, OararokaHaJIbHICTh OTPUMaHHS 1H(oOpMaIlii, He3aJIeKHi
notyxHi 3MI, siki HaneXaTh BITYN3HAHUM BJIACHHUKAM);

o Oepoicasnuii pigenv (1HGOpPMaIIMHO-aHATITHYHE 3a0€3MeUeHHs isJIbHOCTI
JIep’)KaBHUX OpraHiB, iH(opmaliiiHe 3a0e3Ne4YeHHs] BHYTPIIIHBOI 1 30BHIIIHBOIL 10~
JITUKA Ha MDKJEP’KaBHOMY PiBHI, CUCTEMa 3aXUCTy 1H(opMaIlii 3 0OMexKeHUM J10-
CTYIIOM, MPOTHUAIS MPABOMOPYUIEHHSM B 1H(GOpMaLiiHIA cdepi, KOMIT IOTEpPHUM
3JI0YMHAM)

Konuenuis xep:kaBHoi iH(pOpMALIHHOI NOJITHKHU

Jloci He TpUIHATO 3aKOHY, SIKMM OM BU3HAYAB KOHLEILIIO JI€PKaBHOI 1H-
dopmariitHoi nomiTHKH YKpainu. BignoBigHO, B KpaiHl HE ICHY€ €MHOTO IUIAHY,
€IMHOI JIepKaBHOT MO3UIIIT YU CTpaTerii po3BUTKY 1H(GOPMAIIIMHOI Tay3i, a OTkKe 1
3a0e3nedeHHs iHpopMaIiitHOi Oe3MeKH.

Ilpomszcom 2002-2010 pp. 6yn0 mpu cnpodbu yxeaiumu KOHYenyiro 0epircas-
Hoi ingpopmayitinoi nonimuxu ¢ 2002, 2009 ma 2010 poxax. V ciuni 2011 poky uep-
208Ul NPOEKM KOHYeNnyii NPUUHAIU Y NePULOMY YUMAHHI 3 OCHOBY 3AKOHY I Ha-
npasunu Ha ooonpayrosanus Komimemy Bepxoenoi Paou Ykpainu 3 numans ceo-
b600u cnosa ma inghopmayii .

OoHiero 3 ocHOBHUX 3a2po3 iHopmayitnil be3neyi 3Y “Ilpo ocnosu nayio-
HAanbHOI Oe3nexku” Ha3usae ‘“‘HamMa2aHHs MAHINYII08AMU CYCHIILHOI CEIOOMICMIO,
30Kpema, wisixom NOWUpPeHHs HedO0CMOBIPHOI, Heno8HOI abo ynepeodiceHoi iHpo-
pmayii”. JIo HIINUX 3arpo3 BigHECEHO:

o TIPOSIBU OOMEKEHHS CBOOOIM CIIOBA Ta JOCTYITY TPOMAJISH 10 iH(opmarii;

o TIOIIUPEHHS 3ac00aMu MacoBOi 1H(OpMaIli KyJIbTy HACHIIbCTBA, JKOPCTOKO-
CT1, mopHorpadii;

¢ KOMIT'FOTEPHA 3JI0YMHHICTh Ta KOMITFOTEPHUI TEPOPU3M;
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https://uk.wikipedia.org/wiki/%D0%86%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B0_%D0%B1%D0%B5%D0%B7%D0%BF%D0%B5%D0%BA%D0%B0
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o PO3TOJIOIEHHS 1H(OpPMATIIii, IKa CTAHOBUTH JICPKABHY TAEMHHUITIO, a Ta- KOX
KOH(piaeHiiHo1 1H(opMallii, 10 € BJIACHICTIO JepXkKaBW abo0 cOpsMOBaHAa Ha
3a0e3neyeH s MoTped Ta HalllOHAIBHUX 1HTEPECIB CYCIUILCTBA 1 IepPIKaBH.

B Jloktpuni iHdopmaniitHoi Oe3nekn Ykpainu, mignucaniit [Ipesugenrtom B
munHl 2009 p., cepen BChOTO BUIIIICHO HACTYIHI 3a2po3u iHopmayitinii be3neyi
Kpainu.

o TIOITUPEHHS Y CBITOBOMY 1H(GOPMAIIMHOMY MPOCTOPi BUKPHUBIICHOI, HEIO-
CTOBIPHOI Ta ymepemKkeHoi iHgopMarlii, Mo 3aBaa€ MKOIW HaIliOHAJIHLHUM IHTE-
pecaMm YKpaiHu;

¢ 30BHIIIHI JE€CTPYKTUBHI 1H(QOpMaliifHI BIUIMBM Ha CYCIUJIbHY CBIJIOMICTb
yepe3 3acobu MacoBoi iHpopMallii, a TAKOK Mepexy [HTepHeT;

o ICCTPYKTUBHI 1H(pOPMAIIiiH1 BIUIUBH, AKI CIPAMOBAHI HA MIJPUB KOHCTHUTY-
IMHOTO JaAy, CYBEPEHITETYy, TEpPUTOPIaJbHOI WUIICHOCTI 1 HEIOTOPKAHHOCTI
VYkpainu;

o IPOSIBU CEIapaTU3My B 3aco0ax MacoBoi 1H(popmallii, a TakoX y Mepexi [H-
TEpHET, 32 €THIYHOIO, MOBHOO, PEJITIHOI0 Ta IHIITMMHU O3HAKaMH.

Ilicna nepemoeu €spomaiioany nouanacs po3pooka Hoeoi JJokmpuHu iHgop-

MayiuHoi be3nexu, aka 6 8i10n0gioana 8UMo2am 4acy.

HisabHicTh MixkBiZoM4oi komicii 3 nutanb inpopmauniiiHoi mosiTuku ta Ib
[Tpu Pani nartionansroi 6e3nexu 1 o6oponu (PHBO) nie MixkBinoMmua komi- cis
3 NUTaHb 1HGOPMAIIHHOT MOMITHKK Ta iHPopMaliitHoi Oe3neku. o oCHOBHMXIT
3aB/laHb, 30KPEMa, HAJEKUTh aHAJI3 CTaHy 1 MOMJMBHUX 3arpo3 HalllOHaJbHIN
Oesmeri Ykpainu B iHpoOpMaliiHii cdepi Ta y3aralbHEHHS MIKHApOIHOTO JTOCBI-
Iy o0 ¢GopMyBaHHS Ta peaizalii iHhopMaIiifHOl MOJITUKU

3akoHu YKpainu
« 3axon Yxkpainu «IIpo indopmariro» Big 02.10.1992 Ne 2657-XI1
o 3axkoH VYkpainm «lIpo 3axumcr iHpopmamii B iHQOpMauUIHO-
TeraekoMyHikamiianx cuctemax» Big 05.07.1994 Ne 80/94-BP
« 3axon Ykpainu «lIpo nepxaBay Taemuuito» Bix 21.01.1994 Ne 3855-XI11
« 3axon Ykpainu «IIpo 3axuct nepconanpuux gaaux» Bix 01.06.2010 Ne
2297-VI


https://uk.wikipedia.org/wiki/%D0%94%D0%B5%D1%80%D0%B6%D0%B0%D0%B2%D0%BD%D0%B0_%D1%82%D0%B0%D1%94%D0%BC%D0%BD%D0%B8%D1%86%D1%8F
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https://uk.wikipedia.org/wiki/%D0%94%D0%BE%D0%BA%D1%82%D1%80%D0%B8%D0%BD%D0%B0
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https://uk.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B0_%D0%BD%D0%B0%D1%86%D1%96%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%97_%D0%B1%D0%B5%D0%B7%D0%BF%D0%B5%D0%BA%D0%B8_%D1%96_%D0%BE%D0%B1%D0%BE%D1%80%D0%BE%D0%BD%D0%B8_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8
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IMocranoBu KMY

o IlocranoBa KabGinery miHicTpiB Ykpainu «IIpo 3aTBepmxenns IIpaBun 3a-
OesneueHHs 3axucTy i1HQopMarllii B 1H(POpMAIIWHUX, TEICKOMYHIKAIIMHUX Ta
1H(popMaLiiHO-TeTeKOMYHIKaiifHux cuctemax» Bix 29.03.2006 Ne373

o IlocranoBa KabGinery minicTpiB Ykpainu «Ilpo 3arBepmkeHHs [HCTpyKITii
PO MOPSAAOK 00Ky, 30epiranHs 1 BUKOPUCTaHHS JOKYMEHTIB, CIIpaB, BUAAaHb Ta
IHITUX MaTepiaibHUX HOCIIB 1H(pOpMAIlii, sIKi MICTITh CIIY>KOOBY 1H(pOpMAaIIitoy» Bij
27 nuctomnaga 1998 p. Ne1893

HopMaTuBHI JOKYMEHTH B rajy3i TexHiqyHoOro saxucry ingopmanii (H/I
T3I) Ta nep:xkaBHi crangaptu Ykpainu (ICTY) cToCOBHO CTBOpEeHHS i
¢pyukuionyBannsa KC3I

« HJI T3I 3.7-003-05 [Topsaok mpoBeacHHs poOiT i3 CTBOPEHHSI KOMILIEKCHOT
CUCTEMHU 3aXUCTy iHpopMallii B iHHOpMaIITHO-TEIEKOMYHIKAI[IIHIN cucTeMi

o JlepxaBHuil craHmapT YkpaiHu. 3axucT i1Hpopmamii. TeXHIYHUI 3aXHUCT
iHpopmartii. [lopsaok nposenenus pooit. ACTY 3396.1-96

o HJI T3I 1.4-001-2000 TumnoBe moJyioxkeHHsI TIPO CIIyk0y 3axucty iHDopmarrii
B aBTOMaTHU30BaHI1i cUCTEMI

« HIA T3I 25-004-99 Kputepii omiHku 3axuiieHocti iH(opMaiii B
KOMIT FOTEPHUX CUCTEMaX Bl HECAHKI[IOHOBAHOT'O JOCTYIY

« HJI T3I 2.5-005-99 Knacudikaiisi aBTOMaTU30BaHUX CHCTEM 1 CTaHAApTHI
dbyHKIIOHATBHI ~ Mpodial  3aXMIINEHOCTI  00poOiroBaHoi  iH(popMaiii  BiX
HECaHKIIIOHOBAHOT'O JTOCTYITY

o HJ T3I 2.5-008-02 Bumoru i3 3axucty KOH(IAEHIIHHOI 1HhOpMAaIIii Bijg
HECAHKIIIOHOBAHOT'O JOCTYITY i 9ac 0OpOoOJICHHS B aBTOMAaTH30BaHUX CHCTEMaXx
KJacy 2

« HJI T3I 2.5-010-03 Bumoru mo 3axucty iHdopmamnii WEB-cTtopiaku Bin
HECaHKIIIOHOBAHOTO JTOCTYITY

o HJI T3I 3.7-001-99 Metoauyni BKa3iBKU MO0 PO3POOKH TEXHIYHOTO 3aB-
JAaHHS HA CTBOPEHHA KOMIUIEKCHOI CHUCTEMH 3aXUCTy 1H(popmaiii B
aBTOMATH30BaHIi cUCTEMI

o HJI T3I 3.6-001-2000 Texuiunuii 3axuct iHPopMmauii. KoM torepHi cucre-
mu. [Topsiiok cTBOpEHHS, BIPOBAKEHHS, CYTIPOBOKCHHSI Ta MOJEPHI3aIliizaco0iB
TEXHIYHOT0 3aXHUCTY 1H(OpMaIii B/l HECAHKI[IOHOBAHOTO JIOCTYITY
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o TexHHueckoe 3aJlaHMe HA CO3/1aHKE aBTOMAaTU3UpoBaHHOM cucteMbl. ['OCT
34.602-89

o HJI T3I 1.1-002-99 3aranbHi MOJOKEHHS MIOA0 3aXHCTy 1HGopmMalli B
KOMI'IOTEPHUX CUCTEMaX Bl HECAHKIIIOHOBAHOTO JTOCTYILY

I'any3eBi cranpapTu:

« I'CTY CVYIb 1.0/ISO/IEC 27001:2010 Iadopmariiini Texnonorii. Metoau
3axucty. Cucrema ympasiiHHs iHpopMaliiinoo Oe3nekoro. Bumorn. (ISO/IEC
27001:2005, MOD)

o I'CTY CVIb 2.0/ISO/IEC 27002:2010 Indopmariiitni Texnonorii. Metoau
3aXWCTy. 3BiJ MpaBWJ JUIsl yrpaBimiHHA iH(opmarniiiHowo Oe3mekoro. (ISO/IEC
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2. OCHOBHI 3AT'PO3U4 BE3IIEKH

2.1. 3araabHi BizomocTi

Hanamo 6151 po3mmpene TayMadeHHs TEPMIHY “‘3aepo3a be3nexu’”.

1lio 3acpo3oro be3nexku po3ymilomv NOMEHYIUHO MOMNCIUBL 6NAUBU, NOOii,
npoyecu abo a8uwa, KOMpi NPSAMO Y NOOIYHO MOICYMb HAHECMU WKOOY (30U- MOK)
inmepecam 00 ’ekmis inghopmayivunux gionocun. 111 TakuM 30UTKOM PO3Yy- MIIOTh
MOPYIICHHS CTaHy 3aXMIIEHOCTI iHGopMaIllii, 10 MICTUTHCS 1 00POOIIOETh- €S B
koMt totepHin cuctemi (KC). 3 moHATTAM 3arpo3u O0€3MeKH TICHO 3B’ A3aHE TIOHSITTS
ypaznuBocti KC.

Ypaznueicme KC — 11e Aesike HaAOUIbII YyTIMBE MicIle (BIaCTUBICTh) CUCTE-
MU, SIKE pOOUTHh MOXJIMBUM BUHMKHEHHS 1 peanizauito 3arpo3u (ataku Ha KC).

Amaka Ha KOMIT' FOTEPHY CUCTEMY — II€ Jifl, 110 POOUTHCS 3TOBMUCHUKOM ISl
MOIIYKY 1 BUKOPUCTAHHI Ti€i a00 1HILOT ypa3IMBOCTI CUCTEMHU. TakUM YMHOM, aTa-
Ka — 1€ peaizaillisi 3arpo3u 0e3neKH.

OcHoBHa mema 3axucmy KC — npoTuaisa 3arpo3zam 0e3neku. 3a METOI BILIH-
BY PO3pPI3HSIOTh HACTYIHI OCHOBHI munu 3a2po3 b6e3nexu:

* MOpYIIEHHS KOH(IIEHIIIHHOCTI (PO3KPUTTS) 1H(DOpMAIIiT;

TBOpEeHHS, danbcudikarlis, ae3indopmartis);

* MOpyIIeHHA (YacTKOBE a00 MOBHE) Mparle3aTHOCTI cucTeMu. Buxiz 3 many
ab0 HenmpaBOMIpHA 3MiHA PEKHUMIB pOOOTH KOMIIOHEHTIB CUCTEMHU OOpPOOKH 1H(O-
pe3yabTaTIB PO3PAaXyHKIB, BIAMOB CUCTEMHU BiJl MOTOKY 1H(opMaIlii (HEBU3HAHHS
OJTHIEIO 3 B3a€MOJIIIOUMX CTOPIH (akTy mepenadi ado MpHUoMy MOBIIOMIICHB) 1 /
a00 B1IMOB B 00CITyTOBYBaHHI KIHLIEBUX KOPUCTYBayiB;

* HECAHKI[IOHOBaHE TUPAXyBaHHS BIAKPUTOI 1HGOpMaIii (sKa HE € KOH]IAeH-
IIMHO0), HaNpUKIad, MporpaM, 0a3 JaHUX, PI3HOTO POy JITOKYMEHTaIlli, JiTepa-
TYpHHUX TBOPIB B MOPYILIEHHS MTpaB BIACHUKIB 1H(OpMaIlli, aBTOPCHKHUX MPaB 1 T.II.
[Hdopmartiisi, BOJIOAIIOYM BIACTUBOCTSIMU MaTepialbHUX 00’ €KTIB, MA€ TaKy 0CO0-
JIUBICTh, K HEBUUYEPIHICTh PECYpCY, IO ICTOTHO YCKJIQJHIOE KOHTPOJIb 3a ii TH-

PaKyBaHHSIM.



OcHognvimu suoamu 3aepo3 oesnexu KC ma ingpopmayii (3aepo3 inmepecam
cy6 ’exkmig inghopmayitinux 8i0HOCUH) €:

* CIUXIUHI 1UXa [ agapii (NOGiHb, yYpacau, 3eMiempyc, noxicexica i m.n.);

* 3001 1 810MO8U YycmamKy8aHus (mexuiyHux 3acoois) KC;

* HACIOKU NOMUIOK npoekmysants i po3pooku komnonenmie KC (anapam-
HUX 3aco0i8, mexHon02ii 0opooKu iHpopmayii, npoepam, CmMpyKmyp OaHux i m.n.);

* NOMUIKU eKCnayamayii (Kopucmyeauis, onepamopie ma iHu020 nepcoHa-
2y);

* HABMUCHI OIi NOPYUIHUKIB T 3T08MUCHUKIG (CKPUBONCEHUX OCIO 3 Yucia nep-
COHANY, 3/IOYUHYIB, WNUSYHIB, OUBEPCAHMIB | M.N.).

[IpuposHi 3arpo3u — 1ie 3arpo3u, Bukirkani BrummBamMu Ha KC Ta ii enemenTu
00’€KTUBHUX (PI3UYHUX TPOIIECIB a00 CTUXIMHUX MPUPOJHUX SIBUII, HE3ATECKHHUX
BIJl JTIFOJIUHU.

[tyuni 3arpo3u — ue 3arpo3u KC, BukimkaHi aisuibHICTIO JtoauHu. Cepen
MITYYHUX 3arp03, BUXOSUM 3 MOTUBAIIIT 1M, MOXHA BUIIITUTH:

* HEHaBMUCHI (BUIAIKOBI) 3arpo3M, BUKJIUKaHI MOMUJIKAMH B MPOEKTYBaHHI
KC 1 ii enemMeHTIB, IOMHJIKAMHU B MPOTPaMHOMY 3a0€3MEUCHHI, TOMWIKAMU B J15X
NepCcCoHay 1 T.II. ;

* HAaBMMHCHI 3arpo3u, IMOB’s3aHl 3 KOPUCIMBUMHU HaAMIpaMH JItoJeil (3JI0BMHUC-
HUKIB).

Jlxepena 3arpo3 1o BigHomeHHIO 70 KC MoXyTh OyTH 30BHIIIHIMHA 200 BHYT-

pimHiMEU (koMmioHeHTH camoi KC — ii anmapaTypa, mporpamu, epcoHai).

2.2. OCHOBHI HEHABMMCHI IITY4YHi 3arpo3u

OCHOBHMMH HEHaBMUCHUMH MITydyHUMHU 3arpo3amu KC (misimu, sKi CKOIOIOTH
JIIOJTA BUITAIKOBO, Yepe3 HE3HAHHS, HEYBXXHICTh 00 HEA0ANICTh, 3 IIKABOCTI, aje
0€3 3JI0ro YMHUCITY) €:

1) HeHaBMHMCHI [Iii, 1[0 MPU3BOAATH 10 YaCTKOBOI @00 MOBHOI BIZIMOBH CHCTE-
MU a00 pyWHYBaHHS almapaTHUX, MPOTPAMHUX, 1HPOPMALIMHUX PECYPCIB CUCTEMU
(HeHaBMHUCHA TICYBaHHS yCTaTKyBaHHs, BUJAJICHHS, CIIOTBOPEHHS (halljiiB 3 Bax-
auBOIO 1H(OpMaIiero abo mporpam, B TOMY YUCI CHCTEMHHUX 1 T.11.);

2) HempaBOMIPHE BIIKITFOYCHHS 00J1aJHAHHS a00 3MiHA PEXKUMIB pOOOTH



IPUCTPOIB 1 MpOTpam;

3) HeHaBMHCHA IICYBaHHS HOCITB iHpOpMAIIT;

4) 3amycK TEXHOJOTIYHUX MPOrpaM, 3JaTHUX MPU HEKOMIICTCHTHOMY BH-
KOPUCTaHH1 BUKIIMKATH BTPATy Mpale3qaTHOCTI CUCTEMH (3aBUCAHHS, 3alUKJICH-
Hs) a00 31HCHIOIOTh HE3BOPOTHI 3MiHU B cucTeMi (opmMaTyBaHHsS ab0 PECTPYK-
TypH3allito HOCIiB iH(dopMalii, BUJaICHHS JaHUX 1 T.I1.);

5) HenerajbHe BIPOBA/DKECHHS Ta BUKOPHCTAHHS HEBPaXOBaHUX Mporpam (ir-
POBUX, HABYAIBHHX, TEXHOJIOTIYHHX Ta iH., K1 HE € HEOOXITHUMU JIJI1 BUKOHAHHS
MOPYITHUKOM CBOiX CIIY»KOOBHUX 00OB'SI3KIB) 3 MOJAJIBIIIO HEOOTPYHTOBAHOIO BH-
TPaTOIO PeCcypcCiB (3aBaHTaXKEHHS MPOIIECOPa, 3aXOIICHHS ONEPAaTUBHOI MaM ATi Ta
nam’sITi Ha 30BHIIIHIX HOCISX);

6) 3apaskeHHs KOMIT'IOTEpa Bipycamu;

7) HeoOepexHi i1, O MPU3BOAATH JI0 PO3TOJIONMIECHHS KOH(IACHIIHHOI iH(O-
pMaitii, a00 poOJIATS ii 3arajgbHOA0CTYITHOIO;

8) posrosomieHHs, nepeaada abo BTpaTa aTpUOYTIB PO3MEKYBAHHS JOCTYILY
(mapouniB, KI04iB WK(GpyBaHHS, 11€HTU(IKAIIHHUX KapTOK, MEPEMyCTOK TOIIO);

9) mpoeKTyBaHHS apXiTEKTypH CUCTEMH, TEXHOJIOTil 00pOOKH IaHMX, po3p00-
Ka MPUKJIATHUX MIPOrpam, 3 MOKIUBOCTSIMHU, IO SIBJISIOTH HEOE3IEeKy IS Mparies-
JTATHOCTI CUCTEeMH 1 Oe3mneKu 1Hpopmariii;

10) irHopyBaHHS OpraHi3aliiHuX 0OMEXEHb ITPH POOOTI B CHCTEMI;

11) BXix B cucTeMy B 00Xija 3ac00iB 3aXMCTY (3aBaHTaXKCHHS CTOPOHHBLOI OTIe-
paIiifHoOl CUCTEMH 31 3MIHHUX HOCIIB 1 T.I1.);

12) HEKOMITETCHTHE BUKOPUCTAHHS, HACTPOIOBAaHHS a00 HEIPaBOMIipHE BiJKIIIO-
YEHHS 3aC001B 3aXHUCTY MEPCOHATIOM CIIY>KO0U Oe3MneKu;

13) mepecuiaHHs JaHUX 3a MMOMHJIKOBOIO aJpecoro aboHeHTa (MIPUCTPOIO);

14) BBeCHHS MOMHUIIKOBUX JTaHHX;

15) HeHaBMUCHE MOIIKOPKECHHS KaHAJIIB 3B'A3KY.

2.3. OcHOBHI HABMHCHI IITY4YHi 3arpo3u
OCHOBHI MOXJIMBI HUISXM HABMHUCHO1 Je30praHizailii poOOTH, BUBEICHHS
CUCTeMH 3 Jiaay, MPOHUKHEHHS B CHCTEMY HECAHKI[IOHOBAHOIO JOCTYMy 0

1H(popMaIi:



1) ¢ismune pyiiHyBaHHS cHCTeMH (IIUISIXOM BUOYXY, IMiJMaJICHHS i T.I1.) a0o
BUBEJICHHS 3 JaJy BCiX ab0 OKpeMHX HaWOUIbIl Bpa3JUBHX KOMIIOHEHTIB
KOMIT'FOT€PHO1 CUCTEMU (IIPUCTPOIB, HOCIIB BAXKJIMBOI CHCTEMHOI 1HpopMaIlii, ocid
3 YUCIIa MepCoHAIy 1 T.11.);

2) BIAKIIOYEHHS a00 BUBCACHHS 3 JIaAy MiJACHCTEM, Ki 3a0e3MmeuyoTh (QyHK-
IOHYBaHHSI OOYUCIIOBAIBHUX CHUCTEM (ENEKTPOKUBJICHHS, OXOJIO/DKCHHS 1 BEH-
TUJIALIT, JTIHIA 3B'I3KY TOIIO);

3) mii mo me3opranizanii (yHKI[IOHYBaHHS CHCTEMHU (3MIHH PEXHUMIB pOOOTH
IPUCTPOIB 200 Mporpam, CTpak, caboTaxk MEPCOHAy, MOCTAHOBKA MOTYKHUX aK-
TUBHHX PaJI0MEPENIKo] Ha 4acToTaX poOOTH MPUCTPOIB CUCTEMH 1 T.I1.);

4) BHIPOBaPKEHHS arcHTIB y YMCIIO NIEPCOHATY CUCTEMH (B T.4., MOXKIIUBO, 1 B
aJIMIHICTpaTUBHY IPYyIly, SKa BIJIOBIa1a 3a O€3MEKY);

5) BepOyBaHHs (ILISAXOM MiAKYITy, IAHTAXY 1 T.I.) IEPCOHATY a00 OKpPEeMHUX
KOPHUCTYBaUiB, sIKI MalIOTh MEBHI TOBHOBAXXEHHS;

6) 3acToCyBaHHsS MiACIYXOBYIOYHX NPUCTPOIB, MUCTaHIiHA (OTO- 1 Bimeo-
31OMKa 1 T.II .;

7) mepexoIUIeHHs] MOOIYHUX EJEKTPOMATHITHUX, aKyCTUYHUX Ta IHIIMX BHU-
MIPOMIHIOBaHb MPHUCTPOIB 1 JHINA 3B'SI3KY, a TaKO HABEJICHb aKTUBHUX BUIIPOMI-
HIOBaHb Ha JIOMOMDKHI TEXHIYHI 3ac00M, siki Oe3mocepelHh0 HE OepyTh y4acTh B
00po611i 1Hpopmarii (TeaedoHHI JIiHIT, MepeXi KUBJICHHS, OTAJICHHS 1 T.I1.);

8) mepexoruieHHS TaHMX, MEPEJaHuX MO KaHajax 3B'A3Ky, Ta 1X aHaJI3 3 Me-
TOIO 3'ACYBaHHsI MPOTOKOJIB OOMiHY, NMPaBWJ BXOJKEHHS B 3B'S30K 1 aBTOpi3ailii
KOPHUCTYyBayda Ta MOJAIBIIUX CIPOO IX IMITAIlI] i1 MPOHUKHEHHS B CHCTEMY;

9) po3kpamaHHs HOCITB iH(oOpMaIlii (KOPCTKHX JUCKIB, CTPIYOK, MIKPOCXEM
nam'ari, 3anam'siToByrounx rnpuctpois i [IEOM B minomy);

10) HecaHKIIIOHOBaHE KOIMIFOBAHHS HOCITB 1HPOpMAIIIT;

11) po3kpagaHHs BUPOOHUYMX BigXOJiB (PO3IPYKiBOK, 3aMHUCIB, CIUCAHUX HO-
ciiB 1H(opMarlii 1 T.11.);

12) uuTaHHS 3aMUIIKOBOI iHPOpPMAILIi 3 OTIepaTHBHOT IIaM’SATi Ta 13 30BHINIHIX
3armam’ STOBYIOUHX TIPUCTPOIB;

13) uwmranHs iHpOpMaIlii 3 00JACTel ONMEPATUBHOI IMaM’sITi, sIKi BUKOPHC-

BYIOTBCSI OTIEPAIIfHOI0 CHUCTEMOIO (B TOMY YHCJHI MIJCUCTEMOIO 3aXUCTy) abo iH-



IIMMH KOPHCTYBadyaMH B aCHHXPOHHOMY pPEXHMIi, BUKOPUCTOBYIOYH HEIOJIKH
MYJIbTU33JaYHUX OTNEPALIMHUX CUCTEM 1 CUCTEM MPOTrpaMyBaHHS;

14) He3akOHHE OTPHMAaHHS IAPOJIB Ta IHIIUX PEKBI3UTIB PO3MEKYBAHHS J10C-
Tymny (areHTypHUM HUIIXOM, BUKOPUCTOBYIOUH HEI0ATICTh KOPUCTYBAUiB, IUIIXOM
nigdopy, NUIAXOM iMiTalii iHTepdeiicy cucTeMu 1 T.1.) 3 MOAATBIINM MacKyBaH-
HSIM ITiJT 3ape€ECTPOBAHOTO KOpUCTyBaya ( “‘mackapan’);

15) HecaHKI[IOHOBaHE BHMKOPUCTAHHS €PMIHAJIIB KOPUCTYBayiB, SKi MaloTh
yHIKaIbH1 (PI3MYHI XapaKTEPUCTUKHU, TaKl SK HOMEp poOodoi CTaHIli B Mepexi,
b13udHy aapecy, aipecy B CUCTEeMI 3B'SI3KY, arlapaTHUA 010K KOAYBaHHS 1 T.IT .;

16) po3kputTs mmMGpiB KPUIITO3AXUCTY 1HPOPMAIIT;

17) BHIpOBa/PKEHHS anmapaTHHUX CIEIBKJIAICHb, IPOTPAMHUX “3aKIaa0K” Ta “Bi-
pyciB” ( “TpOSHCBKUX KOHEW 1 “KyyKiB”), TOOTO TaKMX IUISHOK IPOrpam, siKl He
NOTPIOHI JIJISl 3[1MCHEHHS 3asiBICHUX (PYHKIIH, aje JO3BOJISIIOTH JOJIATH CHCTEMY
3aXUCTY, TAEMHO 1 HE3aKOHHO 3/1MCHIOBATU JOCTYII O CUCTEMHHUX PECYpCIB 3 Me-
TOIO peecTpalli Ta nepegadl KpUTHYHOI 1H(opMmalii ado ne3opranizanii QyHKIIO0-
HYBaHHSI CHCTEMU;

18) He3aKOHHE MiIKIOYCHHS 10 JiHIH 3B’ 53Ky 3 METOI0 poOOTH “MiXK PAAKIB” 3
BUKOPUCTaHHSAM M1ay3 B JisIX 3aKOHHOT'O KOPHUCTYyBaya Bij Oro iMeHI 3 HACTYITHUM
BBEJICHHSAM MOMUJIKOBHX MOBIJOMJIEHb a00 MoAu(iKalli€l MepeJaHux MOB1IOM-
JIeHb;

19) He3akOHHE MIAKIIOYEHHS J0 JIHIA 3B’SI3Ky 3 METOIO MPSAMOI IMiJIMIHU 3a-
KOHHOTO KOPUCTyBaya LHUISIXOM HOro (hi3M4HOro BIJIKJIFOUEHHS MICIS BXOAY B CHC-
TEMy 1 YCHIIIHOI ayTeHTH(iKalii 3 MOJaJbIIMM BBEICHHIM Ae31HpopMalii Ta
HaB’SI3yBaHHSAM HEMPaBINBUX TOB1IOMJICHb.

Haituacrime ans JOCATHEHHS MOCTaBJICHOT METH 3JI0OBMHCHUK BHUKOPHUCTOBYE

HE OJIMH, a JICSIKY CYKYITHICTb IIISIX1B, IEPEPaXOBAHUX BHIIIC.

2.4. Knacudikauis 3arpo3 0e3nexku
Buie Oyno po3riisiHyTO B2 OCHOBHI KJIacW MOTEHIIWHUX 3arpo3 3a MpHUpo-
JIOT0 X BUHUKHEHHSI: TIPUPOJIHI 1 MITY4YHi. AJie TIOpSAJ 3 UM 3arpo3v MO>KHA KJia-

cu(iKyBaTH 1 3a IHITUMU KPUTEPISIMHU peaisaliii, sKi HaBeJeH1 Jai.



Knacugixayia 3acpoz 3a memoro. HECaHKI[IOHOBaHE YUTaHHs i1H(OpMaILii,
HECaHKI[IOHOBaHa 3MiHa iHopMallii, HECaHKIIIOHOBaHE 3HMINCHHS 1H(opMaIlii,
noBHe a00 yacTkoBe pyiHyBaHHsA KC (Bil KOpOTKOYaCHOTO BHMBEACHHS 3 Jaay
OKPEMHX MOYJIB 10 (hi3MYIHOTO CTUPAHHS CUCTEMHUX (haiiiliB);

Knacugixayia 3acpos 3a npunyunom enaugy na KC:. BUKOPUCTAHHS JIETalb-
HUX KaHAJIIB OTpUMaHHS 1H(MopMalii (Hampukiad, HECAaHKIIOHOBaHE YUTAHHS 3
(aiisry); BUKOPHUCTAHHS NMPUXOBAHUX KaHAIIB OTpUMaHHS 1HGopMallii (HarpuKIiIa,
HeJoKyMeHToBaHUX MoxiuBocTe OC); CTBOpPEHHS HOBUX KaHAIIB OTPHUMAHHS
1H(popMalii (HampUKIad, 3a TOTIOMOTOI0 IPOrPaMHUX 3aKIa/10K).

Knacugixayia 3aepos 3a xapaxmepom eénaugy nHa KC: akTUBHUI BIUIMB — He-
CaHKIIIOHOBaHI Jii B CUCTEMI; ITACUBHUI BIUIUB — HECAHKI[IOHOBAHE CIIOCTEPEKEH-
HSI 32 MPOIIECAaMU B CUCTEMI.

Knacugixayia 3acpo3, wo eunuxaromo uepes crabkuii 3axucm: HeajIeKBaTHA
noyiiTuka 0e3neku (B T.4. MTOMWIKH aJIMIHICTpaTopa); MOMUJIKUA 1 HEJOKYMEHTOBA-
Hi MoxuBocTI 13 (Tak 3BaH1 “ar0KK” — BOY/IOBaHI B CUCTEMY CIICIiabHI BXO/IH,
MPU3HAYEH]1 JUIsl TECTYBaHHS a00 HAJIArOJKEHHs, aji€ BUIIAJKOBO 3aJIMILEHI, L0
J03BOJISIE OOXOJIUTU CUCTEMY 3aXHCTY); PaHillle BIPOBAIKEHI MPOTpaMHI 3aKiai-
KH.

Knacugixayia 3aepo3 3a cnocobom enaugy na 06 ’ekm amaxu: 6e3nocepeHe
MEPEBUIIICHHS KOPUCTYBaYeM CBOiX MOBHOBa)KEHb; poOOTA BijJ IMEHI 1HIIOrO KO-
pucTtyBada ab0 EepexXOTUICHHSI pe3yIbTaTiB HOro poOoTH.

Knacugixayia 3aecpo3 3a cnocobom 0iti nopywHuka: B THTEpaKTUBHOMY pe-
*KuMi (BpyuHy) a00 B MAaKETHOMY PEXHUMI (32 JOMOMOTOIO CIEHiaIbHUX MPOrpam,
0e3 yuacTi KOpUCTyBaya).

Knacugixayia 3acpo3z 3a euxopucmosysanumu 3acobamu amaxu: MITaTHI 3a-
cobu 6e3 BukopuctanHsi nomatkoBoro I13; I13 tperix dipm (BipycH, HIKiIIUBI
nporpamu; [13, po3poOieHe aiis 1HIUX 1ieH — BIJIAAYUKA, MEPEKEBI MOHITOPH 1
T. 1.).

Knacugixayia 3aepo3 3a 06’exmom amaxu: anapaTHi 3aco0u (00JIaqHAHHS);
nporpamMHe 3a0e3neyueHHs, JaHi, IepcoHal.

Mo>kJIMBI1 HUIAXH peanizaliii 3arpo3 0e3neku AJid nepepaxoBaHuX 00’ €KTIBATaAKU

npejcTaBiieHl B Tabymii 2.1.



Tabmurs 2.1
HInaxu peanizauii 3a2po3 6e3nexu

006’ckmu I;)OI'I;); ’:e;;’z) ’;lon’;' Iopywenns yinocmuoc- | [Topywenns npaye-
enugy OCHY mi i ngpopmauii 30amuocmi cucmemu
ingpopmauii
HCH — nigkmoueH- | HCJI - miaxIroyYeHHs; .
) A ! A A ’ HCJ - 3mina
Anaparni | Hf; BUKODHCTAaHHs | BAKOPUCTAHHSA  pecyp- .
. i .. ; PEXUMIB; BUBEACHHS
3acoou pecypciB; po3kpa- | ciB; Moaudikallis, 3MiHa .
. 3J1aly: pyWHYBaHHS
JIaHHS HOCI1B PEKHUMIB
. HCJI — cnoTBopeH-
HCJl —xomnitoBaHHS; HC/, 3acunanns A P
113 : HSI;, BUJIAJICHHA:
BUKPAJICHHS BHPYCIB N
i IMiHa
Tani HCJ1 - konitosan- HC/] - cioTBOpeHHS; HC/] - cioTBOpeHHS;
H1 HS; BUKpPaJCHHS, . : R
IePEXOTUICHHS Moaudikaris BH/JIQJICHHS; ITiIMiHA
Posronomenss; 1 e- 3anunieHHs podouoro
penada Bimomocrtei | “Mackapan’: BepOyBaH- | Mics 6e3 Harsny, di-
Iepconan PO 3axXHUCT; Hemba- i
p ; Hell HSl, MAKYI NEepPCOHATY 3U4YHE YCYHEHHS
JICTh IpariBHUKA

2.5. Onuc MojeJii rinoTeTHYHOro MOPYIIHUKA

BaxnuBoI0 CKJ1a10BOIO YCIIIIHOTO aHaJi3y PU3HKIB Ta BUBHAYEHHS BUMOT JI0
CKJIaAy 1 XapaKTEePUCTUK CUCTEMHU 3aXUCTy 1H(GOpMAIIii € MiIr0TOBKA TMOTEeTHYHOT
MOJIeJIi MOTEHIIIHHOTO TIopyIIHKKa. [Tpu iboMy HEOOX1THO BpaxoOBYBaTH, II10:

* KganiQixayisi NOPYWHUKA Modice OYmu Ha pieHI po3poOHUKA OaHoi cucme-
Mu;

* NOPYUIHUKOM MOdce OYmu sIK CMOPOHHS 0co0a, Max i 3aKOHHUL KOPUCH)-
8ay cucmemu,

* NOPYWHUKY 8i0oma IHGOopmayis npo npuHyunu pooomu cucmemu,

* NOpYUWHUK 8ubepe HallOibul CIAOKY TAHKY 8 3aXUCTIL.

Kpim Toro, mpu po3poOiii Mojieni HopymnHuKa HeoOX1HO:

1) susnauumu, 0o sxoi kame2opii 0ci6 6in MOdICe HALEHCAMU: 3 YUCIA BHYN-
piwnix cyb'ekmis (be3nocepeoniltl nepcoHan cucmemu), Hu 3 HUCIA 306HIULHIX
(cmopouHix) ocib (knienmu, 8i08i0y8aui, NPeOCMA8HUKU CUCMeEM dHcummezabesne-
YeHHsl, KOHKYPEeHmMU, HAUMAaHyi, BUNaoKo8i 1oou),

2) susisumu yini i momueu Oitl NOPYWHUKA (6e38i0n06I0AbHICIb, camoymee-

POHCEHHSL, KOPUCTUBULL IHmepec);



3) spaxysamu moxciugi 0omedNceHHs Ha Oii NOPYUWHUKA.

Ycix mopyIHUKiB MOKHA Ki1acu(iKyBaTH B TaKui crociO.

3a pienem 3nanv npo KC nopywnux: 30ae ¢yHkuioHanbHi ocobnubocti KC,
OCHOBHI 3aKOHOMIPHOCTI (h)OpMyBaHHS B Hili MAacHUBIB JJaHUX 1 MTOTOKIB 3aIlUTIB 10
HUX, BMI€ KOPUCTYBATUCS IITATHUMH 3aC00aMU; BOJIOJII€ BUCOKUM PIBHEM 3HAHb 1
JIOCBIZIOM POOOTH 3 TEXHIYHUMH 3ac00aMU CUCTEMH Ta iX 0OCIIyTOBYBaHHS; BOJIO-
JIl€ BUCOKUM PIBHEM 3HaHb B 00JIACTI MporpaMyBaHHs Ta OOYUCITIOBAIBHOT TEXHI-
KU, TPOEKTYBAHHS 1 €KCIUTyaTallii aBTOMAaTU30BaHUX 1HOPMAIIIHHUX CHCTEM; 3HAE
CTPYKTYpPY, GYHKIIT 1 MEXaH13M Jiii 3ac001B 3aXHUCTY, X CHJIBbHI 1 CJIa0K1 CTOPOHH.

3a pienem moorcrusocmetl (6UKOPUCMOBYBAHUM Memooam i 3acobam) nopy-
WHUK: 3aCTOCOBY€E YMCTO areHTYpHI METOJIW OTPUMAaHHS BiJIOMOCTE; 3aCTOCOBYE
MacuBHI 3aco0u (TeXHIYHI 3acO0M MepexoruieHHs 0e3 Moaudikalii KOMIOHEHTIB
CHUCTEMH ); BAKOPUCTOBYE TUIbKHU IITaTHI 3aCO0M Ta HEMOJIIKH CUCTEM 3aXUCTY JJIA il
1o/101aHHs (HECAaHKIIIOHOBAHI /i1 3 BUKOPUCTAHHSM JI03BOJIEHUX 3aC001B), 8 Ta- KOX
KOMITaKTHI HOCIi 1H(popmaIlli, sSKi MOXKHA TMPUXOBAHO IPOHECTH UYepe3 MOCTU
OXOPOHM; 3aCTOCOBYE METOJHM 1 3aCOO0M aKTUBHOTO BIUIMBY (Mojaudikallis Ta miak-
JIOYEHHS JOJIATKOBUX TEXHIYHUX 3aC001B, MIAKIIOYSHHS 10 KaHaJiB Mepeaadl ja-
HUX, BIPOBAHKEHHS MPOrPAaMHUX 3aKJIAJIOK 1 BUKOPUCTAHHS CHEIlaIbHUX 1HCTPY-
MEHTAJIBHUX 1 TEXHOJOTTUHHUX MPOTPaMm).

3a yacom 0ii nopywnux npayroe: B npoueci ¢pyHkuionyBanusa KC (mia yac
poOOTH CUCTEMH); B IEP10]] HEAKTUBHOCTI KOMIIOHEHTIB CUCTEMHU (B HEpOOOUMH yac,
I1]] Yac MJIaHOBUX NEpepB Y 11 poOOTI, epepB 71t 00CIyTrOBYBaHHS 1 pEMOHTY1 T.11.);
gk B npouect pynkiionyBanHs KC, Tak 1 B mepioJ; HEAKTUBHOCTI KOMITOHE- HTIB
CHCTEMHU.

3a micyem 0ii nopywHuk ompumye inghopmayiro: 06€3 10CTyMy Ha KOHTPOJIbO-
BaHy TEPUTOPIIO OPraHi3allii; 3 KOHTPOJbOBAHOI TEPUTOPIi O€3 HOCTymy B OYyIIBII 1
CIIOPY/IM; BCEpEIUHI MPUMIIICHb, aje 0e3 goctymy 10 TexHIYHuX 3aco0iB KC; 3
pobounx Miclib KiHIIEBUX KopucTyBauiB (onepatopiB) KC; 3 mocTynom B 30HY Aa-
HuX (0a3 maHuX, apXiBiB 1 T.I.); 3 IOCTYIIOM B 30HY YIpPaBJIIHHA 3acobamu 3a0e3-
nedeHHs 6e3nexku KC.

KpiM TOro MoXyTh BpaxOBYBAaTHCS TaKi OOMEKEHHS 1 MPUITYIIEHHS PO Xa-
pakTep A1l MOKIIMBUX TOPYITHHUKIB:

* poboTa 3 miA00py KaApiB 1 CeliaibH1 3aX0I1 YCKIIAIHIOIOTh MOKJIUBICTh



CTBOPEHHSI KOATIII1 MOPYIIHHUKIB, TOOTO 00’ €HAHHS (3MOBH) 1 IUIECTIPSIMOBAHHIX
JIH 3 TIOJI0JIaHHS MICUCTEMHU 3aXUCTY JIBOX 1 O1JIbIIIE TTOPYIITHUKIB;

* MOPYIIHWK, TUIAHYIOYH CIPOOM HECAHKI[IOHOBAHOTO OCTYIYy, MPUXOBYE
CBOi HECAHKIIIOHOBAHI JIii B/l IHIINX CHiBPOOITHUKIB;

* HCJI mose OyTu HacliJIKOM TOMWJIOK KOPUCTYBauiB, aAMIHICTpaTOpPIB, Mep-
COHaJy, SIKHH EKCIUTyaTye 1 OOCIyroBy€ CHUCTEMY 3aXHCTy, a TaKOXX HEIONIKiB
IPUIHATOT TEXHOJIOT1i 00poOKH 1HPOpMAITi.

Busnauenns koHkpemnux 3Hauenb XapaKmepucmux MONCIUBUX NOPYUIHUKIG 8
3HauHil Mipi cyb 'ekmusno. Moodenb nopywinuka, no6yo0osana 3 ypaxy8auHam 0co-
oueocmetl KOHKpemuoi npeomemuoi obnacmi i mexnonoeii 0opooku ingopmayii,
Modice Oymu npedcmasieHa nepepaxy8anHiam OeKiIbKOX 8apianmis 1oco 8uisioy.
Koxen Bun nopynHuka mae OyTH oXapaKTepU30BAHUM 3HAYCHHSIMU XapaKTEpHC-
TUK, HaBEJICHUX BHIIIE.

2.6. Buau indopmauii, mo 3axumaerbes B cdepi ynpaBiainus

3aranpHoMOCTyNHA (BiAKpuTa) iHGOpMalis cy0’exkta (oOpa3HO — oro Haju-
BOJIHA YACTHHA), K MPABUII0, MEHIII €MHA, HIX 1H(QOpMaIlis 0OMEKEHOTO JTOCTYIY
(miaBomHa yactuHa). HaBiTh B yMOBax, Tak 3BaHOTO, BIJKPUTOTO CYCHUIbCTBA 11€
CIBBIIHOIIEHHSI Ma€ Miclie NSl Oyab-sIKOTO Cy0’€KTa, 10 30epirae crikictb. [1ia
BIJTMBOM YKCJICHHHMX 3arpo3, OOYMOBJIEHMM KOHKYPEHIIIE€I0 1 CTUXIEI0 PHUHKY,
CyO’€KT MOBUHEH CTBOPIOBATH pecypc KoHPiAeHIIITHOT iHdopmarlii (HOy-xay Ta 1H.),
HEOOX1THOT /11 BIDKMBAHHS B TIEBHOMY cepeloBUIIl. DaKTUYHO CIIBBITHO- IICHHS
(OamaHc) eMHOCTEH BIIKPUTOTO 1 3aKPUTOTO 1HPOPMAIIHHOTO pECypCy € HEOIMIHHA
yMOBa MOT0 CTAJIOr0 pO3BUTKY. [I[pudoMy B MOHATTA “€MHICTH” B ]Ja- HOMY BUIIAAKY
BKJIQJIA€ThCS IHTETPaIbHA OIIHKA: 00CST, MTOMHOKEHUI Ha I[IHHICThiH(GOpMaIlii.

JlocBig mokasye, 110 B 3arajibHiil CUCTEMI YIIPaBJiHHA (SIK B PO3BUTKY €KOHO-
MIKH 1 yIIpaBIiHHSA, TaK 1 B MIATOTOBIII 1 BEACHHI CYCIUIBHO-TIOJITUYHUX KOMIIA- Hill)
HalOUIbII BaXXJIMBUM €JIEMEHTOM 3 POKaMHU CTa€ JOCATHEHHS IepeBaru B iH-
dbopmariitdiit cdepi. [{lumu obcTaBUHAMHM 1 BU3HAYAETHhCS 1ICHYBaHHS 1HCTUTYTIB

TA€EMHHULIb, 1110 CTBOPIOIOTh MOKJIUBICTh MPOBOAUTH HE3AJIEKHY 1H(DOpMALIIITHY



MOJTITUKY, 3aXHINATA CBOI 1HTEPECH, 3MIMCHIOBATH YIIPABJIIHHS CYyCHiIHCTBOM, pe-
r'lOHOM, MYHIITUTIAJILHUM OCBITOIO.

OcHO8Y HOPMAMUBHO-NPABOBO20 3abe3nedeHHs 3axucmy iHgopmayii oome-
Jrcenoco docmyny cknaoaroms Kowcmumyyis Ykpainu, 3axonu “Ilpo ingopma-
yiro”, “Ilpo  3axucm inghopmayii 6 iHopmayitiHo-meneKoMyHIKAYIHUX Cuc-
memax”, “ Ilpo Odepocasny maemuuyro”, “lIIpo 3axucm nepconanvHux oaumux’ Ta
1H.

Y wunnomy 3axonooaecmsi kpainu 32a0yromuvcs pizHi 6UOU MAEMHUYbL (Oep-
Jrcasna, cyxcbosa, komepyiluna, OaAnKiecbka, ocooucma, cimeuna macmHuys, ma-
EMHUYSA COCMBA, 383Ky, NOwmosux sionpasiens Ta iHII). HaBegeMo HaO1IbII

BAXKJIMB1 BU3HAYEHHS B JIaH1i 00J1acTi 1 JaMo HEOOX1IHY KiIacudikarlito.

3axuwaemoro ingpopmayicro Ha3UBAIOTH 1HGOPMAIIITO, SIKa MIAJIATAE 3aXUCTY
BIJIMOBITHO 70 BUMOT MPABOBUX JIOKYMEHTIB 400 BUMOIraMu, BCTAHOBJICHUMHU
BJIACHUKOM 1H(opmMarlii. Bononapem iHdopmariii Mmoxxe OyTu rpomansaud ((izu-
yHa oco0a), IopuauyHa ocola, JiepkaBa, cy0’ €KT TOCMOAAPIOBAHHS, MYHIIIUITAIb-
He yTBOpeHHs. Jlo iHpopMmallii, 0 3aXUILAETHCS, BIAHOCUTBCS 1HPOpMaLis 3 00-
MEXEHUM JIOCTYIIOM, a TaKOK BIAKpHUTA 1H(POpMAIIis, 1110 TPE/ICTABIISE IIHHICTD.

Inghopmayicro 3 oomedcenum oocmynom Ha3uBarOTh 1HGOPMAILIIO, JOCTYI A0
K01 OOMEXYEThCS BIJIMOBITHO 0 3aKOHY YKpaiHU 3 METOI0 3aXMCTy MpaB 1 3a-
KOHHUX IHTepeCiB Cy0’€KTIB ITpaBa Ha TaeMHUITIO. BoHa ckitagaeThes 3 AeprkaB- HOL
TaeMHUIII Ta KoH(piaeHIiHHOT 1Hopmali. Kondigenmiitna indopmarris, BCBOIO
qyepry, BKIFoYae 037114 BHJIIB TAEMHHIII, K1 3BOJIATHCS 0 IIECTH OCHOBHUX BU/IIB:
MepCOHAIbHI JaHl, TAEMHUIIA CJIIJCTBA 1 CYJIOYMHCTBA, CIy)kOOBa TaeEMHH- I,
npodeciiiHa TaeMHUIS, KOMEPIIIITHA TAEMHHUIIS, TAEMHHUIISI BUHAXOy (KOpPHUC- HOI
MOJIEJII YU TIPOMHUCIIOBOTO 3pa3ka). OcoOIMBY BOXKIIUBICTh 3 TOUKH 30py 0€3- MEKH
Jep’KaBM Mae 3axucT iHdopmallii, sika CTAaHOBUTH JEp’KaBHY Ta CIIYyKOOBY
TAEMHHUIIIO.

epoicasna maemHuysi — 3axuIEH] JEpKaBOK BIJJOMOCTI B 00J1acTi Horo
BIMCHKOBOT 30BHINTHBOTIONITUYHOI, €KOHOMIYHO1, PO3BIYBaJIbHOI, KOHTPPO3BITY-
BaJIbHOT 1 OMIEPATUBHO-PO3IITYKOBOI MISUIBHOCTI, TIOMIUPEHHS SKUX MOXE 3aBIaTH
KO Oe3Melli KpaiHu.

Kongioenyiiina inghopmayis — indopmaiiisi, 1o He CTAHOBUTH JICP)KaBHY Ta-

EMHHUITIO, JOCTYI JI0 SIKO1 0OMEXY€ThCS BIATIOBIAHO JI0 3aKOHOIABCTBA Y KpaiHH.


http://zakon.rada.gov.ua/cgi-bin/laws/main.cgi?nreg=2657-12
http://zakon.rada.gov.ua/cgi-bin/laws/main.cgi?nreg=2657-12

Ilepconanvhi oani — BiToMOCTI PO (pakTH, MOIT 1 KUTTS TPOMAJSHUHA, 110
JTIO3BOJIAIOTH 17eHTHU(iIKyBaTH HOro ocoly, 3a BUHATKOM BIJIOMOCTEH, IO MiJIs-
raroTh MOMIMPEHHIO B 3aco0ax MacoBoi iH¢oOpMmallii y BCTAHOBJICHHX 3aKOHAMHU
BUITAIKAX.

Taemnuys criocmea i cyoouuncmea — KoHPpiaeHIIHA 1HGOpMAITis, 110 CTa-
Ja B1JIOMOIO B OpraHax CJiJICTBa Ta CYJOYMHCTBA TUIbKUA HAa 3aKOHHUX IT1JICTABaX,
a TakoX CIIy>kOoBa 1H(GOpMaIllisl PO IsUIBHICTh OpraHiB CJIIJICTBA 1 CYJOUYUHCTBA,
JOCTYT JI0 K0T 0OMEKEHUN 3aKOHaMH 200 B CHITY CTy>K00BOi HEOOX1THOCTI.

Cnyacoosa maemHuyss — KoHGIAEHIIHHA 1HOOpMAITiS, MO cTaja BiJOMOIO B
JIep’)KaBHUX OpraHax Ta OpraHax MiCIIEBOTO CAMOBPSIYBaHHS TUIbKUA Ha 3aKOHHUX
MiJICTaBax 1 B CUJIy BUKOHAHHS iX MpEICTaBHUKAMU CITy>KOOBHUX OOOB'A3KIB, a Ta-
KOX CIIy»0o0Ba iH(OopMaIlisi Mpo MisUIbHICTh JEPXKABHUX OPTaHiB, JTOCTYII 10 SKOi
OoOMEKEeHU 3aKOHaMU Y KpaiHu.

IIpoghecitina maemnuys — BIIOMOCTI, MOB'A3aH1 3 NPO(ECIMHOI AiSIBHICTIO,
JOCTYM JI0 SIKUX OOMEKEHO BiAMOBIAHO 10 KoHCTUTYIIT 1 BIMOBITHUMHUHUMHU 3a-
KOHaMu YKpaiHu (JlikapchbKa, HOTapiajdbHa, aIBOKATCbKa TAEMHUIIS, TAEMHULIS JTH-
CTYBaHHS, TeJe()OHHUX MEPEroBOPIB, MOLITOBUX BIJANpPaBIEHb, TenerpagHux ado
THIIUX TTOBIIOMJIEHB, OAHKIBChbKA TAEMHMUIIS 1 TaK Jaui).

Komepyitina maemuuyss — HayKOBO-T€XHIUHA, TEXHOJIOTIYHA, KOMEpIIiiiHa,
oprasizaiiifHa a0o 1HIIIa BUKOPHCTOBYBaHA B €KOHOMIYHIN MIsJILHOCTI 1H(pOpMa-
11151, 110 Ma€ MIMCHY IIHHICTh B CHITY ii HEBIIOMOCTI TPETIM 0co0aM, JI0 K01 HeMae
BUTBHOTO JIOCTYMY Ha 3aKOHHIN MIACTaB1 1 MO BIIHOMIEHHIO J0 SKOi MPUIMArOThCS
aZIcKBaTHI ii IIHHOCTI 3aX01 OXOPOHH.

Taemnuys sunaxoody, KOpUcHoi mooeni abo NPOMUCI08020 3pa3Ka — B1AOMOC-
TI PO CYTHICTh BHHAXOJy, KOPUCHOI MOJENl UM IMPOMHUCIOBOrO 3pa3ka 110 opi-
IHHOT myOJTiKaIii mpo HUX.

V psaoi eunaokie nemae uimkoi medxnci mixc Kiacupixayiunumu epynamu im-
Gopmayii obmesicenoco docmyny. Tak, Hanpuxiaod, 8i00MOCHi, WO CMAHOGIAMD
KOMEpYIHY MaeMHuyto ipmu, npu nepeoavi ix 6 opeanu 0epicasHoi e1aou
cmaroms 8 Mol e 4ac ciyxcb08or maemHuyero yux opeauis. llepconanvhi oami
npu nepeoadi ix 8 opeauu 0epAHCaABHOI 61A0U MAKONC CMAMb 8 MOl JHCe UAC
cyac608010 maemuuyero yux opeawis. Ingpopmayis, sxka cmanoeums ocooucmy

maemMHuyro, 6 MeOUYHUX ycmarnoeax cmae JZiKClpCbKO}O maemMHuyero.



MoskHa BUAUTATH TIEPBUHHI 1 BTOPWHHI BUJAW TaEMHHIIb. /[0 IEpBUHHUX BU-
JIIB TAEMHMITH BIJTHOCATHCS OCOOMCTA, KOMEpIIiifHa, JIepKaBHa TaeMHUIN. Bci iHmm
BUJIM TAEMHUIb BTOPHHHI, BOHM BUHUKAIOTH MPH Iepeaavi MEPBUHHNX Ta€EMHUIIb

THIITUM BJIaCHUKaM a00 KOPHUCTyBayaM.

2.7. Kontpousb sikocTti iHgopmamii

Axicha supobnuua inopmayis mae Ooesxi xapaxmepucmuku. J{o Hux 8i0HO-
camvesl yinicnicms, Haoditimicms 1 KoHgioenyitinicms. Hagamo 1me pa3 cyTh IUX
MOHSATH, aJie BXKE 3 MO3ULIN NOHATTSA “sdKicHA 1HGOpMaIis .

Honamms yinichocmi o3unauae, wo iHopmayis mMae mouHicms 00 CMyneHs,
OUIKY8AHOI Kopucmysauem, € 3aKiHUeHOl I BilbHA 8i0 Hea8MOpPU308AHUX 3MIH.
Bigznaunmo, mo iHdopmallis He € BUIBHOIO Bij moMuiiok Ha Bci 100%, ane sKicTh
1H(popMaIlli BUIIPAaBIOBY€E OUIKyBaHHA KopucTyBada. LluTicHICTh mependadae, 110
1H(popMarlis 3axHIleHa BiJl HEA0aJoro MoBOKEHHS a00 HaBMHCHOIO HECAHKIIIO-
HOBAHOTO 3MIHIOBaHHS, 110 BOHA HE OOpOOJIAETHCA 3a JIOMOMOTOI0 HEHAIMHUX
porpam 1 Mo JaHi KOHTPOJIOIOTHCS Ha PI3HHUX eTanax oOpoOku. Takl nmepeBipku
BKJIFOYAIOTh HYMEpallilo MaKeTiB, MOCWIKY MiITBEPHKEHb, MEPEBIPKY JOCTOBIPHO-
CTi1, 3aTJIbHUI KOHTPOJIb 1 3aX0/I1 3a0e3MeUeHHs Oe3MeKu.

Honamms naoitinocmi o3Hauae, wo iHpopmayis ompumana asmopu308aHiL-
MU KOpucmyeauamu, 8 NOMpioHoMy Micyi i 6 NOMpPIOHUL YAc, WO 80HA BiNbHA 6I0
HeCauKyiOHOBAHUX 3MIH, PYUHYBAHHA ab0 KonitoéanHs. IIpn HEMOXKIMBOCTI MpoO-
XOJDKEHHs 1H(hOopMaIlii yepes3 AesKl IUISTHKH CHUCTeMa YIIPaBJiHHA TOBUHHA OyTH B
3MO031 3aMIHUTH a00 OOIMTH BIANOBIAHUI BY30J a00 JiHIIO 3B’s3Ky. [HQpacTpyk-
Typa Mepexi, JiHIT 3B 53Ky, HEHTpaJbHI KOMIT I0Tepu abo mepudepiitai podoui
CTaHI[ii NOBMHHI OyTH 3aXMILEHI Bl (I3UYHOrO a0 JOTIYHOTO Hamaay, IKe MOXKe
BIJIMBATHU Ha AKICTh 1H(POpMaIii a00 MPUIUHUTH i1 KOPUCTYBAHHS MIITPUEMCT- BOM.
HaniiinicTe Takok o3Havae, mo (paiyin KOpUCTyBayiB MEPEXi 1 IEHTpaJIbHI 0a3u
JAaHUX TIEPIOAUYHO KOMIIOIOTHCS JJIsl 3a00IraHHs HE3BOPOTHOI BTpPATH Ja- HHUX.
OcHOBHI BUPOOHMY1 TIPOIIECH TTOBUHHI OyTH OOOPOTHUMH Ha BUMAJOK MOMH- JIOK
00poOKH 3a JOTIOMOTOI0 TIEBHUX MPOIEAYP BiIHOBICHHS CUCTEMHU.

TIlonamms xongioenyitinocmi 03Hauae 6NeBHEHICMb 8 MOMY, U0 OaHi 8 YCix
Gdopmax (nucomogiil, ereKmpoHHil, MEeHMAIbHIL) 3aXuleHi 8i0 BUKPAOeHHs abo
HeCauKyioHOBaH020 cnocmepedicenHs. Y Mepexax 1€ 03Haua€e 3aXUCT BiJl IPOHHU-



KHEHHSI B KOHTPOJBbOBAaHI MEpeKeBl MPUCTPOi, (aiinu 1 koHTypH. s obuucro-
BaJIbHUX MEPEX CTYMiHb YPa3JIMBOCTI € BUCOKOIO, OCKUIBKM KOXKHA poOoya CTaH-
15, CepBepH 1 KabelbHa CTPYKTypa MOXKYTb PO3TJISIIATUCS SIK TTOTEHIIIHHI MillIeH1
JUIsL HEaBTOPU30BAHOT'O CIOCTEPEKEHHA 3a JaHUMHU. KoH(DineHUINHHICTh TaKoX
O3Hayae, 110 JJII 3aXUCTY HIHHOT 1H(QopMallli BUKOPUCTOBYEThCS MIHUQPPYBaAHHATIPH
il TPOXO/PKEHHI MO JiHISX 3B'SI3KY, AKI 0Oe3MmocepeHhO0 HE KOHTPOIIIOIOTHCS
BJIACHUKOM 1H(opMaiii. [ BakiauBoi iHpopmarrii, 1o MpoXoauTh Yepe3 MIKMe-
pexeBi 3'eHaHHS, MKU(PYBaHHS € HAHBAXIIMBIIIO BUPOOHHUUOIO BUMOTOIO.

Ocpb Aii, sIKi CIIUIBHO YTBOPIOIOTH €JIEMEHTHU SIKOCTI 1H(pOpMAIlii: yIpaBIiHHA
BUPOOHMYOIO 1H(POPMALIIETO, IK HAWBAXKIIMBIIIUM PECYPCOM; AKICHE MMPOEKTYBAH- HSl
cUCTeMU JyIsl 3a0e3neueHHs eheKTUBHUX 1H(GOpMAIIHHUX TPOLeCiB; ePEeKTUB- HE
KEpPIBHUIITBO 1 KOHTPOJIb OOpOOKM 1 mepeaadl iHpopmallii; 3axucT iH(OpMaIiiB
cucteMax oOpoOKH 1 repejadi TaHuX.

2.8. Knacudikaniiina nosairuka y cepi indpopmanii

Krnacu@ikaniiHa nmoyiiTKa MOBUHHA yKa3aTH IMEHA Ta KpUTepii sl 1HQOp-
Marii Tak, Mmoo pillleHHs 010 IIHHOCTH 1H(GOpMAaIlil 3riJHO CIIUCKY OCHOBHUX il
€JIEMEHTIB OyJIM BUIbHUMU BiJl MPOTUPIY 1 OJTHOYACHO JOCTATaTHBO CTpOrumMu. Bu-
3Ha4YeHHS KJacudikallii, siki HaBeJeHl B Ta0a.2.2, € CTUCIUMU 1 HOCSITh BUKIIIOY-

HO UTFOCTPAaTUBHUI XapakTep.
Tabmnig 2.2.

Ilpuxnao knacughikauiiinoi noaimuxu 6 chepi ingpopmauyii

Knacudgikamii IHo3nauka koH}igeHUiTHOCTI

st c1y:k00B0r0

Cy0’exkTUBHI
KOPHCTYBAHHS

Kondinenuiitna IlepconaibHa

Poskputts Mmoxe Ha- | Poskpurtas  moxke| Po3kputTs Moke Hera-
HECTH B MEPCIEKTUB] | HAHECTH CEpHO3HMI| TUBHO BIUIMHYTH Ha

Buznayenns S N . .
30MTOK €KOHOMILII Mif-| 30MTOK EeKOHOMIlll| CIIBpOOITHUKIB Ta Tpe-
IIPUEMCTBA HiANpUEMCTBA TEH/ICHTIB Ha IOCaay
00’exTHBHI Ha 30epiranni Ha norounomy koHTpOIi

Henanexna sikicte Mo-
K€ IMPUBECTH B IeEpc-
Busnauyenus MIEKTUBI /10 CepHO3HUX
MpaBOBUX ab0 EKOHO-
MIYHHAX HACIIAKIB

HenanexHa saKicTh MOKE OKa3aTH BIUIUB Ha
BUpOOHUYY chepy




KepiBHuurBo mianpuemMcTBa, 0€3yMOBHO, Ma€ pO3pOOUTH OLIbII MOBHUN U
BCEOCSHKHUHN omuc JyuIs €(DeKTUBHOI AiSUTBHOCTI y cdepi kinacudikartii.



3. MEXAHI3MMU PEAJIIBALI BE3IEKA

3.1. xxepena 3arpo3 indopmaiiiiinoi 6e3nexu

dakTHYHO, peasizallisg 3aX|UCTy Ma€ 1Bl YaCTUHHU: KOl 1 HACTpooBaHHA (Setup).
Koo — ue nporpamu B n10Bipulii oOuHcIOBaIbHIM 0a31 (B KOMIUIEKCI 3aco- OiB
3axucTy). HacTporoBaHHs — 11€ BC1 1aHi, SIK1 YIPABIIAIOTH OMEPAIiSIMU LIUX POTPaM:
CIIUCKH KOHTPOJIIO JIOCTYIMY, WIEHCTBO B TpYIi, KOPUCTYBallbKl MapoJii, KIoui
mudpyBaHHS 1 T. 1.

3amaua peanizallii 3aXUCTy NOBUHHA OyTH CIPOMOKHA MPOTUJIIATH 3arpo3am,
K1 3yCTPI4alOThCSl B TPhOX OCHOBHUX (popMax:

- TOraHi (MOMUIIKOBI a00 BOPOXK1) IPOrPaAMH;

- morati (BOpoxki) areHTH — KOpUCTyBaui (ab0 mporpamu), siki HaJlal0Th XO-
pOILIKM, aje JIESTKOBIPHUM IIporpamMam CBIJOMO IMOMUJIKOBI KOMAH/IU;

- TOTaHl areHTH, SKI MIJAKIIOYalOThCA J0 KOMYHIKAIli 1 3aloBHIOKOTH iX
CBOIMH IOBIJOMJICHHSIMHU.

VY 3aranbHOMY BUTIAAKY ICHYIOTh YOTHPHU CTPATETIl 3aXHCTY.

1. Hikozo ne enycxamu. lle moBHa 130is1is. Bona 3a0e3nedye Haiikpamiuii
3aXHUCT, ajleé NEPEIIKO/Ka€ BUKOPUCTAHHIO 1H(OopMalii ado Mmociyr Bij IHIIUX, 1
nepeaadl ix 1HIIMM KopucTyBadaM. Lle HempakTUyHO 1Sl BCIX.

2. He enyckamu nopywmnuxis. [IporpaMu BcepeArHi I[bOTO 3aXUCTY MOXKYTh
OyTu nerkoBipHUMHU. L{e 103BOIsIE 3pOOUTH €NIEKTPOHH1 IU(PPOBI MIAMKCH TIPO- FPaM
1 MbKMepexeBl ekpanu (ME).

3. [lycmumu nopywnuxis, anre nepewkooumu im 8 3anodisinui wxoou. Tpaau-
HIAHUM COCOOOM 3axucTy cinykuTh AuHamiuHe [I3 tumy sandboxing Ha OCHOBI
MPOIIECIB OMepaliifHoOi cucTeMH, a00 B Cy4aCHOMY BUTJISA/, Y BIPTyalbHIM MallIlHi
Java. Jlunamiune 113 tuny sandboxing cTBOprO€ B KOMI FOTEPI 3aXUILIEHUM MPOC-
Tip (sandbox), B sIKOMY MO>K€ BUKOHYBATHUCS MIJ03PLIMMA KOJ, 1 B TUTIOBOMY BHIIa-
JIKY BUKOPHUCTOBY€E KOHTPOJIb JOCTYIY JO PECYpPCiB, 100 BU3HAYUTH MOPYLICHHS.
[Iporpamu, JOCTYIHI 13 3a3HAYEHOI'O 3aXUIIEHOTO MPOCTOPY, MOBUHHI MaTH MiA-
BUIIIEHY CTINKICTb.

4. 3axonumu nopywnuxie i nepeciioysamu ix. lle poOnsSTh aynuT 1 CHUIIOBI
CTPYKTYpH.

Tak 3BaHa AucKperliiiHa (BUOIpKOBa, HA OCHOBI CIMCKIB, MaHAaTHA, PO3Me-
KyBaJIbHA) MOJIETh YIIPABIIHHS JOCTYIIOM 3a0€3Meuy€e CTPYKTYpY JJIA IIUX CTpaTe-



rid. Y 1 Mozem aucreTdep JAOCTYMy YIpaBise AOCTYIOM 3alUTiB Ha 00CTyro-
BYBaHHS JI0 PEeCYpPCIB, SIKi 3a3BHYal BMIIIEHI B 00’ €KTaxX, 3a HACTYIMHOK CXEMOIO:
IpUHITUNAT (HKEPeNio 3amuTy) — 3alrTyBaHa OMepallis — AUCIEeTYep JOCTYIY
(cTopox) — 00’€eKT (pecypc).

Poboma oucnemuepa oocmyny nonseac 6 momy, wjob upiuumu: 4y mModxce
ooicepeno 3anumy, 36ame NPUHYUNATIOM, ompumamu oocmyn 0o o6 ’ekma. IlJoo
supiwiumu ye, BUKOPUCMOBYIOMb 084 6UOU [HGopmayii: aymenmigixayiina
ingpopmayis, sika i0eHmupikye npunyunaia, i asmopuzayiina iH@popmayis, saKa
2080pUMb, KOMY 00380J1€HO 3PO0OUMU WOCb HA 00 €KMI.

VY nepiioMy BUMAAKY, HAPUKIIA, SIKIIO HEOOXiAHO, 100 (aitioBa cucrema
Maja KBOTH (OOMEXEHHS) Ha IMCKOBY IaM’STh TIIbKU JJI1 HOBUX KOPHUCTYBayiB, €
JIBa CIIOCOOU 11€ 3pOOUTH: MaTH OKPEMI1 METOJIU JIJIsl TOTO, 11100 MUCATH 3 KBOTaAMHU 1
0e3, 1 He JI03BOJIATH HOBHM KOPHCTyBadaM 3alliCcyBaTh 0e3 KBOT; MaTH OKPEMUI
00’eKT “KBOTA”, IKMH (haiijoBa cUCTeMa BUKIMKAE 3a 3alIMTOM KOPHUCTyBaya.

B iHmomy Bumnanaky KoH(IIEHIIHHICTh TIOBUHHA MIPOTUCTOSITH aTakaMm 3 00Ky
noranux mporpam. lleil BapiaHT MaHAATHOTO JOCTYITy OpraHi30BaHMM 3a TaKOIO
cxemot1o: iHpopmalisa (JKepeno) — JUcleTdep A0CTYIy (CTOPOXK) — MPUHIUIIAI
(ctik). Bona, rpy0o Kaxxyuu, € TPOTUIICKHOIO TEPIIOMY BHUMNAAKY YIPaBIiHHA
noctynoM. B HIN cTOpox BuUpillye, uun Moxe iHdopmalliss TEKTH 0 ayTeHTH-
(1KOBaHOTO MPUHILIMIIAIY.

YV koorcnomy eunaoky icHylomv mpu OCHOBHI MeXaHizmu 05 30IUCHeHHs 3a-
xucmy. Pazom, eonu gopmyrome “3o0no0muti cmaumdapm’”: aymenmigikayis
NpUHYUNAie (xmo ye ckazas?) abo (xmo ompumye yio ingpopmayito?),; asmopuzayisi
docmyny (Komy 00360JleHO pobumu maki onepayii Ha yvomy 00'exkmi?); ayoum
piuiens oucnemuepa 00Cmyny, 0jisi mo2o, wjoob nisHiuie ModcHa 0yno 3'sacysamu, wo

Mpanuiocs i 4omy .

3.2. Ceprudikanisi: CTBOpeHHsI 3aXUIIEHOI POOOTH

[ITo o3Haudae 3poOuTH pobOTY 3axuieHor0? BinmoBias 3acHOBaHA HA TTOHATTI
KoMIiekcy 3aco0iB 3axucty (K33) — nabopy amapaTHux 3aco0iB, IpOrpamMHOTO
3a0e3nedeHHs Ta iHpopMallii 3 HaJalTyBaHHs (Setup), BIJ SKOi 3aJI€KUTh 3aXHUCT
CUCTEMU.

B3araii kaxxyuu, HE MPOCTO 3'ACyBaTH, 110 NOBUHHO 3HaxoauTucs B K33 s
nanoi momtuku 3axucty. o6 3axucT mpairoBaB JOCKOHAIUM YWHOM, crienudi-



Kamii 1715 Bcix komnoHeHT K33 moBuHHI OyTH JOCHTH CEPHO3HUMU, 1 KOKEH KOM-
MOHEHT MOBUHEH 3aJI0BOJIBHATH CBOET crierudikariii. I{ei piBenb cepTudikariiipiiko
nocsraetbes. [1o cyTi, 9acTO MOTOKYIOTHCS HA MIOCH Habarato 01k ciia- Oke. Y
OyIb-sIKOMY BHUIIAJKY, Ma€e OyTH sICHO, 110 yuM MeH1e po3mip K33 — tum kpaiie.

Xopowuii cnoci6 3anobieauHs wKoOu, Wo MoxiCymo 3anodiamu oegexmu ¢ K33
—  BUKOPUCTNOBYBAMU 3AXUCM 8 2IUOUHY (eueloH08aHy 000poHy), moomo
HAOIUWKo8i mexauizmu 3axucmy. Ilpu ybomy nopyunuxosi 6yoe ckiaoHo o0OHoYA-
CHO BUKOpUCmMogysamu ciaOKoCcmi pi3Hux cucmem Ha 6cix piensax. Ewenonoeana
000poHa He 0ac cmpozux 2apanmitl, aie Hacnpaeoi, npaxmuuno donomazac. Ha-
MPUKIIAJ], CHCTeMa MOTJIa O BKITIOYaTH:

- MEpEKEBUH PiBEHb OE3IEKU;

- piBenb Oesneku OC, BukopuctoByroun sandboxing, 1mo6 i30Jt0BaTH MPO-
rpamu. Lle Mmoxe OyTu 3po6sieno Ha 6a3oBiit OC, Takiii ik Windows (abo Unix), abo
Ha BucokopiBHeBi OC, Ky Mae BipTyajbHa MaluHa Java;

- piBeHb O€3MeKH MporpaMu, SKUH JOJATKOBO IEpPEBIPSE€ aBTOPHU3ALIIO.

binburicTe pieHs Moo 0e3neku 0ysio 30CEpe/PKeHO Ha MPOrpaMHHX 3aco-
0ax. Aune iHmmi BakyimBui kommoHeHT K33 — indopmarliis mpo KoHIrypariio,
KHOIIKM 1 BUMHKAul, Kl TOBOPSTH MPOrpaMHOMY 3a0€3MEeUYEHHIO, 10 3pOOUTH
(setup). Xoya HacTporOBaHHS Habarato MpocCTillle HIXK Mporpama, BOHO 3a3BUYail
pOOUTHCSI MEHII KBaJTi(DIKOBAHUMMU JIFOJABMH, HIXK pO3POOHUKH MPOTPaM, 1 B TOH yac,
K MporpaMa HamucaHa OJJHOPa30BO, HACTPOIOBAHHS PI3HE JIJISl KOKHOI 1HCTa- JISIIII.
[Ipobyiema moOripuIyeThcsi THM, IO HACTPOIOBAHHS MOBUHHO OyTH 3aCHOBaHE Ha
JOKyMEHTAIli JIJIi MpOTrpaMHOTO 3a0e3MedeHHs, sfKa €, 3a3BUYai, BEIUKOI 3a
00CSITOM, HE IIJIKOM SICHOIO 1 HEIIOBHOIO.

€auHe pieHHs i€l TpoOJeMu NOosrae B ToMy, o0 3poOUTH YaCTUHY Ha-
CTpOIOBaHHS, IO BIAMOBIAAE 3a O€3MeKy, OUTBII MIPOCTOIO SIK JUIsl aAMIHICTPaTOPiB,
TaK 1 7151 kopuctyBadiB. He ciin pobutn 1ie, 3mintoroun 6a3oBy OC, Tak sk 3MiHH
TaM Ba)KKO 3/11IIICHUMI. 3aMiCTh IIbOTO, MO’KHA BUKOPUCTOBYBATH B CBOIX 1HTE- pecax
MOJeNIb O€3MeKH 3 HEBEIWKHM YHCJIOM TapaMeTpiB HACTPOIOBAHHS, 1 TOTIM
KOMITUTIOBATH 111 TapaMeTPU B UUCIIEHHI KHONIKA 1 BUMHMKayl 0a30BO1 cucteMu. Ky
dbopMy Mae MPUUHSTH 1151 MOJIEIH?

Kopucmyeaui maromv nompeby 6 oysce npocmiu mooeni, npubIU3Ho 3 mpvo-
Ma pigHAMU 3AXUCMY. 5, MOSI 2PYNA AOO0 NIONPUEMCMEBO, THULT — 3 NOBHOBAINCEHHSL-



Mu, AKi npoepecusno 3meHuyromocs. Cbo0200HI bpayzepu Kiacugikyoms mepexcy
came maxkum yunom. llepconanvna ingpopmayis, kongioenyiiini i 8i0Kkpumi 8i0o-
MOCmI NOBUHHI OyMU 8 MPbOX YACMUHAX (Datilooi cucmemu. Moi OOKYMeHmU,
doxymenmu mo€i epynu i 3aeanvii 0oxkymenmu. 1le KoMOIHY€e 3aXUCT TaHUX 3 TIEIO
4acTUHOIO (halIoBOi CUCTEMHU, /i€ BOHH 30€piraloThCsi Tak camo, K B peaJbHOMY
cBiTi. Hanpukinaz, Tak 3po0JieHO0 3 AOLIKaMU OTOJIOIICHb, MMAalKaMH, 3aMKHYTUMU
B cTosax 1 ceripamu. Lleit npuitom 3HaliOMUM yCiM, BUMarae MEHIIOI poOOTH, TIpH
FOMY BiJjpa3y MOKHA OLIIHUTU HAJIHHICTh 3aXUCTY KOKHOTO €JIEMEHTA JIaHuX.

AJMIHICTpaTOpU TaKOX NOTPEOYIOTh TOCUTH MPOCTOI MOJIENI, ajieé BOHH MOT-
peOyIOTh HaBITh II€ OUIbIIE B MOKIMBOCTI 0OpOOUTH Oarato KOpUCTYyBayiB 1 CHUC-
TEM OJHOPIJHUM CIIOCOOOM, TaK SIK BOHU HE MOXYThb €(EKTUBHO MaTH CIpPaBy 3
BEJIUKOIO KUJIBKICTIO 1HMBIAyalbHUX BUMAJKIB. OTHUM 13 CIOCOOIB € BU3HAYCHHSI,
TaK 3BaHMX, HU3bKOpiBHEBUX ToiiTUK Oe3neku (HIIB), mpaBun HanmamryBaHHS
Oe3MeKH, IKI aBTOMaTUYHO 3acTOCOBYIOThCA A0 rpyn [1K. Bonu BkiroyaroTe Ha-
CTYITHE:

- KOKEH KOPUCTYBay Ma€ MPaBO HA YATAHHS / 3aMKC Y CBOiM JOMAIIHIN Mariii
Ha cepBepi, 1 HIXTO OUIBIIE HE Mae€ Iel JOCTYII,

- KOPUCTYBay, 3a3BUYail, WiEH OJHI€T 3 pOOOUMX TPYII, KU Ma€e AOCTYI JI0
IpPyNOBUX JIOMAITHIM MAMOK Ha BCIX MalIMHAX YJIEHIB TPYIH 1 HA CEPBEDI;

- CHUCTEMHI MManKyu NOBUHHI MICTUTH HabopH (aitniB, ki hopmyroTh Bepcito 113
(peni3), cxBaJleHy NOCTavyaJIbHUKOM;

- BC1 BUKOHYBaHI MPOrpaMu MOBUHHI OyTH MiAMKUCaHI TOBHOBAXXHUMHU CTOPO-
HaMH.

o6 poobutn HIIb xepoBaHuMmu, aaMmiHiCTparopam Tpeba BU3HAYATH TPYNU
KOPHUCTYBaUiB 1 peCypciB, Ha Kl BOHU MPETEHAYIOTh, 1 TOTIM KOPOTKO cHOpMYITIO-
Batu HIIb B Tepminax nux rpymn. B imeani, rpynu pecypciB BiioOpa)keHi B CTPYK-
Typ1 $aioBOi CUCTEMH, ajie MOBUHHI OYTH i 1HII HUISIXM 0 iX BU3HAYEHHs, 1100
MPUIHATH 10 yBarv XMMEpH1 yroau o0 icHytounx mepex, OC 1 1oaaTKiB.

Po3po6Huku noTpeOyroTh Oe3neuny THITM30BaHy MOBY, siKa 1oj1ioHa MoBiJava.
[le ycyne ©Oe3miu pgedektiB mporpam. Ha sxamp, Outbmiicte AedeKTiB, sIKi
YIIKO/DKYIOTh 3aXMCT, 3HAXOJAThCS B CHCTEMHOMY IpOrpaMHOMY 3abe3leueHH,
sKe, HalpUKJIIaJ, 3a0e3reuye KOMyHiKallii 3 Mmepexxamu. ToMy NOTpiOHO MparHyTu
710 TOTO, 100 CUCTEMHI NMPOTrpaMM TaKOXK 3aIUCYBAIUCS MOJIOHUM YNHOM.



4. 3ABE3IIEYEHHS BE3IIEKH OB’EKTIB
THO®OPMAIIMHOI COEPH JIEPKABH

4.1. 3araJjanHi BizoMocTi

3a ocTaHHI POKU KOMIT'IOTEp MPHUHIC Cepilo3HI 3MIHU B TEXHOJIOT1I0 POOOTH 3
iHpopMaIli€l0 Y BUPOOHUYOMY CepeloBHIl. BiiblmicTh opraHizamiii Mae Kijgbka
BEJIMKUX KOMII IOTEPIB, pO3TAlIOBAaHUX Ha OOYHUCIIOBAIbHUX LeHTpax. L1 Bemmki
KOMIT FOTEpH, 110 3a0€31euyoTh po0oTy 3 0a3aMu JaHUX, OB’ A3aH1 Mk COOOIO 3a
JIOTIOMOTOI0 OJTHI€T 200 NEKUTHPKOX MEPEXK, IO BUKOPUCTOBYIOTH T1 YH 1HIII JIOC-
TYHHI MepexeBi TexHoorli. LleHTpanbHi mporiecopru MOXKYTh BITHOCUTHUCS /10 Pi3-
HUX MAIIMHHHUX apXITEKTYp, MPUCTOCOBAHUM JIJIsi ONITUMAJIBHOTO BUKOHAHHS KOH-
KpeTHUX MporpamM. Mepexi, 10 3B’ A3yI0Th 10 CYMIII MAIllMH 3 PI3HUMU Olepa-
MIAHUMHU CHCTEMaMH, J03BOJIAIOTH OKPEMHUM CIIBPOOITHUKAM CHUIHBHO BUKOPHC-
TOBYBAaTH JlaHl 3 IHPOpMalIMHUX OaHKIB JaHWX 1 BUKOHYBATH 1HJMBIIyalbH1 00-
YUCIIOBAJIbHI MPOLIECH HA NEPCOHAIBHUX KOMII'oTepax abo poOOuYMX CTaHLIfAX.
Kpim Toro, nokanbHi o6uncitoBainbHl Mepexi (JIOM) o0’ eanyroTs poOodi cTaHiii
1 cy’)kOM Ha BUPOOHHYUX TEPUTOPISAX, BCepeauHl OyaiBeib 1 B (PYHKI[IOHAIBHHUX
M1pO3/a1Iax.

MouBi  COTHI poOOYMX CTaHIM abo TMEepPCOHAIBHUX KOMII IOTEPIB,
MOB’SI3aHUX OJIMH 3 OJIHHUM, a TaKOX 3 IEHTPAIbHUMH MPOIECOPAMHU 1 CepBEpaMu
JIBC. fkuio po3risnatu NuTaHHs 0e3MeKu, TO KOPUCTyBay, 3’ €IHABIIUCH 3 TaAKOIO
Mepexero, (aKTUYHO CTa€ aaMIHICTPATOPOM JaHuX. MoOKHa BHUILJIUTH JaHi, 00-
pPOOUTH iX 3a TOMOMOTOI0 CBOMX HETECTOBAHMX MPHUKJIAIHUX MPOrpaM 1 MOCIaTh
pe3ynbTaT 3a OyIb-SKOI0 MEPEKEBOIO aJPEcor0. 3a JAOMOMOIOI0 MEePCOHATBEHOTO
KOMIT F0T€pa KOPUCTYBau MOE 3MIHUTHU CBOi MpaBa JAOCTYIY 1 MOA0JATH 1CHYIOU1
IPOLEAYPH JTOKAITBHOTO KOHTPOJTIO.

4.2. BinminHoCTi Mepe:xi Bii 00UNCII0BATIBHOIO EHTPY

Bun, pi3HOMaHITHICT 1 CEpHO3HICTh MPOOJIEM, 3 SIKUMH 3yCTPIYaIOTHCS MPHU
3axuCTi iHhOpMAaIIil Ha MEPEKEBUX KOMIT FOTEpax, IOMITHO BIJPI3HSIOTHCS BIATOTO,
3 YMM MarOTh CIIPaBy Ha OOUMCIIOBAIBHHX IIEHTpax abo mpu poOOTI A0JaT- KiB B
peXUMI IOALTY Yacy, J€ psii TePMIHAJIbHUX MPUCTPOIB MPHUETHAHUN 10



HEHTPaJIbHOI MamuHi. BaxmBi BIAMIHHOCTI 3 TOYKH 30py O€3MeKu MoKa3aHi B
Taoi. 4.1.

Taomung 4.1

Biominnocmi mepeoici 8i0 odouucarosanvnozo yenmpy 3 nozuyiii Ib

06’ekm O6yucnosanbHull yeHnp Po3nodineHa mepexa

B meorcax ioenmughixosanoi epynu o .
Ilomenyitino eiokpuma uepe3

Cepena Kopucmyeauis, sAKi npayoioms 3 . .
Midcmepedicesi 3’ €OHAaHHs
000amKom
.o . Heesusnauena: 3acobu konmponio
Indopmaniiina 6a3a Busnauena i konmponvosana

y Kopucmyeada

Indopmaniiinuii . .

bop I Jleocmoponniu Heobmeoncenuii

NMOTIK

DizuyHNH KOH- 3anesicims 6i0 hizuunoi Bionocro menw eascaueuil,
TPOJIb 10CTYIY cmpykmypu 6auKy OaHux OCKINbKU OaHi pO3nooiieHi

JIoriyHUii KOHTPOJIb . Saxuwae chavinu i yinicnicmo me-
P 3axuwae ¢aiinu wac ¢ 4
AOCTYILY peauci

Ha BinmiHy Bix 3aco0iB ()13MYHOTO 1 JIOTTYHOTO KOHTPOJIIO, 30CEPEKEHUX B
OJIHOMY MICIIi, III0 TUMOBO JJIsI CXeMH O€3MeKH 00UUCIIOBAIBLHOIO LIEHTPY, Mepe-
’Ka BUMAarae HaCTyIHUX 3aX0/1B IHPOpMaIliiHOT Oe3MeKu:

- KOHTPOJIb AOCTYMY /10 BCiX 1HPOpMaLIMHUX (PaililiB K MO BHYTPILIHIHN, TaK 1
0 30BHINITHIN MEpexi,;

- KOHTPOJIb pOOOTH aBTOPU30BAHOTO MpalliBHUKA 3 (ailyioM, 3 SKUM HOMY J10-
3BOJICHO MPALOBaTH;

- KOHTPOJIb IOCTYITY 10 MEPEXKEBOr0 Tpadiky;

- BCTAHOBJICHHSI €()EeKTHUBHUX 3aco0iB 1eHTU(IKaIli Ta ayTeHTUdIKaLli IS
KOXXHOTO y4yacHHUKa, Oyab TO (pizuyHa ocoda abo JOTIYHHUI 00’€KT, a TaKOX AJIs
KOKHOT'O KOMIIOHEHTa MEPEXKI;

- KOHTPOJIb IOCTYITy O MEPEKEBUX PECYpCiB (BKIIIOUAIOUU LIEHTPHU peecTpa-
1ii Ta 001Ky, KOMYHIKalllifHI KOHTPOJEPH, BX1/IHI PUCTPOI Ta Pi3HI CEPBEPH) 5K 3
HEHTPAJBbHUX JIOMEHIB, KOPCTKO TOB’sS3aHUX ab0 Oe3nocepeHbo MiAKIIOUCHUX
MPUCTPOIB, TaK 3 BIJJAJICHUX IMYHKTIB, MO TeledoHy ado dYepe3 MIKMEpPEKeBi

> .
3’€IHAHHS,



- KOHTPOJIb MOUIUPEHHs 1HpopMaIlii 3 MeToro 3ano0iranHs ii HecaHKII0HOBA-
HOTO PO3MOJiTy a00 BUTOKY JI0 HEABTOPH30BAHMX MEPEKEBUX CTaHIlN ab0 KOpH-
CTYyBadiB.

Jlo 3axMIleHUX CHCTEM BIAHOCSATHCS TaKi amapartHi 1 IporpamHi 3aco0H, siKi
po3po0IIeH] 3 ypaxyBaHHSIM BUMOT Oe3eku 00poOKu iHpopMaIllii, IO MICTATHCS Y
BIIMOBITHUX JIEP)KaBHUX JIOKYMEHTaX 1 € MEepeBIPEHUMHU B XOi BIMOBIAHUX Cep-
TUdiKaiiHuX BUNpoOyBans (Tadm. 4.2).

Ta6muis 4.2

Puux3zu 6e3nexku i3ax00u, U0 6UKOPpUCMOBYIOMBCA 6 KOHCHOMY euna()Ky

EnemeHnu 6e3neku

Pu3zuk — — ——
Di3nyHi TexHiuHi OpraHi3auinHi
Heasmopuszosanuti docmyn C . cucmema KOHmpoJio
. saxuujeni gaiin- npoyec
00 inghopmayii Ha mepedice- docmyny; wugpysan-
. cepeepu asmopusayii
sux gaunax H5L 8X00Y 8 MepedxCy
IIpocnyxosyeanus 3a oono- 3axuweni ¢aiin-
M02010 i3uuH020 NIOKIIO- cepsepu,
¢ peep wughpysanms
YeHHs eKpamny8aHHs mep-
ma peecmpayii pieHs eunpo- mi-
MIHIOBAHHSL: HATbHUX NPUCMPOI8
. KOHMPOJIb 00CMYNy 00
Poboma 3 ¢haiinom: neasmo- P Yy
Gaiiny, eparyivo-
PpuU-306ama; aemMopu306aud, .
8aHICMb KOHMPOJIIO
ane HedoCMamHbo
6X00Y 8 MepexHcy
npozcpamui oomedicen- | aominicmpamueHuil
Hecaunkyionosanuii posno- HS, 36 S13aHI 3 NO3HAY~- | KOHMPOJIb 3d GUKOPU-
oin ingpopmayii Kamu KOH@pioenyiti- CMAHHAM CNUCKIB
Hocmi PO3CUNKU
. . .| epanynvosamnicme
Hecankyionosane suxopman- | 3axuwyeni mepexicesi 0OMedHCeHHs.
. . KOHMPOIIO 8X00Y 8 N
H5l NPUBLIIENi08AHO020 0OCMYNY npucmpoi npusinezii
mepeoicy
DizuyHull Hanao Ha mepe- 3axuneHi mepesicesi
Jceqi KOMROHEeHmMU npucmpoi

4.3. lerani peanizauii

Hoctyn no ¢aiiniB 3a3Buuail KOHTPOIIOETHCA 4Yepe3 Nmpo(diib KOpucTyBaya,
KU ONUCYy€ 1HIUBITYaJbHOTO KOPUCTYBaua B TEPMiHAX, OB’ A3aHUX 3 MOr0O po-
o6ororo. Konu kopucTyBau MiATBEpKYE KOHTPOJIIOIOYIN CHUCTEMI HEOOXITHY
17ICHTUYHICTh, BUKOPUCTOBYIOUM TI3HABAIBHUM 3HAK (HAMPUKIAN, Mapoiab ado

b13uyHu 11eHTUdIKATOp, TAKUM SK BIIOMTOK Majiblld ab0 IJIACTUKOBY KapTy),



CHUCTEMa BHU3HAYA€ TpaBa JOCTYIy KOpUCTyBada 10 iH(opmarlii, 3BepTarounch 110
HasBHOT TaOJIMII TIpaB JOCTYITY.

B oanuii yac psao aymenmugbikayitinux cucmem, po3pooneHux OJisi Mepetceso-
20 3acmocyeanms, 3abe3neuye 3axuweHuu iHmepgeic 0N YHIBepCANTbHUX
KOMR tomepig. Y HUx Kopucmysay 3a38udail Mac niacmuxogy Kapmy abo eemepa-
MOop CUSHATLY, AKUU NIOMBEPOIICYE CUSHAT 810 NpoYyecopa, AKUU NIOKIIOYAEMbCI HA
yeumpanbHoMy 8y3ni. Taki cucmemu 00360JA10M KOOpOUHysamu npogiie Kopu-
cmyeaua Ha YeHmpaibHOM) NpPOYecopi 3 Npoyecom IHOUBIOVAILHOL Mepedcesoi
aymenmugixayii.

KoHTpo/1b0BaHA AKTHBHICTH Ha (PAHI0BOMY pPiBHI

[Ticns migKIIIOUeHHS KOPUCTYBad MOXKe OyTH OOMEXEHHH y CBOIN AisIbHOC-
Ti. L1 oOMexeHHs1 noB’sA3aH1 3 poOOTOI0, sIKa JO3BOJIEHA KopucTyBauyeBl. Hampu-
KJIaJl, IHCIIEKTOP BIAJIUTY KaJpiB MOKE MaTH JOCTYH JO BIJOMOCTI O 3apIijiaTi B
NIEBHOMY BY3JI1 MEPEXI, ajie HE MOXE 3MIHIOBATHU 3HAYCHb BUILIAT. Y MOPIBHIHHI 3
poOOTOI0 KOPUCTYyBaya 3a OJHUM KOMIT FOTEPOM, Taki OOMEXKEHHS IIsJIbHOCTI B
cepenoBuilii JIOM HaOyBaroTh KPUTHYHE 3HAYEHHS, TaK SIK ICHY€ BEJUKA MOTEH-
L1iHa MOXJIMBICTh TOTO, 1110 HEABTOPU30BAHA CTOPOHA BUSBUTHCS 3JaTHOIO 3HAMl-
TH IUISX 10 (aiity.

[Topsimoxk mii:

- TIEPEKOHATHCSI, IO BIACHUK JAHUX JUTSI KOXKHOTO (hailly BCTAaHOBUB MpaBa
JUSTBHOCTI KOXKHOTO KOpHCTyBada a00 KJacy KOPUCTYBadiB, 110 MalOTh aBTOPH-
30BaHUM JOCTYII,

- IEPEKOHATHCS, [0 MPUBLIET ABTOPU30BAHOI AISIBHOCTI BiJIMOBIJAIOTH IO~
TOYHUM BUPOOHWYUM MOTpedaM. OgHUM 13 CIOCOOIB € MEepioAuYHe OTPUMAaHHS
BiJl BJaCHMKA JaHWX CUTHAIIy MPO 3aKiHUeHHs mnpuBuieiB. Lle cmix pobutH, mro-

HaliMeHIIIe, OJIMH pa3 Ha PiK I KoxHOoro (aiiin-ceprepa JIOM.

KoHTposib0BaHA AaKTHUBHICTH HA PiBHI 3anuciB
Bcepenuni daitny, 3anucanoro Ha qucky (daitn-cepsepa JIOM, MoxHa 3Haii-
TH pi3HI HaOOpW 3amuciB. 3anuc — CYKYIHICTh JaHUX. 3a3BUYail 3allucu
30epiratoThcs K 0a3u abo JOKyMEHTH. bazosuil 3anuc — 1€ JOKYMEHT, SKUN
MOB’sI3aHUM 3 MMaNepOBUM JOKYMEHTOM. BiH Moke MaTu 0JJHy a00 KiJIbKa CTOPIHOK

JaHUX, 10 PO3MIMIYIOTHCS K TEKCT, Tabnuill, rpadika abo ix



koMOiHariss. OauH ab0 IeKiIbKa TOKYMEHTIB MOXKYTh OyTH 30epekeHi B daiini 6azu
TaHHX.

JIns MiHIMaJIbHUX LUJICH 3aXUCTYy CHiJl OOMEXKHUTH JOCTYI J0 CEKIIM daiy,
no1i0HO 70 TOTO, SIK 1€ POOUTHCS Y PI3UIHOMY Mpolieci poOOTH HaJ MUCbMOBUM
JOKyMeHTOM. baxxaHo, 3 ypaxyBaHHSIM KOMIT IOT€PHOI TOTYKHOCTI, 00 MOXHa
OyJI0 TaKOX BU3HAYATH J03BUI MPU 3BEPHEHHI J0 BKJIAJICHUX PO3JIUIIB 1 3aIUCIB.
Taxum ymHOM, JOTiYHMIA HOCIH (paiiniB Mir Ou OyTH BIAKPUTUM JJISl 3arajibHOTO
JOCTYITy, aje, BCTAHOBJIIOIOUM OOMEKEHHsI, 3aCHOBaH1 Ha ayTeHTU(IKaIli KOpH-
CTyBaua, MOKHa OyJi0 O BIAKUAATH TOCTYII 10 OKPEMHX 3aMUCiB 200 JOKYMEHTIB. Y
0aratbox BUTAJKaX 1€ OaKaHO.

KonTposroBanuii 10CTyI 10 MepeKeBOro Tpagiky

YV sunaodkax, xonu mepesicesuti mpagik nosuHer Oymu 3axuujerull, wugppy-
BaHHs € €OUHUM egekmueHum 3acooom saxucmy. lllugposana inghopmayis —
NOmMIiK OAHUX, SIKULL KOOYEMBCS 3 OONOMO20I0 NPOXOONCEHHS Uepe3 CKIAOHUU al-
eopumm, wo eupodse nenosmopiosanuti wiugp. Llugpysanns 3azeuuati 6ukomny-

EMbCS ABMOMAMUYHO KOMN TOMEPHUMU anapamuumu npucmposmu. Y AesTKHX
BUIAJIKaX MU(PyBaHHS MOXKE BUKOHYBATHCSA 32 JIOTIOMOTOI0 CEPBICHOI MTPOTrpamu.

CporonHi psii cucteM MU pyBaHHS 3aCHOBAaHUM Ha aJITOPUTMI IIH(PPYBaHHS
nauaux AES (Rijndael). Binbin mepcrnekTuBHA METOAMKA /11 MEPEIKEBUX JOJATKIB
— cuctema mudpyBaHHS 3 BIAKpUTUMHU Kitouamu. Kpumnrocucrema 3 BIAKPUTHUM
KJIFOYEM BHUKOPUCTOBYE BIACTHBOCTI BEIMKUX MPOCTHX YHUCEN, 100 J03BOJUTH
KOXXHOMY KOPHUCTYBaye€Bl BBECTHU KIJIOY, MOTIM po3mudpyBaTH abo AEKOAYBaTH
BX1JIHI TIOBIJJOMJICHHSI, BAKOPUCTOBYIOUU JIpYTuM, cekpeTHuit kimou. Cepen nepe-
Bar Takoi CUCTEMM — 3JIaTHICTh MiAMUCATH MOBIIOMJEHHS (TOOTO JOBECTH 17CH-
TUYHICTh aBTOpa a00 CIPaBKHICTh TEKCTY) 1 YCYHEHHS OOTSXKIMBUX BUMOT MO0
PO3MOJILTY KITFOUIB.

[Topsimox mii:

- pO3yMiTH Tipoliec IMUQPYBaHHS, IOCTYNMHUN Ha Ballii JOKalIbHIA 00-
YUCITIOBANIbHIA MEpeXki, a00 BCTAaHOBUTHU MporpamHe 3abe3mnedeHHs, abo o0an-
HaHHS 7Tl U(pyBaHHS;

- BU3HAYMTH BaX/IMBI / pU3MKOBaHI omepallii Mepex mianpueMcTBa. Exo-
HOMHO 3aCTOCOBYBATH IIM(pyBaHHS B MOTpiOHOMY BHUMaaKy. BunaakoBe Baxiu-

BE BUPOOHMYE MOBIIOMJICHHSI MOKE BBa)KaTHCS B O€3Ielll, SKI0 BOHO 3MIIlIaHe 3



1HIIMM TpadikoM. AJie SKIIO BaXJIMBI MOBIOMJICHHS YacTO 3yCTPIYarOThCs B Ja-
HOMY JIaHLIIOTY Mepexi, To MH(PYIOTh 1eH JTaHIIIOT.

BceranoBiienns: egpekTHBHOI ifeHTHdIKaNil Ta ayTeHTHPIKALIT

Piwenns nonseae 6 euxopucmanui ioenmugikamopis,  AKUX 3acmocos8yemo-
cs lepapxiyHuil nioxio, [ sAKi no8 s3aHi 3 KOHKpemHuM niopo3oiiom. Po3risHemMo
MepexeBe 1M’sl, K€ CKJIQJIA€ThCS 3 TPhOX YACTHH: 00’ €KT, MiaApo3au1 (abo 1HIIUN
opraHizalliifHui piBeHb) 1 KpaiHa. IM's kopuctyBadya Moryio 0 OyTH HACTyImHUM
“Bacuip [letpenko / BupoOuuiirBo / Ykpaina”. Ciia 3BepHYTH yBary, IO JTaHa
npobiiemMa € OUIBII CKJIAJIHOI0, HIK TPAAUIINHUN 1IeHTU(]IKATOp, SIKUH BUKOpPHUC-
TOBYETBHCS JIJI JIOCTYNY /10 OJMHOYHOI0, aBTOHOMHOTO KOMIT' t0Tepa. 3 MOTEHIlia-
jaoMm mist 10000 imen 1 1000 monoskeHb, 1 3 MOXKJIMBOI HAsIBHICTIO JEKUILKOX B.
[leTpenkiB, rapaHTisi YHIKQIbHUX 1I€HTU(PIKATOPIB BUMarae rianyBaHHs. Toil e
caMui MIJIX1J MOKE€ BUKOPHCTOBYBATHUCS MJIA IHIIMX OO0’ €KTIB, HAPUKIAA, MpU
BUKOPHUCTaHHI Ti€i )k camoi opranizarlii 1 kpainu: “IIpunt-cepsep 2 / Bupoouwuir-
Bo / Ykpaina”. lle#t Tun ineHtudikaTopa Haraaye cxemy ajapecaili B MEpexi 1 J10-
3BOJISIE€ MTPOBECTH IIBUJIKUI, €PEKTUBHUI MOLIYK Ta 1A€HTU(IKALIIO.

Aymenmudgbikayis 8iOHOCUmMbCsE 00 008€0eHHsT HeOOXIOHOI MOMOICHOCHIL.
Xoua naponv — HaumMunogiwiull po3nizHABAIbHUL 3HAK, NPOMe BGiH MAE HeOOJIKU.
binvw 0ocmosipna aymenmupixkayin 6xno4ae 8UKOPUCMAHHA DIZUYHUX XAPAK-
mepucmuk abo bioMempuyHUX OAHUX, MAKUX sK 8I0OUMKU NAIbYIS, 20]10C, CKAH)-
BAHHSL CIMKIBKU, SIKI He MOJMCYMb OYymMu 3MIHEeHI 1, 3 6eIUKOK0 00CMOBIPHICMIO, VHi-
kanvui. Kpammmu € TakoK CHUCTEMH “‘3aluT-BIANOBIAL’, SIK1 3aCHOBaHI Ha 3HaHHI
KOPUCTYBaueM MPOIEAYPH TOCTYyMy, 1 (i3WUHI po3Mi3HABAIBHI 3HAKH, TaKi SK KH-
IIEHBKOBI F'€HEPaTOPH KOAY, K1 CKOOPJIMHOBAHI 3 LICHTPOM O€3MEKH MEPEXKI.

AJre OLIBIIICTh MEPEXKEBUX CHCTEM HA JIaHUW Yac MPOJOBKYIOTh BUKOPHCTO-
ByBaTW MapoJbHY ayTeHTU(]IKaIl0, OCKUIKM BOHA TpocTimie 1 gemieniie. [lpu
BUKOPHUCTaHHI MapoJiiB, CJiJI MEPEKOHATH KOPUCTYBadiB J0Ope MOTPUMYBATHUCS
mucuuruiiHd. ChOTOoJHI MaiKe BCl HEaBTOPU30BaHI MPOHUKHEHHS B MEPEKEeBl
KOMIT FOT€pHI CUCTEMH MOXOSTh BiJ HEA0ATOCTI B IPOEKTyBaHHI (a0 peaizairii)
CUCTEMH, BKJIIIOYHO 3 TTOMUJIKAMH KOPHCTYBadiB, a00 HEXTYBaHHSI MApPOJILHOIO JIH-
CIUIUIiHO. J{71s po3yMHOI e(heKTUBHOCTI Maposi MOBUHHI CKJIAJaTHCS HE MEHIIIES

HDXK 3 IIECTH CUMBOJIIB, HE OYTH JIETKO BrajyBaHi 1 3MIHIOBaTHCS HE piflie, HIX



koxHI 90 qHiB. YnM nmoBIe maposb, TUM OUTbINE CKIIATHOIIIB JIJIs 3TOBMHUCHUKA,
11100 1oro Bragat ado OOYUCIIUTH.

KoHcTpykiisa maposist mpsiMo BIUIMBa€ Ha O€3MEUHUN 4ac, MPOTITOM SKOTO
KOPUCTYBa4 MOXE BIJUyBaTH OE3MEKYy BiJ IMEpPEXOIUToBava, SKUH HaMarae€TbCs
Brajgatd (abo OOYMCIMTH) Mapojib. SIK TPUKIAL MOXHA CTBEP/KYyBaTH, IO
30UIBIICHHS TOBKMHU TapoJjisi TUIBKM HAa OJIMH CHUMBOJ IOMITHO 301IblIye 0e3-
MEYHUN dYac: SKIIO OYIKYBaHWH O€3MeYHWil Yac sl TPEXCIMBOJBHOTO IapOJIs
CTAHOBUTH OJIM3BKO TPHbOX MICSAIIB, OE3MEUHUN Yac A Mapojisi 3 YOTHPbOX
CUMBOJIIB CTAHOBUTH CIMIECST BICIM MICSIIIB.

Tak camo BaximBa Qopma mapons. KopuctyBau moBuHeH OyTH B 3MO31
BIIEBHEHHO MOT0 1Mam’atat (1 He BITUyBaTH HE3PYYHOCTEH BiJl HEMOKIIMBOCTI HOTO
3aMuCyBaTH), ajie apoJib TAKOK MIOBHHEH OyTH JTy’Ke CKJIQJHUM JJIs Braly- BaHHS
iHImMMU. TenedoHHUI HOMEp MIKIIbHOI MOAPYTH ad0 Ha3Ba BYJIULI — MpU- KIAAH
npaBWIBHUX (PopM.

KoHTposboBaHMi 10CTYII 10 MepexeBol iIHGpacTPpyKTypH

o ybo2o niopo3oiny 062060p108ABCs N02IUHUL ADO eIeKMPOHHUL OOCMYN 00
cucmemu, ane ciio makoxc 0bamu npo QizuuHy 6eznexy oocmyny 0o iHgpacmpy-
Kmypu mepedxci. Bona exniouae yenmpu 38 3Ky, YeHmpu Oauux, mepedicesi cepge-
pu i KomyHikayiuni ceimyu. Bci pecypcu JIOM nosunni esasxcamucs npugiieuosa-
HUMU, MOOMO 8UNAOKOBI KOPUCMYBAUl He NOBUHHI OMPUMY8amu 00381 HA 00C- MYN
abo maninynayiro cepsepamu JIOM. Epexmusnuii ¢hizuunuti Konmpoiv 0oc- myny 8
ogici € miHimanbHo eumo2oro. Kimnamu, wo micmams mepexicesi KOHM- POabHI
8Y3/U, MAKI 5K 00NIKOGI, KOMYHIKAYIUHI ma @aii-cepsepu, NOBUHHI CMPO- 20
KOHMpOoaoeamucs i cnocmepieamucs. Jlocmyn nogunen 00mexncysamucs 0co- bamu,
SAKI (hOPMATILHO YNOBHOBANCEHT AOMIHICIMPAMOPOM MEPEHCI.

MepexeBuM ab0 CUCTEMHUM aJMIHICTpaTOpaM HEOOX1IHHUI MPpUBLIECHOBAaHUN
JIOCTYN 3 METOI0 CcyrnpoBoAy cuctemu. Lli mpuBuiei moBuHHI OyTH BH3HAuYCHI Ha
piBHI, SIKM JJO3BOJISIE TOUHO KOHTPOJIFOBATH, XTO 1 110 MOXe pobutn. Hampukian,
CUCTEMHUH aJMIHICTPATOP MOBUHEH OyTH OOMEXEHHI MPUBLIECIMU, HEOOX1THUMU
JUUI. BAKOHAHHS 3alIPOIIOHOBAHUX 3aBJaHb 1 He OulbIe. AJQMiHICTpaTOp, BIJIIOBI-
JaTBHUM 32 apXiByBaHHS (paililiB, HAMPUKIIAJ, HE TIOBUHEH MATU MPUBLIEH JOCTY-

1y 10 00JI11KOBOTO cepBepa abo KoMyHiKaliitHuM ciryx6am JIOM.



CTtporo kaxxy4, MmiJKII0YeH] TPUHTEPH TaKOK MaloOTh repedyBaTu B Oe3melli.
BaprticTb 1 mOpsSAOK JOTIYHUX YAaCTUH CUCTEMHU 3BOJISATHCS HaHIBEIb, SKIIO BUIA]-
KOBHH BiJ[BITyBa4 MOKE PO3IJISIIATA CEKPETHY 1H(POPMAIIiF0, 0 KOHTPOIIOETHCS Y
IHIIMX YacTHUHAX CUCTeMH. PeKOMEHIy€eThCs BUKOPUCTAHHS 3aMKHYTUX MpUiiMa-
4iB 200 4yepr Ha JAPYK, KOHTPOJIHLOBAHUX MapOISIMHU.

Ha nesxux JIOM mocBigueHi KOPUCTyBadl, 1[0 MalOTh (PI3UYHUN TOCTYH 10
MEpEeKEeBUX OOJIIKOBUX CEPBEPIB, MOXKYTh 3MIHUTH ayTeHTH(IKATOp 1, TAKUM YH-
HOM, BHJIal0uu cebe 3a CIpaBKHBOTO KOPUCTyBada, MaTU JOCTYH JO0 3aXHILIEHUX
daiiniB nuporo kopuctyBada. Ciiji yBaXKHO CTEXHUTH 3a CKaCyBaHHSIM TpaB (i3uy-
HOTO JOCTYNY 1 JIOTIYHOI ayTeHTU(IKalli NPy NepexoAl mpaliBHUKAa Ha 1HIIY po-
00Ty a00 3BUIBHEHHS 3 NIANPUEMCTBA.

[Topsimox mii:

- IJIJaHYBAaTH 3acCO0M MIATPUMKH MEPEXl 3 YpaxXyBaHHSIM BHUMOI O€3MEKH Ta
cepBicHOro oo0cimyroByBaHHsA. JIOM He mMoxke OyTH MPOCTO J0JIaHa, MOJIOHO KJia-
Biatypi abo aucruiero. [loTpiOHa cepiio3Ha ajgmiHICTpaTHUBHA MIATPUMKA, TakKa sIK
NEPCOHAJ 1 IPUMILLIEHHS 3 KOHTPOIIApyEMHUM JOCTYIIOM.

- OpraHi3yBaTH JIOTIYHUHN JOCTYH 0 MEpPEXEeBUX MPUCTPOiB. Takuit moctym
MoO3ke OyTH 13 camMoi Mepexi — aBTOPU30BAaHUMH a00 MEHII BaKJIMBUMU KOPHUCTY-
BayaMu, a0o yepe3 TenedoHHuM 3B’s130K. HenmpaBuibHe MiAKIIOYEHHS 10 Mepexe-
BUX CEpBEpiB a00 TEPMIHAIBHUX MPUCTPOIB JJIsI KOPUCTYyBaya MOXKE 3aBJIaTU Cep-
1o3Ho1 mkoau oociyroByBanHs JIOM ta ii HaaIHHOCTI.

CyBopa MepexxeBa KOH(]Irypaliiiina mojiTuka HeoOXiaHa i KOHTPOJIO J10-
3BOJICHUX BHJIIB 30BHIIITHHOTO IOCTYITY. 3arajioM, Oyab-sIKe MiIKJIFOUESHHS 330BH1]I0
MEpexXi MiANpUEMCTBA Mae OyTH OOMEXEHUM, BUXOIAYM 3 (PYHKI[IOHAJIBHOI
JUSITBHOCTI 1 IEBHOT MEPEKEBOT aJ[pecu KOpUCTyBayva.

3axuCT Bil HEABTOPU30BAHUX MOJAEMHHUX 3’ €IHAHD

3azanvnooocmynna menegonna mepedxca € 20mosuUM, 3PYUHUM 1 Oeulesum
Ccnocobom 01 Heasmopus08aHux ocib cnpobysamu ompumamu O00CmMyn 00
Komn 'tomepie i Komn tomepHux mepedic. Bce, wo nompiono, ye — mepmiHaivHull
npucmpii, mooem i, 36unaiino, menepon. bacamo JIOM ons 3pyunocmi nponouye
3’€OHaHHs no menepony.

3axucm 6i0 Heagmopuzoeanux aboHeHmi8, AKi NPASHYMb OMPUMAMU OOCMYN
00 KoMn'tomepa, a nomim 00 Mepedxci, 3a1eHCUmy 8i0 KOHMPOJIbHO20 NPUCHPOIO



nopmy. Ha nux uacmo nocunaromucs, ik Ha npucmpoi 360pomHo20 36 s3Ky, nioK-
pecnioouu yum o0Hy 3 ixnix eracmusocmeti. Hanpukman, HamionansHe Oropo
crarnaptiB CIIIA BcTaHOBHIIO IIICTh TUMIB KOHTPOJIBHOTO 00IaJHAHHS TOPTIB.

Oonocmopouui  npucmpoi  3a0e3MeYyloTh KOHTPOJb TIIbKH 3  OOKY
KoMIT 1oTepa (abo Mepexi) 1 MatoTh Taki PI3HOBUIH.

1. TlpucTpoi 3aXKCTy XOCT-MOPTY, MOMIIIIEHI MI>K XOCTOM 1 MOJIEMOM a0OMIXK
MoaeMOM 1 TesiepoHoM. BoHU MICTATH TaOIHUIIO TTAPOJIIB 1 MOXKYTh IIPUXOBY- BaTU
ab0 MacKyBaTH XOCT, HaJJal0YH yHIKaIbHE 300pakeHHS eKpaHy a0o0 BIIOBI- JAI0UH
Tak, 10 a0OHEHT HE MOJXKE 3'ACyBaTH, NMPUCYTHIM KoMIT'toTep Ha JiHii uuHi. Li
MPUCTPOi MOXKYTh CUTHAIII3yBaTH OMEpaTopy Mpo araky. BoHu He 3'€HY- IOThCS
CaMOCTIIHO 3 aDOHEHTOM.

2. 3axuIieHi MOJEMH, KOHTPOJIbOBaH1 MapoJIIMH, SKi SBJISIOTH COOOI MO-
J€MU 3 TJIBUIICHAMH BJIACTUBOCTSMH, OCHAIEHI TPUCTPOSIMHU 11 BUKOHAHHS
3BOPOTHOTO 3B’A3KY 3 @0OHEHTOM MICIS IPUIOMY HapoJis.

Jleocmoponni npucmpoi, B IKUX arnapatHuil 0JJOK BCTAHOBJICHUHN Ha 000X Ki-
HISIX JIiHIT (a00HEeHTa 1 XocTa/Mepexki), MatoTh TaKi PI3HOBUIU.

1. Cucremu ineHtudikailii, B SKMX aOOHCHT IMOBUHEH MPEJCTaBUTH arapar-
HUW K04 a00 MOPTATUBHUI MPUCTPIN I TeHepalii ayTeHTU(DIKAIHHOTO KOy,
TaKUM YMHOM, 3aBEPIIYIOYH 3’ €THAHHS.

2. TepmiHaibHi ayTeHTUDIKAIIIHI TPUCTPOI, K BUKOPUCTOBYIOTh JTOJIATKO-
BUW TIPUCTPii, BOyJOBaHUI B TepMiHaJ, ab0 MIAKIIOYEHUN IO TepMiHATy, 00
ayTeHTU(]iKyBaTH el npucTpiil 1t xocta. Lls ayTeHTidikamis Moxxe BUKOPUCTO-
BYBaTHUCA JJIs1 OOMEKEHHS KOPUCTyBava MEBHUMHU TEPMiHATAMH.

3. JliniitH1 mmdpyBaibHI TPUCTPOI, IO 3aMo0IraloTh HEABTOPHU30BAHOMY
Tpadiky 1, OTXKE, JOCTYIy, OCKUIbKA HEaBTOPU30BaHUM A0OHEHT HE Ma€ KIoYa
JUTSI BIATIPABKY MPaBUILHUX (GOPM JTaHUX.

4. TTpuctpoi ayreHTrdikarlii JaHUX 1 MOBIIOMJIEHB, 3a3BHYall MAIOYUX MICIIE
B €JICKTPOHHHUX CHUCTEMAX Iepeayl MIaTexiB, Kl BAKOPUCTOBYIOTh €JIEKTPOHHUN
nudposuit manuc. lle Bumarae B3aeMHoi ayTeHTHdIKAI] BiANPAaBHUKA Ta OJEp-
KyBauda.

3acmocysants KOHMPOIbHUX NPUCPOI8 nopmy, 6 OIlCHOCMI, € OONOBHEH-
HAM 00 [HUWUX PIBHI6 Oe3neKu 8iice 32a0anum 8 yvbomy po3oini. Iloeunen 6ymu jo-
KAIbHO 8CMAHOGICHULL OCHOBHULL Mepedcesull | hatliosuil KOHMpPOIb, KU NOBU-

HEH ynpaejisimucs HAJ1eNCHUM YUHOM.



[Topsimok Jiid:

1. BcraHOBHTH, SIK Ma€ YNPaBIATHCS Mepexa. biibiiicTe BUpOOHUYNX MPO-
rpam JIOM Bumarae HasBHOCTI CIELIAJBLHOTO MEPCOHAY aJAMIHICTPaTUBHOI
CIy>)kOM  1Insl  MIATPUMKHA  KOHTPOJIIO  JIOCTYMY, BCTAHOBJIGHHS PaxyHKIB
KOPHCTYBauiB, apXiByBaHHS (aiIiB 1 T.1I.

2. OOMexuTH 4ruciio ocid, SKi MaroTh OCOOIMBI MPHUBLIET B Mepexi. Ycra-
HOBUTH KEPIBHUI KOHTPOJIb HaJ II€I0 aBTOPU3AITIEIO.

3. BcTtanoButu npuBiiei Ha JOCUTHh TPaHYJILOBAHOMY PIBHI Tak, 1100 MOXKHA
OyJo oTpuMaTu peanbHui KOHTPOdb. OIWH CHCTEMHHUI aJMIHICTpATOp HE MOBH-
HEH BUKOHYBATH BCl J1i, BIANOBIAAJIbHICTh TOBUHHA OYTH PO3MOALIEHA BCEPEINHI
nepconainy. JlocTynm 10 KpUTHYHUX OO’ €KTIB MEPEki MOBUHEH OyTH TakuM, 1100
aTaka Ha HalBaXJIMBILI (DA MOTJIa MAaTH MICLE TUIBKU B PE3yJbTaTl 3MOBH.

4. BuzHauuty, 4yu OyJie KOPUCHUM B JaHIi CUTyalli KOHTPOJbHHUM MPUCTPIi
TOPTY.

5. IliazrotyBarucs 10 CUTyalli 3 MiABUIIEHUM PU3UKOM, KOJIH 0COOH, SIK1 00-
CIIyTOBYIOTh MEPEKY, MOKYTh OYTH BIJICYTHIMHU.

KoHTpoJub HaJ pO3MOBCIOKEHHAM I BATOKOM iH(opMauil

[ToTy>XHICTh Cy4acHUX MEpeX 1 MPUYWHA, 3a K BOHU BUKOPUCTOBYIOTHCS,
o0 OTpUMaTH MaKCHUMaJlbHY BUTOJY BiJl BKJIAJCHHS B KOMII IOTEPHI PECypCH,
MoJIsira€e B 3/IaTHOCTI MIBUJIKOT nepenayl iHdopmarii. [le Takox npencrasisie nmpo-
onemy Oesnexu. Mepexesa iHbopmallisi, oTpuMana 3 6a3u JaHuX a0o0 TMocaHa 1Mo
€JIEKTPOHHIM TOIITI, MOXE JIETKO BUWUTH 3-T11 KOHTPOJt0. BoHa MOke TOMMUIIKOBO
BUSIBUTHUCS B TIOIITOBIN CKPUHBIN 1HIIOT 0coOH, a0 Moke OyTu 3i10paHa, Ha Tep-
U TIOTJISAJT, 3 HEIIKIIJMBUX OITIB JaHUX B KPUTHYHO HebOesneuHy iHdopMmariito,
KOTpa pO3KpHBaE BUPOOHUYI TJIaHU, CTPATET1i pUHKY a00 O13HEC-TUIaHH.

Icnyroms mpu winsaxu eumoxy ingpopmayii. Ilo-nepwe, inghopmayis modice 3a-
JUWUMUCS HE3AXUWEHOI0 68 DIZHUX MICYIX Mepexci (mepedxc), wo 00380.J5€
YIKABOMY KOpUCM)Y8A4e8l, HABMUCHOM) 3TOMUUKY AOO NPOMUCTIOB0MY UWINUSYHOBI
30upamu ingopmayiro. HaBiTh Maloyum BIIHOCHO HU3BKUH pIBEHb JOCTYILY,
KOPHUCTYBa4l MOXKYTh OyTH B 3MO031 MEPEBIPSATH COTHI MICIIb B MEPEXKI, K1 MICTATDH
1H(popMmarito.

Ilo-0pyze, adpeca npuznayeHus Moice MICIMUmMU NOMUIKY, 8 pe3yIbmamiakoi
iHhopmayis 6yoe Haldicrana nomurkosoco yuacruxy. llle Oimbiny HeOe3neKy



CTaHOBJISITh CIKMCKH PO3CUJIKH, TOMY IO peaibHI OTPUMYBaul € BiTHOCHO HEBH-
IUMUMU. Y 0araThoX BUMakax y kopuctyBadiB JIOM Hemae BIIEBHEHOCTI B TO- MY,
0 WICHU CTHCKY PO3CHJIKH BIAMOBIMAIOTH MMOTOYHIM BUPOOHUYIN CUTYAITIT; HesKi
YJIEHH MOXYTh HaXOJUTUCS 32 MEKaMH MepeKi a00 HaBITh 1103 MiANPUEM- CTBOM.

Ilo-mpeme, cnabkuii KOHMPObL KepieHUYmMEa ModHce O00380JUMU BUKOPUC-
mamnHs mepedici Heioenmugikosanum 06 'ekmam. IlpuxknaaoMm MOXyTb OyTH Tak
3BaHI I'OCThOBI PaxyHKH, SIKi BUKOPHUCTOBYIOTBCS JJISI IEMOHCTpaIlii abo sl iH-
KX [iIed. Ko BUpoOHHUUl 111l BUMIPAaBIOBYIOTH BUkopucTanus JIOM ctopon-
HIMH 0COOaMH, MIAMPUEMCTBO MOBUHHO BCTAHOBUTH €()EKTHBHHUIN aBTOpU3AIliii-
HUM Ta 11eHTUdIKaIiiHUN KOHTPOJIb JJIsl TOAI0HMX BUmaakiB. Hampukian, iieH-
TH(]IKATOp TOCTS MOBUHEH SIBHO IMOKA3yBaTH CIIOHCOPA, MOYKIIUBO, TAKUM YHHOM:
“T'ictb / CrioHcop: lomen: Mepexa”.

Ilopsook oili.

1. Bemanosumu npoyedypu 051 po3nooiny 0cooauo 8adciusoi ingpopmayii.
Chucku po3cunku, 8 3a2aibHoMy UNAOKy, He NOBUHHI GUKOPUCTIOBY8AMUCH.

2. Bumaeamu, wo6 koocen xopucmysau 0ye ioenmughixosanuti ax Qizuuna
ocoba. IHwumu crosamu, 3pooumu 6HUM, WOO KOJNCHY KOHKPEMmH)Y O0il0 8 Mepedici

MOdHCHA Y10 6 npocmedcumu axc 00 KOHKPEemHo20 CHiBpOOIMHUKA.



5.XAPAKTEPUCTHUKA CTAHJAPTIB I3 3ABE3IIEUEHHS
THO®OPMAIIMHOI BE3IIEKA

Ham gac — mepion ckentuiusmy. OcoOJMBO 1€ BIIHOCHUTBCS 10 O€3IEKH,
OCKLUIBbKHM 0arato 3axofiB 3 Oe3MeKu BU3WBAIOTH y JIOJCH J0Caay 1 34al0ThCs 3aii-
BumH. 11106 mo36aBuTHCcs Bif MOAIOHUX CYMHIBIB, Tpeba motpumyBatucs [IpaBwr
Oe3rneku abo CTaHAapTiB. 3pO3yMiJIo, IO Taki CTaHAAPTHU MarOTh OyTH 3aCHOBaHI
Ha TIEPEKOHJIMBUX KEPIBHUX BKa3iBKax (IMOJITHIN), CIIPHUSIOYN CTBOPEHHIO POOO-
4Oro cepeIoBUIIIA MiANMPUEMCTBA.

He mae 3nauenus me, wo na nionpuemcmei 3 memoro Ib 3acmocosyromucs
NPAMI PO3NOPAONCEHHS KEPIBHUYMEA ma cucmemu QizuyHoi i 102iunoi beznexu. Bio
Yb0o2o OyOe Mano KOpucmi 00 mux nip, NOKu cni@pOOIMHUKU He NePEeKOHA- IOMbCA,
WO Npasuna € 00OpeyuHUMU i eqheKmuHUMU.

5.1. Xapakrepuctuka e)eKTUBHMX CTAHAAPTIB 3 0e3MeKH

Xopourl cTaHAapTH 3 0E€3MEKH MAIOTh MEBHI XapaKTEPUCTUKHU HE3AJIEKHO BiJ
TOT0, JI€ BOHU 3aCTOCOBYIOThCA. Cmandapmu maroms Oymu:

- nogHUMU. BoHu noeunni exnouamu éci obcmasunu i cumyayii, sKi 8100y8a-
IOMbCA NIO YAC 36UYANIHUX BUPOOHUYUX Onepayill.

- docmynuHumu. Bonu nosunni 6ymu npeocmasieHi cniepoOimHuKam, sik mo-
musamop i 0vicepeso 0emaibHoi inopmayii.

- xopuchumu. Cmanoapmu NOBUHHI NEPEKOHIUBO 00BOOUMU, U0 BOHU Od-
10Mb BHECOK 8 BUKOHAHHS MPYO0BUX 0008 '83Ki6 Cni8pOOIMHUKIE 8 NOBHOM) 00CS- 3i.

- y32000iceHuUMuU. Bumoeu 3axucmy nounni 6ymu y200dceHumMu 3a pizHUMU
suoamu JisNbHOCMI NIONPUEMCMBA MA 34 PIHUMU Munamu i hopmamu iHgopma-
Yii.

- akmyanvHumu. Xopowi cmaundapmu 3 06e3nexku 6i000Opaxicarvmsv CyYacHy
MexXHON02110 I NPAKMUKY NOMOYHUX BUPOOHUYUX Onepayii.

- npedcmasnenumu 8 pizHux ¢popmax. BoHu MoBUHHI OyTH JOCTYMHI B PI3HUX
dopmax Tak, MO0 MOCTINHO MIATPUMYBAIOCS KUBE, JOPEYHE 1 MOTUBOBAHE CIILJI-
KyBaHHS.

PosrnsHemo nokiajHiie, sk MOXKHa 3a0€3MeYUTH 111 XapaKTepPUCTUKU B TIPO-
rpami CTaHIapTiB 3 OE3MeKHu.



CrangapTu MarTh O0yTH NOBHUMH

Cranpapt 3 O€3leKd MOBHMHHI BijoOpa)kaTu BCl CUTYyaIllii Ta 0oOCTaBUHHU, 3
SKUMH MOXHa 3yCTPITUCS B JISUIBHOCTI MIANPUEMCTBA. Po3rissHeMO TUIIOBE TIijT-
MIPUEMCTBO, JI€ BUKOPUCTOBYIOTHCS MEpPEXeBl poOOUl CTaHIIi HA BUPOOHMIITBI, B
GbimigX 1 MeHTpaTbHOMY BiJIUICHHI MIMPUEMCTBA, B TOCTITHAIIBKUX JTaOopaTopi-
X, 1TH)KCHEPHUX IIEHTpaX, B TOPTOBHUX BIJ/iaX, Ha CKJIajgax 1 B OaraThoX I1HIIUX
Mmicisix. CtaHmapTi 3 O€3MeKH MOBUHHI JaBaTH BiAnmoBial Ha mutaHHs: “Io cmin
BUKOHATH, 1100 3aXUCTUTH 1H(POpMAaITito mianpruemMcTna?”’

Lle He o3Hayae, IO CIiJ MyONIKyBaTH OKPEMHM CTaHAAPT HA KOXKHY poOOUy
cutyanito. Tpeba 3a0e3neynTy CTaHJapTaMH Ti BHIIAJIKH, SIKI 3HAYHO BIIPI3HSA-
I0ThCS 32 BUMOTramu 70 0e3neku. OHa 3 MpUYHH MOJISTae B TOMY, 00 CIIPOCTUTH
JOCTYI IO MpaBHJI 3 O€3IMEKH JJiA BCiX mpauiBHUKIB. He MokHa ouikyBaTH, 100
KOXEH CEKpeTap YMTaB MPO pedi, sIKi MPU3HAYAIOTHCS (haxiBILAM, 1 HABIAKU.

MoskHa pO3IJIIHYTH JIBOBUMIPHY MAaTPHIIIO, 110 MPEJCTABIsi€ BUMOTH JI0 TO-
BHOTHU €()EeKTUBHOCTI CTaHJapTiB 3 Oe3neku (Ttada. 5.1). [To oxHii cTOpoHI BiJK-
JaJIeHl OCHOBHI THUITH POOIT, sIKI MOXKYTh BKJIFOUATH POOOTY CEKpEeTapiB 1 KOHTOP-
CHKMX MPALIIBHUKIB, JOCIIIHAN 1 IH)KEHEPHUW NIEPCOHAJ, aAMIHICTpalll0, OyxXrai-
TEpito, MIIAHOBUM BIAALT 1 Tak naji. [1o iHIi cTOpoH1 nepepaxoBaHi BUAM J1sIIb-
HOCTI, MPU3HAYEHI I KOKHOTO Tuity poOit. [lyHkTr maTpuili OyayTh BIIpi3HA-
TUCS JUTS PI3HUX MIANPHEMCTB, ajie cama MaTPHUIS € BaXKIMBOIO, OCKIIBKA J03BO-
nsie 6auuTU 1IHCTPYKIIT 3 O€3MeKH, siKl MOBUHHI OyTH BKJIIOUEHI B CTAaHAAPTH IS

BIIEBHEHOCTI B TXHIil ITOBHOTI.

Taomurg 5.1

Bumozcu 00 noenomu egpekmusnux cmanoapmie 3 de3neku

Ilpouec Iloénoma epexmugnocmi

, , LLngppyBaHHA Ay)Ke BaXkAUBHX
06miH noBiaAOMAEHHAMM Ppy AY

MoBiAOMAEHb
Po6orta 3 parinamu 3axuct naporem
CTBOpPEHHS AOKYMEHTIB He 3actocoByeTbCcA
MapkupoBKa BaxAMBoi iHpopmauii CTBOPEHHS NO3HAYOK

BuKoOpHUCTaHHSA CMIUCKY PO3CHUAKH,

CAMP i TA. He 3acrocoByeTbcA




OcrtatouHo, Hno6Hi cmamOapmu  NOBUHHI  3aOe3nedyumu  HeOOXIOHULL
IHCmpymenmapii 01 KoHmpoar. IHcnekmopu marwmes npaso Ouikysamu, wo
CRIBPOOIMHUKU  000epAHCYIOMbCL  ONYONIKOBAHUX NpAGUN, AKi 0e3nocepeoHbo

noe ’sa3ami 3 ix po6omoro.

CranaapTu MalTh OyTH 1OCTYIIHUMH

Yacmo b6azamo cni8poOimHUKI8 3aA615810Mb, W0 O00CUMb CKIAOHO 3HAUMU
00KyMeHm abo me micye 8 HbOMY, 0e KOHKPEMHO 8KA3AHO, WO 80HU NOBUHHI pO-
oumu 3 6e3neku Ha c80eEMY pobouomy micyi. Lle, 3po3ymino, cnabke eunpagoamms,
ane i 0OHOYACHO CUSHAT OJisl pO3POOHUKIE HOPMAMUBHUX OOKYyMeHnmis. Ompuman-
HSL cmaHoapmis 3 be3aneKku NoBUHHO bymu 6 makiil hopmi i 8 maxuii cnociob, aKui
HAUOLIbW 3pYUHULL 8 pOOOUIL 0OCMAHOB8YL, HATTPUKIIA;

- CTaHJIapTH 3 0€3MeKH MOBUHHI OyTH B 3arajibHOJAOCTYITHOMY (hailiii B Mepexi
JUTSL CTIIBPOOITHUKIB, IO MPAIIOIOTh HA HACTUILHUX POOOYMX CTaHIlsAX abo mep-
COHAJIBLHUX KOMIT'toTepax. s Takux Jroaeil Hal3pydHIlle YMTaTH CTaHIAAPTH 3
Oe3rekn 6e3nocepenbo 3 (aily. SKIIO CTaHAapTH 3alpOINOHOBAaHI TPYIOI0 KO-
pUCTYyBayiB, TO e METO/ PO3MIILIEHHS € HAHOUIbII 3pyYHHM;

- CTaHAapTU 3 O€3MEeKN MOXYTh OyTH OMyOJIIKOBaHI y BUJIaHHI KUIIIEHHKOBO-
ro ¢opmaty 1 BpydeHi Npu IpuU3HauYC€HH] Ha poOoTy. Jltoasim nogodaeThest OpaTu B
pyKu NnpuBadIMBO 0GOPMIIEHY IPYKOBaHY MPOAYKI1t0. MOXIMBO, IO BOHA BiJI-
pasy x OyJe neperisHyTa;

- CTaHJIAPTH 3 0E3MEeKHU MOXKYTh MOIIUPIOBATUCS Yepe3 KEPIBHUIITBO IPYIT a00
MPO3UTIB, HAIPUKIAA, JJIS BCIX 1HXKEHEPIB uepe3 CTapIioro iHkeHepa. Buko-
PUCTOBYIOUM JJIsl IOCTaBKM BEPTHUKAJIb KEPIBHUIITBA (3BEPXY BHHU3), MOKHA 3PO-
OUTH BaXIIMBOIO OYyNb-AKYy 1HCTPYKIlII0. Komu HavyanpHUK Bpydae TUPEKTUBY, Ma-
JOMMOBIPHO, 00 BOHA Bipa3y k Oysa O BIAKUHYTA,

- KO’KEH KEpIBHMK 3 O€3IeKH MOBUHEH MATU JOBIAHUK MiAIPHEMCTBA 3 0€3-
neku. Kimtouem 110 po3yMmiHHSI IOBUHHO OyTH O€3MOcepeHE MOSICHEHHS BUMOT 3
oe3neku. KoopauHaropu Ta KEpiBHUKH 3 O€3MEeKH MOBUHHI OyTH TOTOBI BiJIIOBIC-
TH HA TUTaHHS 200, y BAKKUX BUTAJKAX, 3HAWTH HA HHOTO BIMOBIIb.

Xopoli CTaHAapTd MOBUMHHI OYTH 3aBXIM JOCTYHHI IJIS THUX, XTO XO4e

oTpuMatu iH(popMaIrito.



CranaapTu MalOTh OyTH KOPUMCHMMM i aKTyaJIbHUMHU

Bzarani-to, cmeoprosamu xopucui cmanoapmu neneeko. KOpucHi craniapTu
HE MOXYTh OyTH po3poOjieHI B EHTP1 abo BiAAUI OE3MeKH, CKOpille, BOHU MO-
KyTb OyTH HamucaHi JIOAbMH, SIKI MAIOTh MPAKTUYHUHN JOCBIA Y PI3HUX 00IaCTAX
BUPOOHUYOI AisibHOCTI. CTaHmapTu 3 6€3neKd MOXKYTh OyTH MiATOTOBIIEHI KOMi-
Cl€r0, MO0 MPEACTaBIsAe Pi3HI poOOUl TPyIH, MIAPO3IIIN a00 BHAM ISUIBHOCTI.
Crangapty, sxi Ha 100 BiZCOTKIB KOPEKTHI B 0YaxX BHILOTO KEPIBHHUIITBA abO BU-
HIECTOAIIOTO MEPCOHAITY, MOXKYTh X 3a/I0BOJIBHSTH, ajle€ 3 IbOI'0 HE BUILIUBAE, IO
BECh MEPCOHAI MIANPUEMCTBA Oye TOTPUMYBATHUCS 1X aBTOMATUYHO.

Xopollli CTaHJapTH y3arajbHIOIOTh BECh NMO3UTUBHUN JOCBiJ, HAKOIMMYEHUN
Ha nignpueMctBl. Hanpukmnan, nesiki KepIBHUKYA MOXKYTh BBAKATH, 110 MapOJIICILL
MIHATH KOKHI 30 1HIB, ajie SIKIIO I[f0 BUMOTY IHIII TPYNU BBAXKATUMYTh He-
0OrpyHTOBaHOIO, TO Kpallle MPUINHATH KOMIIPOMICHE PIlIEHHS — KOXH1 60 JHIB, HIXK
BUMOTY, sIka HEMHHYYE OyJie I'rHOPYBATHUCS JCSIKUMU FPYIaMHU.

Kopucnuu cmanoapm — ye maxuii cmanoapm, 00 K020 Oinvbuicms Cnigpo-
OIMHUKIB8 8IOHOCUMBCA SIK 00 NPAKMUYHO20 KepieHuymea no pooomi 3 inghopma-
Yi€r, CMeopr8anoi 8 OnepamueHoMy cepedosuiyi abo 0OCMynHow 6 X00i 36l-
YatHol 8UPOOHUYOI OIANbHOCMIT NIONPUEMCMEA.

Kpim Toro crangaptu 3 0e3neKku 3aBKIu MOBUHHI OYTH Y3TODKEHI 3 THIIMMU
KEpIBHUMHU BKa3iBKaMM 1 MPAKTUYHOIO MISUIbHICTIO HignpueMctBa. Cynepedsnsi
THCTPYKIIT a00 mpaBuIiIa, sIKi MalOTh OYEBUJIHI PO301KHOCTI, 3aMICTh €(hEeKTUBHOTO
BIUIMBY Ha CIIBPOOITHUKIB 3/1aTHI 3pyHHYBATH iX IHTEpPEC A0 MPOOJIEMHU 3aXHUCTY
iH(dOopMmarrii.

JloOpe HanucaHi KepiBHI BKa31BKHU (ITOJITHKA) MiANPUEMCTBA HE MOBHHHI I1e-
perisaaTUCs YacTille, HDK pa3 B 5 pokiB. SIKIIO BOHM 4acTO MeperisgaloThes, TO,
MO>KJIMBO, B HUX MIPUCYTHS BEJUKA JOMIIIIKA Mpoleayp abo cTaHmapTiB. 3 1HIIIOTO
OOKy, CTaHAAPTU TOBUHHI PETYJISPHO TEPEriaIaTics 1 OHOBIIOBATUCSA. MiHima-
JTHLHUM UK, 3aCHOBAHUI HAa TUTIOBUX TEXHOJOTTYHUX PO3POOKAX 13aCTOCYBaH- HIX
B ChOT'OJIHIIIHBOT BUPOOHMUIN cepi, BKa3ye Ha MEperiiajl CTaHIapTiB KOXHI J1Ba
poku. Ilpukmamamu nojaTKiB, sK1 3a)kajgaiud 3MiHU CTaHIAPTIB, CIYXKaTh BH-
kopuctanus JIOM, 3aBaHTaKE€HHS JaHUX B MEPCOHATBHUI KOMIT FOTEP, PaIlOXBH-
JLOBE BUIIPOMIHIOBAHHS BiJ AMCIUICIB, a Takox 3actocyBaHHs CAIIP. HoBi Tex-
HOJIOT1i Ta MporpaMu MaiKe 3aBXJIU CIPHUSIIOTh KPUTUIYHOMY OOTOBOPEHHIO CTaH-

JapTiB 3 Oe3MeKu.



AKTyalnbHICTh CTaHJAPTIB 3 O€3MEeKH 03HAYAE, 10 CHIBPOOITHUKY 3HAWIYTH B
HUX BIATNOBIJI HA MUTAHHS MO CY4YacHIM €KOHOMIYHIN MISUIBHOCTI, HOBUM TEXHO-

JIOTISIM 1 BCTAHOBJIEHUM JIOJIATKAM.

CranaapTu MalTh OyTH NpeacTaBJIeHI B pi3HUX (popMmax

Cmanoapmu 3 6e3nexu nosuHHi Oymu onyoaiko8ani 8 OKpemil KHU3I, maxui
K Kepienuymeo 3 besnexu. Konii mooxxcyme Oymu nomiweHi 6 KepiGHUYmeo Hno
onepayitiHuM cucmemam i 6 HACMINbHY KHU2) KepieHuka 3 Oesneku. Aye Korii
CTaHJaPTIB HE MOXYTh OyTH €()eKTUBHUMH JIJISl CEPEAHBOTO CHIBPOOITHUKA 3 IBOX
npudrH. MOXJIUBO, 1110 HOMY HeMa€e HEOOX1THOCTI IEPETIISIaTH 3MICT CTa- HJIapTiB
MOBHICTIO, 1 Y HHOTO HE OyJO CIYIIHOI HAarogu CKOMIIOBAaTH JIMCTH, SIKI HOTro
1ikaBiaATh. KpiM TOTO, AaH1 32 MEXaMu NaTITypKu a00 €JIeKTPOHHOTO (ainy uepes
JIESIKUI 4ac BTPavyarOThCA.

Cmanoapmu 3 6e3nexku ciio nyonikysamu, K OyKiemu, 8 3py4Homy gopma-
mi, HACMITbHOMY ab0 KUWEeHbKOBOMY. Bukiao mamepiany maec oOymu nanpaeienuil
HA KOHKPEeMmHY ayOoumopiro, Hanpukiao, nanka abo aucmiska nio nazeorw ‘“‘Kepis-
HUYymeo 3 be3nexu 0 Kopucmyeauie ogicnux cucmem”. bykieTn abo JUCTIBKU
MOXYTb ITOCTABJISTUCS Pa30M 3 IHCTAJSALIEI0 00JIaJTHAHHS.

VY Benukid oprasizailii 3aciyroByrOTh Ha yBary mepiogudHi myOsikarii, mo
pO3TIISAal0Th HOBI pO3poOKH 3 Oe3neku. BoHM CTUMYIIOIOTH TOTOBHICTH 1 Hara-
IYIOTh CIIBPOOITHUKAM PO cTaHaapTu. [1makaTu, oroJomeHHs] Ta KaHIEIsIPChKe
npuiaaas (Manky 31 CreriaJIbHIMKA HaKJIeHKaMu, JIIHIWKY 3 HallMcaMHM 1 Tak J1aji)
TAKOX € XOPOUIMM 3acO00M HaraJaTv CHiBpOOITHHKAM MPO BAKIUBICTh 3aXUCTY
iH(dOopMmarrii.

EdexTuBH1 cTaHIapTH, M0 MICTATHh BaXJIMBI MMOBIJIOMJICHHS, 3aBXK/IU MTOBUH-
Hi OyTH TIPEICTABJICHI B ICKIJIBKOX PI3HUX (OopMax, JO3BOJIAIOUH CIIBPOOITHHKAM
BUOpATH Ty, siKa HAWOIIBII MIAXOAUTH JI0 CUTYaIIil MO0 3aXUCTy iHhOopMaIIii.

5.2. YcHa opMa po3noBCIOIKEeHHSI MaTepiaJiB 3i craHaapTiB

Mepexa KoopaAHMHATOPIB 3 OE3IMEKU € XOPOITUM CEePEAOBHUIIEM JJIsSI OIIUPEH-
HSl MaTepiaiB 31 cTaHaapTiB. Joau ciayxaroTh piBHUX cO01 OUTbII YBa)KHO, HIXK
Koro-HeOynp 1me. Koopaunatopu 3 6e3neku, Oynyuu CriBpoOITHUKaMU Ha poOo-

YOMY PiBHI, 3HAXOASThCS B UyJOBOMY CTaHi JUJIs MOIIMPEHHS MaTepiaiiB 3 Oe3me-



KM, JIMCTIBOK 1 TUIAKaTiB, 1 MOSICHEHHS CIIBPOOITHUKAM, YOMY TaK BaXKIHMBO IX
y4acTh. SIK TUIBKU 3aXHUCT iH(OpMaIlii cTae MPUUHATHUM Ha MPAKTHUIll OIBIIICTIO
CHIBPOOITHHUKIB, CIIOCTEPEKEHHS 3 OOKY OTOUYIOUHX CTa€ €(PEKTUBHOIO YACTHHOIO
KOHTPOJTIO.

[TinTpumka Oe3meunoi poboTu 3 iH(pOpMaliel0 yciMa CHIBPOOITHUKAMH B
nporieci poboTu B Mepexki ab0 BHUKOPHUCTAHHS 1H(POPMAIIMHUX CHCTEM BUMAarae
BiJl HUX TIJATOTOBKH 1 3aIfikaBieHocTi. CTBOpEHHS BIAMOBIIHOI KOMICii € HallKpa-

IIIUM CITOCOOOM PO3pOOKH 1 IEPIOAMYHOTO TTOHOBJICHHS IIMX CTAH/IAPTIB.



6. PUBUK POBOTU HA TIEPCOHAJIBHOMY KOMIT'IOTEPI

[Tepconanbamii komm'torep (I1K), MOXIHMBO, € HAMOUTBIT 3HAYMMHAM TEXHIY-
HUM JIOCSITHEHHSIM B 1CTOPIi 110 CBOEMY MOTEHIIIITHOMY BIUIUBY Ha eKoHOMIKY. T1K,
a6o, TouHilIe, pi3Hi HOPMH MIKPOKOMII IOTEPIB, JO3BOJSIOTH B OJIHOMY IIpOrpam-
HO-alapaTHOMY MPUCTPOI 3aBaHTAXyBaTH JaHl (OTpUMYBaTH (hailyiv 3 LEHTpab-
HOTO KOMIT'I0T€pa), BUKOHYBATH JIOKaJbHY 0OpOOKY 3a JOIMOMOTOI0 PO3POOICHUX
abo KymiueHuX mporpam, 30epiratu iX, a NOTIM 3HOBY HampaBisaTu (aitmu abo
€JIEMEHTH JaHUX Ha IEeHTpalbHUuM nporecop. Ha monarok, cyuvacna menexkomymi-
Kayitina inghpacmpykmypa i pao ciayaicob 00380.sa10me kopucmysaydesi 11K maiidice
3 00HAKO0B0I0 JlecKicmio nepedasamu IHQDOpMayiro K 8cepeduti 8020 8i00ily,
mak i no 8cbomy ceimy. Bce ye oznauae, wo cnio 3aH080 nepeenaHymu KOHYenyiro
iHopmayitinoi besneKku i pemenbHO CHIAHY8AMU, SIK CI0 3ACMOCO8Y8amu nepco-

HAILHI KOMN Tomepu.

6.1. BusHayeHHs BPa3JIMBHX MiCllb IEPCOHAJBLHOI0 KOMIT'I0Tepa

1IK 6 oghichux xomnanisx marome maxi dxc epaznuei micys, sk IIK y eenuxux
opeanizayiax (Hanpukiao,8 0OUUCTIOBATILHOMY YeHmpi), ale CMYNiHb 3aXUleHoc-
mi 8 HUX MeHWa yepe3 8i0cymuicms 8i00iny beznexu. Ak npasuno, QyHkyii Konm-
pono 3a Ib euxonye oona noouna. Kopucrtysau odicnoro I1K moxxe BukonyBatu
Taki aii.

1. Orpumatu naHi ab6o ¢ailyiv 3 HEeHTPATBLHOTO KOMITIOTepa ado 3 MpHUETHA-
Horo uepe3 JIOM daitn-cepBepa. @aktuuno, [1K moxxHa po3risnatu gk Bigganie-
HUHN TEpMiHAaI.

2. O0poOuTH 1i gaHi, BuKopucToBytoun [13 mianmpuemcTBa (KyruieHe, camoc-
TIHHO BUpPOOJIEHE, BUILHO PO3MOBCIOKYBaHE a00 OTpUMaHE Yepe3 MEPEKy XakKe-
piB). [Iporpamue 3a0e3neueHHs, He BUPOOJICHE 1 HE MEepPEBipeHe Ha MiMPUEMCTBI
BIJIMOBIJTHO A0 MPOUEAYpH cepTUdIKallli, MOBUHHO, B KpaIIOMYy BUIAJKy, BBa)Ka-
THUCS TT1TO3P1ITHM.

3. CpsiMmyBaTH OTpUMaHi Pe3yJIbTaTU B LIEHTPalIbHY 1H(GOpPMAILIIHY cHUCTEMY,
daitn-cepsep JIOM, npunTep, ioTTep ad0 yepe3 Mepexy B OYy/b-sIKE MICIE 3eM-
HOi Kymi. ToOTO icCHY€e peanbHUI MPUBLA U 3aHETIOKOEHHS, HE3aJI€KHO BiJl TOTO,
4y OyJie 3aHECEHUI B KypHaJ 1ei (aiin yu Hi, 1 yu Oyne BiH, PaKTUYHO, OTpUMA-
HUM Ti€r0 abo 1HII0I0 0CO00I0.



4. Kom0OinyBatu pe3ynbTaTd OOpOOKM 3 IHIIMMH (Qailiamu, KOTpi 30epira-
I0ThCSI JIOKaJIbHO, a00 Ha BijjaneHux (aitn-cepBepax JIOM, abo € daiinamu 6a3
JaHUX [EHTpajdbHOro Komi torepa. CTae mie Baxkue 1AeHTU(IKYBaTH JaHi, IO
MarTh MIPUXOBaHI MOMUJIKH, OCKIJILKM BOHHU 3MiIlIaH1 3 1HIIOK, O(IIIHHO CaHKIII-
OHOBaHOIO 1H(OPMAITIEIO.

5. Bigkputu uucneHHi aiim, ki € 3araJlbHUMU JJIsI KOPUCTYBadiB MEpPEexi
a00 I SKMX KOPUCTYyBau Ma€ MMOBHOBA)XKCHHS, BUTATYBATH 1H(OpPMAILIiiO 1 CKJ1aa-
TH KoJieKuii ganux. Jlo THX mip, MOKKU KOHTPOJIb AOCTYIy A0 ¢aiutiB He Oyae mm-
POKO 3aCTOCOBYBATHCS 1 HE cTaHe e()eKTUBHUM, I1KaBl 0COOM MOXKYTh HaIlITOBXY-
BAaTHUCSl HA CEKPETHI 1, MOXKJIMBO, MOTEHILINHO HEOE3IMeUYHl MOEAHAHHS €JIEMECHTIB
1H(popMmarii.

6. He maroun aBTOpM30BaHOrO NMOCTYIy A0 (aitmiB, kopuctyBau 1K moxe
BUSIBUTHCA 3/JATHUM JIOKAJIBHO 3aIyCKATH MPOTPaMH, 10 BUPOOIIAIOTH MapoJi J10-
CTYIly, 1 TAKUM YAHOM BTOPTHYTHCS B KOHTPOJbOBaH1 (aitnu adbo npouecu. Kopu-
ctyBau [IK Mo’ke BUKOHATH CKJIaJIHI MaHIMyJALIl 3 KOHTpoJeM Oe3neku abo 00-
JTypUTH aBTOPU30BAHUX KOPUCTYBauiB, MI00 OTPUMATH MpaBa JOCTYIY, 10 Hale-
KaTh THIIUM.

7. BuxkonyBaTu BCi IpoLECH, NepepaxoBaHl B MONEPEIHIX MyHKTaX, MPaLto-
I0YM BOMa (BUKOPHCTOBYIOUM BIJJIAJICHUI JOCTYN JI0 MEpexki Mo Tenedony), a
TaKOX I Yac BIAPSAHKEHHS a00 MOJOpOoKi (B roTeii, 4yepe3 BiagaJeHUuH JOCTYM
no TtenedoHy, B JiTaky a00 B 3aJli O4iKyBaHHS aeponopTy). HalOuibin cepito3Horo
3arpo30r0 I KoH(iAeHIIHOT 1HpopMallii € JOCTYN JO KOMIT IOTEPHOI CUCTEMU
1o Tenedony.

Po3zrisitHeMo, KOKEH 3 IUX MYHKTIB (IEpelliK He € TOBHUM) 1 TOKaXeMO IS
KOXXHOTO BHUMAJKy KUJIbKa CIIOCO01B, 32 IOMOMOTOI0 SKUX MOXYTb OYTH MOPYIIIEHI
BUMOTH SIKICHOI 1H(OpMaIIii manprueMCcTBa.

Dizuuni 3a2po3u BKIIOYAIOMb. KPAOINHCKY OAHUX HA HOCIAX abo 8cici cucmemu
YIIKOM, 8UNAOKOBe CnocmepedicenHs cekpemnoi ingopmayii na oucnaei IIK; kpa-
OIICKY HAOPYKOBAHUX OOKYMEHMIG | He3aKOHHe BUKOPUCMAHHA Kiagiamypu abo
[HUWUX npucmpoie 66e0eHHs OJisl NPOHUKHEHHS Yyepe3 3acoou KOHmpoio be3nexku 1
T.IL.

lIpoepamno-anapamui 3a2po3u 6KIOUAIOMb: NIOPUE ONEpayiuHoi cucmemu
abo ii ynpaeninHs 3a OONOMO20I0 HE3aKOHHO20 (HeCAHKYIOHOB8AHO20) BUKOPUC-

MAHHA KIABIAMYPHO20 86e0eHH s, niopue cucmemu koumpoaio 1K uepes siooane-



HUtl 0ocmyn abo ii omany, BUKOPUCMOBYIOUU Mepedicese 3 €OHaHH; PO3MIIICHHS
TPOSTHCBKUX KOHEH 1 4acoBUX OOMO, sIKl HaAIUIIUIM pa3oM 3 BUILHUM abo mpuada-
HuM [13; BTpaTy CeKpeTHOCTI JaHUX B pe3yJbTaTi HECAHKI[IOHOBAHOTO HAaBMUCHO-
ro abo BUMAJAKOBOTO Tepersiay GhaiiiiB JaHuX, sIKi MOXYTh Iepe0yBaTh Ha >Kopc-
tkoMy aucky I1K abo na gaitn-cepsepi JIOM. Kpim Toro po3po0OieHi BipycHi mpo-
rpaMu, K1 MOXKYTh ITOJAOPOKYBATH IO MEPEXKI1 B/l OJJHOTO KOMI'TOTEpa J10 1HIIIO- TO,
MONyTHO pyHHyroun (aitnm, abo OTPUMYIOYH YHOpPaBJIIHHS OIEpaliifHOK CHC-
TEMOIO.

Opeanizayiuni 3a2po3u 6KII0YAIOMb. POIKPUMMS OAHUX Yepe3 me, Wo Kopu-
Ccmy8ay, He0OOYIHUBUIU 3HAYEHHS TOKAIbHO CMBOPeHOI ingopmayii, 3a0y8 npoge-
cmu Kiacughikayiro 8ionosioHO 00 CmMaxHOapmie nionpuemcmed i 3abe3nevumu
3axucm, 8MOPSHEHHs 8 KOHMPOIbO8AHi ¢hatiiu abo poboui obracmi uepe3 1e2Ko
82a0y8aHi napoii abo mpusane SUKOPUCMAHHS CIMAPUX NapoJia, siKl BXKe PO3KpH-
Ti; BTpaTy a00 BUSABJICHHS CEKPETHOI 1H(pOpMAIlil Yyepe3 Te, 10 MEPEKEBUIl MPUH-
Tep HEJIOCTATHhO 3axuIleHui, abo kopuctyBaui [IK He 3a0panu abo HE 3aXUCTHIH
HAJPYKOBaHI JOKYMEHTH; BIJICYTHICTh IUIAaHY Ha BUMAJ0K (Popc-MakopHUX 00-
CTaBWH, TaKWX SIK TOKEXKa, KpaJikKa, BTpaTa JaHUX BHACIITOK TEXHIYHUX TTOMH-
JI0K (paitioBOi CUCTEMU Ta 1H.

HoBuii piBeHb pU3UMKYy BHUHHUKAE, KOJIM CHIBPOOITHUKHU MPAIIOIOTh BIOMA 4e-
pe3 MepekeBe 3’€JTHaHHSA 31 CBOIM BIAAUIOM a0o cepBepoM 0a3 nanux. [lopsaok B
[IbOMY BHIMAJKy MailKe IIJIKOM TPYHTYEThCS Ha J0Opid BOJII CIIBPOOITHUKIB CIi-
IyBaTH MPaBUIIbHIA Tpoueaypi. 3yNMHUTU CHIBPOOITHHKA Bij mepenadi maposiB
gyjieHaM cimM’i a00 BijJ BUKOPHCTaHHS HOCIIB 3 JJaHUMH IAMPUEMCTBA JIJIS 1HITUX

[JIEH B IUX 0OCTaBUHAX MOYKE TUILKU MOTHBAIIIS.

6.2. Mepe:xeBuii 3aXUCT NEPCOHATBHOI0 KOMIT’ I0Tepa

B nanwuit yac 6e3neka O1JIbIIOCTI 00UUCTIOBAIBHUX IIEHTPIB MIITPUMYETHCS Ha
JIOCUTHh BUCOKOMY piBHI. TyT Maii’ke Hemae BUHATKIB. BcTaHOBIIEHO YHCIIEHH] piBHI
oesrneku, K (iznyHOi, Tak 1 TexHiyHoi. LlItar ¢axiBuiB 3 6e3nexku 1 030poe- Ha
OXOpOHa POOJATH OYEBHUIHWM, IO 3aXUCT 1H(OpMaIli BiAMOBIIAE CTaHAApTaM
HiAIpUEMCTBA 3 OE3MEKH.

Ha nporunexnicts Oll komm’roTepu B 3BUYANHIN KOMepIliliHii (ipmi 3Ha-
XOJIATHCS B IPUMIIICHHSX, K1 MPAKTUYHO BIABIAYIOTHCS BUTHHO. CIifl BIAMITUTH,

10 KOMILJIEKC MEPCOHAIbHUX KOMIT I0TEpiB cepennboi pipmu, 3'eqnanuit 3 JIOM,



sKa TMOB's13aHa 3 (aiil-cepBepaMu, KOMYHIKAIIHHUMU CepBEpaMHU 1 IPUHTEPAMHU, €
3HAYHO MOTYXHIIIUM, HIXK CepelHii o0uuncioBaibHuil eHTp. OMHaK TaM HeMae
TEXHIYHOTO MTaTy 3 O€3IMeKu, HeMa€e MEHTPATLHOT MPOTPaMHOT CUCTEMH OE3IeKH,
[0 Ma€ HaAJIaroPKEHUM CYINMPOBiJ 1 MICTUTH Mpo(dili aBTOPU30BAaHUX KOPHUCTYBa-
4iB, HEMA€ HABITh 3aKPUTUX MPUMIIICHD, KYIH TO3BOJICHUN JOCTYI TiJIbKA aBTO-
PU30BaHOMY IEPCOHATY. 3aMICTh IIHOTO BCSI BIATIOBIAAIBHICTD MOKJIATAETHCS HA
KOJIEKTUB TPYIU KopuUCTyBauiB. BoHu cami cobi KEpiBHMKH OOYMCIIIOBAJILHOTO
LEHTPY Ta MOCaaA0Bi 0coOM 3 Oe3neku. besyMoBHO, TYyT MOXHa 3aCTOCYBaTH TEO-
piro C1aOKOT JTaHKH.

Egexmusna 6esnexa ons I1K 6 mepeoici sumazae, wob:

1) 6yau ecmanosneni npasuibhi hopmu 8UPoOOHUUOL DIsLTLHOCII H00e;

2) ys OisbHicms cmana 05 Hux baxcanoro. MOTHBAIlS B)KE 3raayBaiach,

TOMY J1ajli OyAyTh PO3TJISHYTI Jullle BUMoru momao oe3neku s [1K.

6.3. [lnanyBanHsi 6e3me4HOi pOOOTH HA NMEPCOHAIBHOMY KOMIT'IOTepi

TpebGa Bu3HATH, 1110 BUPOOHMYI CTOCYHKH TPYHTYIOTHCS Ha YIPABIIHHI 1H-
dbopmartiitHumMu 3aco0aMu 1 BUMAraroTh IPUMHSTTS MEBHUX pitlieHb. {1 piteHHs mo
CTPYKTYp1, BApTOCTI Ta 3aXUCTy iH(DOpMaIlIii CKIaAal0Th OCHOBY, Ha K1 Oy1y€eThCS
edexTrBHa porpama 3 0e3neku [1K.

OcKUIbKY TPUKJIAJIHI 3aBAAHHS IEPEHIIUIM Bij] BEIMKUX KoM toTepiB Ha [1K,

a CydyacHi HOBI1 JOAaTKU po3poOssitoThes it Mepex [1K, kepiBHUIITBO MO- BUHHO
3a0€3Me"YnTH TPOLeC, SKUW rapaHTy€e MPOJOBKEHHS PIBHS SIKOCTI 1H(popMalii Ha
OCHOBI CTaHJIapTIB.

CrangapTu mignpueMcTBa moa0 Bukopucranusa IK

Kooicne nionpuemcmeo mae npuiinamu cmaHoapmu, sKi 6CMAaHOBII0I0Mb 3d-
coou konmponto 3a 3acmocysantam K. Jlo piwenns kepienuymea, sxe € nonepe-
OHbOIO YMOBOIO NPUUHAMMSL CMAHOAPMI8, MAE 6X00UMU HACMYNHE.

1. Ananiz pusuxy, wo 6uUHUKAE HA NIONPUEMCMEI BHACAIOOK BUKOPUCTAHHS
mepeacesux 11K, na pobomi abo 6 domawnix ymosax. Llei aHami3 q103BOJUTH BU-
BECTH OCHOBHI BUMOTH mojituku B obnacti Ib. HactanoBu i1 cranmapTH, siki po3r-
nsnarTh BukopuctanHs [1K, moBuHHI 3a0e3meunT MeXaHi3M KOHTPOJItO, 1110 ra-
paHTy€e NMEPCOHANIbHY BIANOBIAAIBHICTH KOpUCTyBaya npu poboti Ha I1K 3 iHdop-

MAIII€O TiAMPUEMCTRBA.



2. Ilpoyedypa ompumanus, suxopucmanns ma xoumpoaio [IK. KoM’ otepu
HE TMOBHHHI PO3TJIAJATUCS, SIK MPOCTUN eleMEHT 1H(GOPMAIIITHOTO yCTaTKyBaHHS
BIIZIITY 3 KITBKOX MPHUYMH, SKi BKIFOYAIOTh CYMICHICTH 3 1HIIMM OOJagHAHHSIM 1
iHpopMariitnuii koHTposb. Tak sk 1K memieBi, criiBpoOITHUKH MOXYTh KyIyBaTH
iX JTOBUIBHUM YMHOM, BUKOPHCTOBYIOUH T'POIII, K1 BUIUISAIOTHECA Ha OTpeOU Bij-
ainy. [ligmpreMcTBO MOBHMHHO MAaTH CTPOTi MpaBHJA IOAO TOTO, SIK MOTPiOHO
npuaoaTH OyJb-siKe KOMITIOTepHe 00JiagHaHHs, ab0, OUIBII TOTO, MIJMPHUEMCTBO
Mae BKazatd, siki [IK mMoxHa BUKOpHUCTOBYBAaTH, 3 SIKUMU OTEpAIiiHUMH CHCTE-
MaM{ MO>KHA TMPAIIOBaTH, a TAKOX OOMEXEHHs, 10 HAKIAAaloThCA Ha MPUKIaIHI
IPOrpaMH.

3. @opmanvhe yxeanenHs 8i0N0GIOANLHOCMI CNIBPOOIMHUKAMU 8 PA3i, KOIU
soHu xouyms suxopucmosyeamu I1K abo inwuti mepminanoHuti npucmpitl 3a me-
JoHcamu nionpuemcmea. 3 METOI 3aXHUCTY 1HTEpPECIB BUPOOHUIITBA KOXKEH CITIBPO-
OITHMK TOBMHEH IIiJIMMCAaTH KOHTPAKT, B SKOMY OOYMOBIIOIOTHCS HOTO 30-
OOB’s13aHHA TIepen MiAnpueMcTBOM. KOHTpakT MOBMHEH BCTAaHOBIIIOBATH B IMHCh-
MOBIH (hopmi BIANOBIJANBHICTh CHIBPOOITHUKA IMOAO 3aXUCTy IHQOpMauii M-
IPUEMCTBA M1 Yac poOOTH 3 HEIO, 1 T€, 110 CHIBPOOITHUK O0iIsie OpaTu 10 yBaru
MPaKTUKY MMiaAnpueMcTBa 3 6e3nekn. [lopymeHHs yMOB KOHTPAKTy MOYKE TIPUBECTH
710 FOPUIUYHOI BIAMOBITATILHOCTI CHIBPOOITHUKA, 110 B MOJATIBIIIOMY MOXKE CIPH-
YUHUTH HOT0 3BUILHEHHS 13 3aiiMaHOl MOCaIu.

4. 3acobu KoHmpoato, Wo NepeuKooHcams UNAOKOBOMY 00CMyny 00 Me-
pedic abo eenuxkux Komn 'romepig. 3BUYAWHO, MIANPUEMCTBO HE MOXKE KOHTPOJIIO-
BaTH JISUTHHICTh KOKHOTO CIIBpOOITHHKA, aJieé BOHO MOK€ KOHTPOJIOBATH JOCTYII
JI0 TIOPTIB KOMIT IOTEpa, a Iie, 3a CYTTIO, MMyHKT KOHTpoJito 3a cnoaykamu [IK 3
cepBepaMu 0a3 JaHuX ab0 MEepeKamH.

OpmHuM 13 crioco0iB 3aXUCTY € 3aCTOCYBAHHSI OJHIET 3 CUCTEM KOHTPOJIIO TIOp-
Ty, IOCTYIHUX B AaHHWi yac. [HIuMi crnocid BUMarae BiJl KOPUCTYyBadya HAsBHOCTI
CJICKTPOHHOTO KJII0ua, SIKHI reHepye KoJ B mpoiieci ayreHTudikaiii. Taka cucre-
Ma rapaHTye TOYHY 1IeHTU(IKALII0 HE3aJeKHO BiJl TOTO, sIKe OOJaJHAHHS BHUKO-
PHUCTOBYETBHCS 200 3 IKOT'O MICLS 3alTUTYETHCS TOCTYII.

5. Onybnixosani kepieni 8xaziexu w000 eukopucmanus 113 3 micyvs nosza nio-
npuemcmea. lle BaXIMBO s rapaHTii MIATPUMKH KOHTPOJIO, OCOOIHMBO KOJH
PUCTPOI 3’€mHaHi 3 MepexaMu. CUCTEMHU TaK 3BaHUX CJIEKTPOHHUX JOIMIOK Oro-

JIOIIIEHb MPOTIOHYIOTH O€3KOIMTOBHE (YMOBHO-0e3kommToBHE) [13, sike KopucTyBayda



IPOCATH OIJIATUTU. 3aCTOCYBAHHS TaKUX MPOrpaM € Ty>Ke PU3HKOBAHHUM,; IiIPH-
€MCTBO MOBUHHO YITKO BCTAHOBUTU B MHUCHMOBIM (POpMi B KOHTPAKTI 3 KOXHUM
CHIBpOOITHHUKOM 3000B’s3aHHsS He BUKOpucToByBaTH [13, sike He oTpumano odi-
I[IHHOTO CXBAaJICHHSI.

Ilpoepamne 3a6e3neuenns ona I[IK ne minoku € O0dxcepenom ¢hinancoux 6u-
mpam, ane makoMc Moxice NpeoCmasisamu 0XHcepeno 3aHeNnOKOEHHS 0Nl NIONPUEM-
CmMea, AKWO CNi8POOIMHUKU NOPYULYIOMb KOHMPAKMHI 30008 "A3aHH, NPULUHAMI Npu
noxynyi 113 ons eupobruuoi disnbnocmi. Bee nporpamue 3abesneuenns aist [1K,
Take SK YTWITH AJI1 ONEpaliifHuX cucTeM a0o MPUKIAgHI mporpamu (Taki K
po3po0iIeH] mporpaMicTaMu MiAIPUEMCTBA CUCTEMHU aHaNi3y KOIITOPHUCIB) MAIOTh
Oytu 3axuiieHi. Cia0ki ctopoHu nporpamHoro 3adesneueHHs [1K BkiroyaroTs:

- HeleraibHE KOMitoBaHHs abo HeneranpHe 3actocyBaHHs [0, sxke mae aB-
TOPCHKI TIpaBa 1 KyIUICHO 3a JIIEH3IEIO;

- TIOTaiHa 3M1Ha OIepaIliifHOl CUCTEMHU, KOHTPOJIIO Oe3MeKu abo MPUKIAIHOI
IpPOrpaMu Ha IMCKY Uisi OOMaHy a0 3 IHITMMU TAEMHUMU IIISIMU;

- BTpaty IO, mo HacTana gk BHACIIJOK HEOOyMaHOIo miepe3anucy abo CTu-
paHHs Iporpam, Tak 1 KpaJiKKH JIUCKa.

[Iporpamu moBuHHI OYTH 3aXHIIEHI TaK caMo, SIK JaHi. JIuCKu MOBUHHI MaTu
MapKyBaHHs, BKJIIOYAI0UH MMPU HEOOX1THOCTI BIATIOBIIHY MITKY KJacudikariii. Boau
MOBUHHI 30epiraTucs B TNEBHOMY MOPSAAKY, TaK MO0 MOXKHAa OyJI0 MOMITUTH
BiICYyTHIM auck. Ciia moJyMaTy MmoJa0 3aMKHYTHX KaOIHETIB 1 BUCYBHHMX IOJIHUIIb
11t 0€3Me4YHOr0 30€epiraHHs JUCKIB, 1110 HE BAKOPUCTOBYIOTHCS.

P50 sasicnusux sumoe 3 konmponro 3a Ib exntouaroms nacmynne.

1. /{na suxonamms 6upooOruuux 3a80ans cio suxopucmosysamu mitoku mi IK
[ maxi nakemu npo2pam, sIKi OMpUMAIL CX8ANeHHs IHPOPMAYIIHO20 KepieHU- YMBA
nionpuemcmea. 11K mnianpueMcTBa MOXYTh BUKOPUCTOBYBATHCS TIIBKH IS
BUPOOHUYUWX IIIeH mianmpueMctBa. Akio crmiBpoOiTHUK Mae BiacHuil I1K, To B
KEpIBHUX BKa31BKax CJIJI 3a3HAYUTH, MOXJIMBO UM H1 HOTO BUKOPUCTAHHS JJIS BU-
POOHMYMX IIUJIEH, 1 KO TaK, TO SIK MOBUHHA KOHTpoJtoBaTucs iHdopmartist. Crii-
npHe BukopuctanHs 1K mpairorounM criiBpoOITHHKOM 1 WIEHAMH WOTO CiM’1 HE €
MPaBUJIBHOIO 17IE€T0.

2. Knacugixosana ingopmayis ne nosunna dymu ompumana abo 66edenda 3

gidoanerHo2o mepminany. JIjist KOMIT t0Tepa MUIsX MOBIOMIICHHS a0o daiity, sKui



OTPUMYE€ ayTeHTI(PIKOBAaHUI KOPHUCTYBa4 HE MAa€ 3HAYCHHS, MPOTE LIEH NUIIX JIyKe
BOXXJIMBUHN 3 TOUKHU 30py O€3MEKH.

3. Knacudghixosana ingopmayis nHe nosunna 006poOIAMUCT 8 NPUCYIMHOCI
cmopoHHix oci6b 6 npumiwgenni. 1le € OB 3araTbHUM MPABUIIOM, SIKE 3aCTOCOBY-
€THCS TAKOX MPU pOOOTI BCEpeIUHI MiANIPUEMCTBA. BOHO MOke OyTH 3aCTOCOBAHO
B KOXKHOMY BUIIAJIKY.

4. Koowcen cnispobimHuk Hece NepCOHANIbHY BIONOGIOANbHICb 3d 3aXUCH
Knacughixoeanoi ingpopmayii i 3a HanexdCHe BUKOPUCMAHHA CNEYIAIbHUX 3aX0018
Oe3nexu. lnauBinyanbHe pO3yMiHHS 1 OakaHHS BUKOPUCTOBYBATH HaJliHHI 1HCTPY-
K111 3 O€3IeKH € TOJIOBHUMH BUMOTaMH TPpHU eKcIutyaTallii Mmepex. CriBpoOITHUKA
MOBUHHI OyTH 3a0e3MnedeH1 3aX0jaMu Oe3MeKH.

5. Koorcen xopucmyeau nosunern ompumamu YHIKAIbHUL i0eHmugixamop i
aymenmughixamop nepeo mum, Ak ysitimu 6 mepedicy. II0BHOBa)KEHHS HE TIOBHHHI
BUKOPUCTOBYBATUCS CIUIBHO; Mapojii ado 1HIII MapKepHu IMOBHHHI oOepiratucs
CaMUM KOPUCTYBa4eM.

6. Ilaponi nosunni 30epicamucs 6 maemMuuyi i NepioOUdHO 3MIHIOBAMUCS BIO-
NOBIOHO 00 CIMAHOAPMI8 NIONPUEMCMEA.

7. 3’enqnani 11K noBuHH1 OyTH BIAKIIOYEH] BiJ Mepexi ado MepeBe/ieHl B Na-
CUBHHUI CTaH, SIKIIO MPUCTPIN 3ayMIuBes 0e3 Harisay. Mepexka caMOoCTiHO MO-
K€ BCTAHOBUTH TalM-ayT, SIKIIO BiJICYTHICTh aKTUBHOCTI HE BUKJIMKA€E CyMHIBIB.

8. IlepiogM4HO KEPIBHUIITBO IMOBHUHHO 3aHOBO PO3TJISJIATH ITiATBEPIHKCHHS
s pobotu koxHOTO criBpoOiTHUKA Ha [IK. Bonoainns 1 Bukopucransas [1K Ha
po0OOTI Mae OYTH PEryJIIpHUM MYHKTOM PEBI31H Ha MIANPUEMCTBI. XOPOIIHUM CIIO-
cobom nepeBipku Bukopuctanus 1K mosza mignpueMcTBa, MOXKIMBO, CIIyXaTh Te-

ploAMYHI OOCTEKEHHS IOCTYMIB 32 BUKIMKOM B CUCTEMHHUX MPOTOKOJIAX.

IMpakTuuni 3axoam 0e3nexu s K
Ak Oyno ckazaHO paHilie, CIIiJi PO3AUIATH 3aXOAW OC3MEeKH, 10 HEeoOXimaH1
PI3HUM pIBHSIM €JE€MEHTIB Oe3neku, Ha (i3U4Hi, JOTIYHI 1 MPOLEIYypHI 3aXOAH
Oe3neku. Po3risiHeMo 111 piBHI JIeTaJIbHIIIIE.

®Di3n4Hi 3ax014
[Tpumimmenns, B sskux nepedyBatoth [1K, moBuHHI MaTh 0€3MeKy BiIMOBIIHO /10
CTYIICHSI CEKPETHOCTI 00poOmroBaHoi iHGopmarlii. 3a BUHATKOM iH(GOpMAaIIii



BUIIIOTO 3HAYEHHS, sIKA MOXKE 3a)aJaTu CrHelialbHuX 3ycuib, [IK, BcraHoBieHi y
B1JIJIUTI, 3a3BUYai 3a0€3MEUYIOTHCS CEPEIHIM CTYIICHEM 3aXHCTY.

OO6JaHaHHA TOBUHHO MAaTH KPITUJICHHS O€3MeKU JIs 3aKpIIIEHHS TPUCTPOIO
Ha cToui abo Ha miano3i. BiAcyTHICT OTO AOMyCKaeThCs B pa3i, KOJUIIPUMIIIECHHS
BBA)KAETHCA OC3MEUHUM IIPU BIJACYTHOCTI JIIOJIe B mpumimieHHl. JJ1s cTpidoK 1
JUCKIB CiIi ependaunTu O6e3neyHe cxonuiie. Lle cxoBulle moBUHHE MaTH TOM ke
PiBEHb 3aXUCTY, SIK 1 JUIsl JOKYMEHTIB, 1[0 MAOTh 1110 Kiaacuikailito. ¥Y OUIBIIOCTI
BUMA/IKIB, IHPOpMAIIis BUIIIOTO 3HAUEHHS Mae 30epiratucs B ceripi abo 3aMUKa€EThCS
kabineti. [13 € moporum i 30epiraeTbcs aHATOTIYHO BAXKJIMBUX JTAHUX.

Hocii, siki Oynu BUKOpUCTaH1 AJig CeKpeTHO1 1H(popMallii, He MOBUHHI MTOBEP-
TaTucs BUPOOHUKOBI a00 mpojaBatucs K yTuib. He3anexxHo BiJ TOro, skl aii 0y-
JIM BUKOHAH1 M0 CTUPAHHIO 1HGOpMaIlil Ha AUCKAX, MOXKYTh OyTH 3HAMICH] TEXHIYHI
CHocOo0M 1i BUTSATHEHHA. BUIblicTh KOMaHA TUIBKM BUKPECIIOE 3aroyioB- KU (aiisiiB
1 BXO/IM B TaOJIMII TOCUJIaHb, & caMl JlaH1 3aJUIIAl0ThCA Ha JTUCKY.

VYV  neskux BUNAAKax NOTPIOHO OJOKyBaHHS amnapaTypu (HAmpUKIAL,
BIJIKJIFOUECHHs OJIOKY >kuBjieHHs). [lepeBara eireMeHTIB Oe3NEKH PI3HUX PIBHIB B
TOMY, 10 MOKHa pO3pOOUTH IPOCTEe eKOHOMIUHE pitneHHs. [IpocTuit 3amox Ha [1K

MOX€E CIY>KUTH TaKUM PIIICHHSIM, OCOOJIMBO B MPUMIIIEHHSX, [0 OXOPOHS- FOTHCS.

IIporpamuo-anaparHi 3axoau

Psan onepamiitnux cucrem [IK (mampuknan, Windows) Oynu po3pobiieHi st
3pYyYHOCTI KOpPHCTYyBaua, a He jisa 6e3neku inpopmartii. binemricts 11K (3a BunAT-
KOM OCTaHHIX, MOTYKHUX MO/IEJIei) HE Ma€ CUCTEMHOI Oprasizauli, sika e(pexTuB-
HO MPHUCTOCOBAHAa JJisi PO3MIIIEHHS MeEXaHi3MiB Oe3neku. MokHa ckazaTd, 110
O1sbi1a yactrHa 3ac061B koHTpoTo [1K mpocTo He € HafiiiHOTO 1 HE TPU3HAYEHA /IS
0e3MeYyHOro ymnpaBliHHS CUCTEMHUMH pecypcamu abo nanumu. Hanpukian,
nuckoBa omnepaitiina cucrema [1K Mae nmokaxkuuku cratycy (aitniB, Taki K “TiIb-
KU YuTaHHs a0o “npuxoBaHuii”. BoHU 3a0e€3Me4yoTh JEAKWUi BUJ KOHTPOJIIO (3a-
JICKUTH B OCOOMCTOTO PO3CyAy), aje, Maloud MiHIMalbHI TEXHIYHI HABUYKH,
MO>KHA JIETKO MaHIIMyJIFOBATU MPATIOPIISIMHU OTEPAIIiHOT CUCTEMH, K1 KOHTPOJIIO-
10Th 111 ctanu. Paitnu Ha 1K, moitHO oTpuMaHuX BiJ] BUPOOHUKIB, CJI1J] BBAXKaTH

JOCTYITHUMH JIJ151 OY/Ib-SIKOTO, XTO Ma€ (Di3UYHUM TOCTYM 10 MaITUHU.



[ITo6 xoHTpONH HocTynmy OyB €(pEeKTHBHUM, HEOOXITHO 3a0€3MMeUnuTH 3aco0m
ayTeHTU]iKallli KO)KHOr0 KOpPUCTyBaua. 3BUYAHO, B pa3i, KOJU TUIbKU OJIHA 0CO-
6a BuxkopuctoBye [1K 1 KOHTPOITIO€ AOCTYI 1O HHOTO, MOXHA 001iTHCS 0€3 LBOTO.

[Taketn mporpam 3 Oe3MeKu MarOTh MUPOKUNA CHEKTP MOJATKIB. AJIMIHICTpa-
top IIK Mo’ke BCTaHOBUTH 1 KOHTPOJIOBATH Pi3HI piBHI MpuBiieiB. Jupekropii 3
CEKpeTHUMH (aillaMd MOXYTh OyTH IPUXOBaHi, TaK M0 BUIMAIKOBUH KOPUCTYyBad
HE 3MOKe To0aunTy iMeHa (aitsiB. Sk omiist, IponoHyeTbes mudpyBaHHs ¢aii- JiB.
Y T1abn. 6.1 mpoBOAUTHCA MOPIBHSHHS JesSkuXx onepamiiaux cucteM [IK 1
MIPOMTOHOBAHUX TIOCHYT.

Tabmuus 6.1
Ilopienanna onepauinux cucmem IIK i npononosanux nocuye

OoC IlepeBaru Henosiku Ta koMeHTapi

Benuka 6aza I13, oepesonodiona

e .| Hemae xonmponto docmyny, ane mo-
CmMpyKmypa Oupekmopiu, po3yMHi

MS-DOS ; orce Oymu niOKAIOYEeHU.

NOBIOOMIIEHHS NPO NOMUTKY, MOAC- . . e

. . Cryorcums 1i 0oci 014 yineui oceimu
JIUBICMb YNPABNIHHA 3A60AHHAMU
Pospaxosana na 6acamo kopucmy-

4 PUCTV™ | Fre oydice OpYduCHA 00 KOpUCMY8aud
eauig, bazamosaoayna, peanizyemo- .
CA Y 8eNUKUX/MIHI/MIKpO 8apianmax 000I0HKA, GUMAZAE SHAUHIUX PECYPCi6

UNIX J PO 6ap " | IIK. Heoocmamniti oocse 113 ons

1IK, 3axucm atinia, konmpov doc-
myny, niOmMpumKa peiayitHux 6a3
Oanux

cghepu 6iznecy, Hemae 610KY8aAHHSA
PI6HA 3anucy

Pospaxosana na 6acamo xopucmy-
Windows, | sauie, 6bacamoszadauna, 3axucm ¢aui-| [lompebdye snaunux pecypcis 11K

0S/2 n1i8, konmpons oocmyny, CYBJ] 3
mosoro SQL, 6noxysanns 3anucis

Cucremn mudpyBaHHs, TEPEBAXHO, BUKOPUCTOBYIOTh ayTEHTU(]IKaIIiIO
MOBIIOMJIEHb, € BaXJIMBUMU Yy BuUmNaakax, koiau [IK BuxopuctoByerbcs s
KOMYHIKaIIlil CTpaTeriyHoro Xapakrepy abo st 00poOku BUpoOHHUYO1 1HGOpMAITii
3 BUCOKHUM piBHEM LiIHHOCTI. [IIndpyBaHHs € BUIIMM CTYIIEHEM 3aXUCTY, B1IOMOi Ha
JaHW Yac, ajje BOHO BUMarae CyBOpOro yrnpaBJiHHS Kitouyamu mudpysasus. [Ipu

BTpaTi KJIIOYiB OJHOYACHO BTPAYAEThCA i 1HPOpMAILTis.

OpranizaniifHi 3axoau
Bci kopucmyesaui 11K, a maxooic énacHuku, noguHHi Oymu i0eHmuikoeaHi 3

Memoro KepieHo2o koumpoaio. Kopucmysaui nogunni nionucamu 3as6Ky Ha ana-



pamui ma npoepamui 3acobu i 3aa8y npo gionosioanvhicme. CepitiHuti Homep 1
Micye pozmauty8anHs koxcnozo IIK nosunni oOymu 3anucami i nepioOudHo nepesi-
PAMUCH.

MepexeBi 3aco0r KOHTPOJIIO 1 3aCO0M KOHTPOJIIO IIEHTPAIBHOTO KOMIIT I0Tepa
MOBUHHI KOPEKTYBATHUCA 3T1AHO 3 MOTOYHUMH MPHU3HAYEHb CHIBpOOiTHUKIB. [loBH-
HEH JISITH TpoLeC, SIKWUA rapaHTye 3MiHy a00 CKacyBaHHS MOBHOBaXKEHb IMpU
3BUTHPHEHHI TIparfiBHUKa a00 TIepeBeACHHS HOro Ha 1HITY poOOoTY.

[ToBuHHI OyTH pO3pO0JIEHI 1 peTeNbHO NEPeBipeHi TUIaHU Ha BUMAJIO0K (opc-
Ma)XOpPHHUX OOCTaBHH JIsl BITHOBJICHHsI HEOOX1IHOT BUpOoOHNUO1 iHpOpMaIrii B pa-
31, SIKIIO MOXexa ado 1HIIe JIMXO BUBEAYTH 3 jdaay 3acobu [1K. Bix kopucrtyBaui
HEO0OX1JHO BUMaraTu 30epiraHHsi pe3epBHUX JAUCKIB, IPOLEAYpP, Mporpam 1 T.I.JIs
rapaHTii BIJHOBJICHHS.

JloxanbHO po3po0JIeH] TTporpaMu (HapUKIIa, MPUKIAIHI TPOrpaMu, po3po-
OJIEHI KOpUCTYBaueM Il BUKOHAHHS BUPOOHUYOTO 3aBJIaHHS) MOBHHHI MPOUTH
NepeBipKy Ha SKICTh JI0 TOYATKy 3acTocyBaHHA. Take jokansHe [10 3a3Buuail He
Mae repeBar GopManbHOi cepTUdIKallli, NIPUHHATOI B NPOPECIHHUX rpynax IMmpo-
IPaMiCTiB 1 pO3POOHHKIB CUCTEM. TEKCT MOKE MICTUTH CEpHO3HI TOMUIIKH, SIK BU-
MajJKOBI, Tak 1 HaBMHUCHI. Jl0 cXBajieHHS KEPIBHUIITBOM BUKOPUCTAHHS JaHUX Y
BUPOOHMYUX IUISIX, CHIA MPOBECTU 00’ €KTUBHY MEPEBIPKY 1 BUMPOOYBAHHS LIMX
porpam, MOXKJIMBO KOMICI€IO0 BUILIECTOSIIOI OpTraHi3allii.

Koxen kopuctyBau [IK moBuHeH 3HaTH BUMOTH 3 O€3MEKH, OTPUMaHI MPHU

MepCOoHaIbHINA MATrOTOBII a00 X BUKIaACHI B OpoIrypi abo JIMCTIBIII.

be3neka i 3’e1HaHHSA

Hacamkinenps pos3auty posriasitHeMo TpoOsiemy Oe3neku Tpu  poOoTi B
rio0abHIN Mepexi, Takuil sk [HTepHeT. Paxmuyno mepedca [nmeprnem 3’eonye
KOPNOpAmMusHy Mepexcy 3 YCiM C8ImomM, mMoMy npobaemy 0e3neku B8axicKo
nepeoyiHumu.

besneka mepexi [HTepreT 3a6e3neuye iHopmaIiiitHi CHCTEM MiAMPUEMCTB Bi
HECaHKIIIOHOBAHOTO JocTyny. Hampukian, MibKMEpekeBl €KpaHW 3JaTHI BCTa-
HOBUTH PI3HUIIO MK JJO3BOJICHUM TpadikoM, CKa)xiMo 10 BeO-CTOPIHOK abo ere-
KTPOHHO{ TIOIITH, 1 3a00pPOHEHUM, TaKUM, SIK 3aITUTH Ha YATaHHA (aiiiIiB Kopropa-

TuBHHX (haitn-cepBepiB abo 1K kmieHTiB pobounx rpym.



[le pa3 3a3Haummo, mo [/K ma inwi mikpoxomn tomepHi npucmpoi 3abe3ne-
yyloms 8eaudesHe 3pOCmaHnts 0o0pooxu iHgopmayii i UPOOHUYUUX KOMYHIKaAYIl. B
Cc6010 uepey, 8 pa3i 3’€OHamHA 3 Mepedxcamu (8 m.u. [mmepnem), yi npucmpoi
CMBOPIOIOMb CepliosHy 3azpo3y 0 besneku iHgopmayii. Heobxiona pemenvha
yeaza KepiGHUYmMEa, wjob 8CMAHOBUMU BUMOU Oe3neKU [ KOHMPOJIO HAO 308HiuL-
HUMU Mepedxcamu, nepekoHamu CcnigpoOImHUKi6 Oiamu, sIK 8UMAa2aroms nocaoosi

IHCmMpPYKYii i HOpMAMUBHI OOKYMeHMU.



7.3ACOBU 3AXUCTY IHOOPMAIIII

1.1. 3araaeHi BitomocTi

3acobu 3axucmy inghopmayii — ye cyKynHicmo iHIHCEHEPHO-MEXHIUHUX, eleK-
MPUYHUX, eJIeKMPOHHUX, ONMUYHUX MA [HWUX NPUCMPOI8 I NPUCMOoCcy8aHs, Npu-
1a0i8 ma MexHiYHUX CUCMeM, KI BUKOPUCIOBYIOMbCSL OJisl BUPIULEHHS] PI3HUX 3a-
80amb i3 3axucmy iHpopmayii, 8 Momy YUCIL NONEPeOAHCeHHs. BUMOK) 1 3abe3ne-
yenHs be3neKu 3axumaemoi ingpopmayii.

B minomy komtu 3abe3reueHHs 3axucty iHdopmallli B 4aCTHHI 3armo0iraHHs
HAaBMHUCHHUX JIIM B 3aJICKHOCTI Bl criocoOy peaizaliii Mo>KHa PO3IIUTH HA TPYIIH:
TEXHIYHI (amaparHi), MporpamMHi, 3MillIaH1 anapaTHo - MPOrpamMHi, OpraHi3aiiiHi.

Texniuni (anapamui) 3acobu — ye pi3Hi 34 MUNOM NPUCMPOL (MeXaHIUHI,
eNeKmMpPOMEXAHIYHI, eleKMPOHHI Mma THWL), SAKI anapamuumu 3acooamu eupiuLy- oma
3a80aHHsa 3axucmy iH¢opmayii. BoHU TepemKomKalTh (Pi3UUHOMY MNPOHUK-
HEHHIO, 200, SAKII0 MPOHUKHEHHS BCE K BIA0YJIOCA, MEPEUIKOKAIOTH JOCTYITY 10
1H(dopMarrii, B TOMy 4MCIIi 3a AOMOMOTOIO0 i1 MackyBaHHs. [lepiry yacTuHy 3aBmaH-
Hsl BUPIIIYIOTh 3aMKH, IpaTH Ha BIKHAX, 3aXMCHA CUTHam3aiig ta iH. Apyry — re-
HEpaTopu LIyMy, MEpEeeBl (UIBTPHU, CKaHYIOUl pajlonpuiiMadl 1 0e3mid 1HIINX
MPUCTPOIB, K1 “TIEPEKPUBAIOTH’ MOTEHIIINHI KaHAIM BUTOKY 1H(opmarli adbo mo-
3BOJISIIOTH iX BHUSIBUTH. llepeBaru TeXHIYHMX 3ac001B MOB'A3aHl 3 iX HAIIMHICTIO,
HE3JIEKHICTIO BiJl Cy0’€KTUBHUX (DaKTOPiB, BUCOKY CTIMKICTb 10 MOAM(IKALII].

Jlo TemepiliHbOro 4yacy po3po0JIEHO 3HAuHy KUIbKICTh TEXHIYHUX (amapart-
HUX) 3aCO0IB PI3HOTO MPU3HAYCHHS, MPOTE HAWOIIBIIOrO MONMIMPEHHSI HA0yJIU Ha-
CTYIIHI:

- CIeIialibHI PETiCTpu i 30epiraHHs PeKBI3UTIB 3aXUCTY: MapOJii, M0 171eH-
TU(DIKYIOTh KOJU, Tpudu ado piBHI CEKPETHOCTI;

- IPUCTPOI BUMIPIOBAHHS 1HIUBIyAIbHUX XapaKTEPUCTUK JIOAUHU (TOJIO-
CH, BIIOMTKH TaJIBIIIB 1 T.JI.) 3 METOO 1i 1IeHTU(IKAITIT;

- CXeMH TIepepUBaHHs Tiepenaul iHpopMallii B JiHI 3B 3Ky 3 METOIO IMepio-
JUYHUX TIEPEBIPOK aIpecH BUIAUl JaHUX;

- mpucTpoi s mudpyBaHHs iHGopmalii (kpunrorpadiuai METOAM).

Cnabki cmoponu anapamuux 3acobi8 3axucmy — HeOOCMAamHs HYYKiCMb,
BIOHOCHO 8equKi 00cse i maca, 8UCOKA 8apmicme.



Ilpoepamni 3acobu exnouaromes npocpamu 075 i0enmugixayii Kopucmyeauis,
KOHMPOJII0 00CMYNny, wu@pysauts inghopmayii, 6UOaieHHs 3a1UKo8oi (pooo4oi)
iHhopmayii muny mumuacosux (haiinie, mecmogo2o KOHMpPOIIO CUCMEMU 3aXUCITTY
ma in. Ilepesacu npoepamuux 3acobieé — yYHiGepCaIbHiCMb, SHYUKICMb, HAOTUHICD,
npocmoma YCmMaHo8Ku, 30amuicms 00 moougikayii i pozsumky. Heooniku — 06-
MediceHa (yHKYIOHANbHICMb Mepedici, BUKOPUCTAHHS YacTHMHU pecypciB (aii-
cepBepa 1 poOOYMX CTaHIlIN, BUCOKA YYTJIMBICTh JIO BUIIQJKOBUX a00 HAaBMHCHUM
3MiH, MOKJIMBA 3aJICKHICTh BiJl TUIIIB KOMIT FOTEPIB (iX amapaTHuX 3aco0iB).

3miwani anapamuo-npoepamui 3acobu peanizyroTh Ti K (QyHKIII, Mo anapa-
THI 1 TPOrpamMHi 3aC00M OKPEMO, 1 MAKOTh MPOMIXkH1 BIACTUBOCTI.

Opeanizayitii 3acoou CK1a0armvcs 3 OpeaHizayiuHo-mexHiYHux (nio2omos-
Ka npuminyeHvb 3 KOMN 1omepamu, NpoKiaoKka KabeibHoi cucmemu 3 ypaxy8aHHM
8UMO2 0OMedICeHHs1 Q0CmYNny 00 Hei ma iH.) [ opeani3ayitiHo-npagosux (Hayioua-
JIbHI 3AKOHO00a8Ccmea i npasuia pooomu, wo 6CMAHOBIIOIMbCA KePIBHUYMBOM
KOHKpemHo2o nionpuemcmsea). llepesazu opeanizayitinux 3aco6ié noaseaoms y
MoMY, WO 80HU 00360JII0Mb GUpiuLysamu Oe3id Pi3HOPIOHUX npoobaem, npocmi 8
peanizayii, weUOKO pea2ylomv HaA Hebadcaui Oii 8 Mepedci, Maroms HeoOMedHCeHi
moocnugocmi mooughixayii i pozsumky. Heodoniku — eucoka 3anedxicHicmuv 8io
cy0 €EKMUBHUX YUHHUKIB, 8 MOMY HYUCTI 8i0 3a2abHOI opeaHizayii pobomu 8 KOHK-
pemuomy niopo3oini.

3a cTyneHeM MOIMUPEHHS 1 JOCTYITHOCTI BUAUISIOTHCS TIpOrpaMHi 3acoou. [Hm
3acO0M 3aCTOCOBYIOTHCSI B THX BHUIIQJIKaX, KOJM MOTPIOHO 3a0€3MeuuTd J0-
JATKOBUI PIBEHb 3aXHCTY 1H(OpMaIii.

7.2. IIpyuHUMNH iH)KEHEPHO-TEXHUYHOI0 3aXUCTy iH(opmanii

3araJibHOBIZIOMO, 110 Bifjaiiam Oe3mneKku, siKi 3aMaroThCs 3aXUCTOM 1H(DOP-
Mallii, IPOTUCTOATH Pi3HI OpraHizailii 1 3T0BMUCHUKH, K TIPABWIIO, OCHAIIICH] ara-
paTHUMU 3acobamu AocTyny 1o iHdopmarlii. Buxonsuu 3 mporo, OCHOBY 3aXHUCTY
iH(dopMaIllli MOBUHHI CKJIAJaTH MPUHUUIM, AHAJOTIYHI MPUHLMIAM OTPUMAHHS
iH(popmarrii, a came:

- Oe3mepepBHICTh 3axucTy iH(opmarlli. XapakTepu3yeTbes MOCTIHHOK TOTO-
BHICTIO CHCTEMH 3aXHCTY JI0 BIIOUTTS 3arpo3 iHdopmaliiiiHii 6e3mneri B Oyab-sIKuii
yac;



- aKTHUBHICTb, sIKa mepeadadae MpOrHO3yBaHHS JIii 3JT0BMHCHHKA, PO3POOKY 1
peaizalliio BUMepeKAI0UNX 3aXUCHUX 3aXO0/I1B;

- CKPHUTHICTh, III0 BUKIIIOYAE O3HAMOMIIEHHS CTOPOHHIX 0ci0 13 3acobamu 1
TEXHOJIOTIEI0 3aXUCTy 1H(pOopMaii;

- IIJIECTIPSMOBAHICTD, SIKa Iepeadadae 30CePeKCHHS 3yCHIIb 00 3amo0i-
raHHs 3arpo3 HaOUIbII IHHOT 1H(pOpMaIii

- KOMIUIEKCHE BUKOPHUCTAHHS PI3HUX CIOCOOIB 1 3ac001B 3axucTy iH(popMarlii,
10 JT03BOJISIE KOMIICHCYBATH HEJIOIIKA OJHUX IepeBaraMu 1HIIHX.

[{i mpyHIMIM X0Ya 1 HE MICTATh KOHKPETHUX PEKOMEHJaIlli, MpoTe BU3HA-
YaloTh 3arajbHl BUMOTH J0 CIOCOOIB 1 3ac001B 3aXUCTY 1H(OpMaIlii.

HacrtynHa rpyna npuHUUIIB XapaKTepU3y€e OCHOBHI MPOQECIMHI MIX0AU 10
oprasizaiii 3axucTy iH(popmMmailii, 3a0e3rneyye paiioHaIbHUI piBEHb ii 3aXHUCTY 1
JTO3BOJISIE: CKOPOTUTH BUTPATH HA BIJIMOBIIHICTH PIBHS 3aXHMCTY I[IHHOCTI 1HQOP-
Mallii, BKJIIFOYal04H THYUYKICTh 3aXHCTY (MOXJIUBICTh Moju(ikallii); 6araro3oHaib-
HICTh 3aXHUCTYy, 10 Nependayae po3MilleHHs JKepes iHpopMallii B 30HaX 3 KOHT-
pPOJIbOBAaHUM PIBHEM ii Oe3leku; 0araTopyOiKHICTh 3aXUCTy 1H(OpMaIll Ha NUIXY
PYXy 3JI0BMUCHUKA a00 MOUTUPEHHS HOCIS.

[Ipu moOynoBi cucTeMu 3axucTy 1H(pOpMalli TOTPIOHO BPAXOBYBAaTH TAKOX
HACTYMHI IPUHIIUIIH:

- MiHIMI3aIllsg JOAATKOBUX 3aBJaHb 1 BUMOT 0O CIIBPOOITHHMKIB OpraHi3ailii,
BUKJIMKAHUX 3aX0J1aMU 11010 3aXKUCTY 1H(pOpMaIlii;

- HaIMHICTh B pOOOTI TEXHIYHUX 3aCO0IB CUCTEMH, IO BUKIIIOYAE SK HEpea-
I'YBaHHS Ha MOTpo3u (IIPOIYCKH 3arpo3) iHpopmMalliiiHoi Oe3MeKkH, TaK 1 MOMUIIKOBI
peaxiiii mpu ix BICYTHOCTI;

- 00OMeXEeHUN 1 KOHTPOJIbOBAaHUM JOCTYII IO €JIEMEHTIB CUCTEMH 3a0e3MeUeH-
Hs1 IHQOpMaIIHHOT Oe3IeKH;

- Oe3rnepepBHICTh POOOTH CHUCTEMH B OYJb-IKHX YMOBax (DYHKI[IOHYBaHHS
00’€KTa 3aXUCTy, B TOMY YMCIIl, HAIPHUKIaA, KOPOTKOYACHOMY BIJIKJIFOYEHHI1 €JeK-
TPOCHEPTii;

- aJanTOBaHICTh (MMPUCTOCOBHICTh) CUCTEMH IO 3MiH HABKOJMIIHBOTO CEpe-
JTOBUIIIA.

CeHc 3a3HaYeHUX MPUHIUITIB OYEBUIAHUH, ajie CI1J 3yMUHUTUCS JTOKJIAIHIIIIEe
Ha octaHHboMy. CripaBa B TOMY, 1110 3aKpuTa iHGOpMaIllisl TPO CIOCOOH 1 3ac00u
3axucTy 1H(popMaIlii B KOHKPETHIN opradizarii 3 yacom HaOyBae pO3Toyiocy Bce



OUTBIIOI KUIBKOCTI JIIOJICH, B PE3yJbTaTi 4Oro 30UIbIIYETHCS WMOBIPHICTH IMOMa-
JnaHHs 1€l 1HpopMmarii 10 3J0BMHUCHHKA. TOMY JOIUIBHO MPOBOJIWTH 3MIHHM B
CTPYKTYpl CUCTEMH 3axHCTy iH(}opmalii nepioauyHo ado Mpu MOsiBl JOCUTH pea-
JHHOI MOXJIMBOCTI BHTOKY iH(opMarii mpo cucTeMy 3axWcTy, HaIpUKIal, TpH
parnToBOMY 3BUIbHEHHS 1H(POPMOBAHOTO CIIBpOOITHUKA CITYKOU O€3IeKH.

7.3. Metoau 3axucty indgopmanii TexHiYyHMMH 3acod6aMu

YV 3acanenomy eunaoxy saxucm iHgopmayii mexHivHUMU 3acobamu 3abe3-
NeyyeEmMbCsl 8 HACMYNHUX NPOCIMOPOBO-UACOBUX PAMKAX | YMOBAX:

- 0orcepenio i HOCIUL IHGhopMayii 10Kani308awHi 8 medxicax oo ’ekma 3axucmy, 3a-
be3neuenHa MexawiuHa nepeuwkooa 8i0 KOHMAKMY 3 HUMU 3108MUCHUKA a0O
OUCMAaHYIUHO20 6NIUBY HA HUX NOJIIE MEXHIYHO20 XAPaKmepy;

- CniBBIOHOUIeHHSl eHepail HOCIA | nepeuKoo0 Ha 8UX00i NPUUMAaya KaHauty 6u-
MOKY make, wjo 3108MUCHUK)Y He 80A€EMbCS 3HAMU IHPOpMAayiro 3 HOCIs 3 He0OXio-
HOM0 0715 i1 BUKOPUCMAHHSL IKICMIO,

- 3JI0BMUCHUK He MOdice 8UABUMU 0xcepeio abo HocIu iHghopmayii;

- 3amicmb npagousoi iHghopmayii 3108 MUCHUK OMPUMYE HENPABOUBY, SKY GIH
NPUUMAE 5K CAPABICHIO.

L]eii nepenix peanizyrome maxi Memoou 3axucmy, 5K NepeuKkoO’CcaHus Oes-
NnOCepeoHbOMY NPOHUKHEHHIO 3108MUCHUKA 00 Odicepena iHgopmayii 3a donomo-
2010  IHJICEHEPpHUX KOHCMPYKYIU, MEeXHIYHUX 3ac0o0i8 OXOPOHU, a MAaKOHNC
NPUX08y8aHHs 00CMOBIPHOI IHGhopmayii.

[TpuxoByBanHs iH(hoOpMaIlii nepeadavae Taki 3MiHH CTPYKTYPH 1 €Heprii HOCI-
iB, TIpH SIKUX 3JTOBMUCHHUK HE MOXKE Oe3rmocepelHbo abo 3a JTOIMOMOTI00 TEXHIYHUX
3ac001B BUAUIUTH 1HPOPMAIIIIO 3 SKICTIO, JOCTATHBOIO JJI1 BUKOPUCTAaHHS ii y BJa-
CHUX 1HTepecax. Po3pi3HAIOTh iH(hOpMaIliiiHe Ta eHEpPreTUYHE MPUXOBYBAHHS.

Inghopmayiiine npuxogysanmns NOCITAETbCS 3MIHOKO a00 CTBOPEHHSM MOMMUII-
KOBOTO 1H(OPMAIIHOTO TOPTPETa CEMAHTUYHOTO TIOBIIOMJICHHS, (HI3UYHOTO
o0’exta abo curHanmy. [HbopmamiitHUM MOPTPETOM MOKHA Ha3BaTH CYKYIHICTh
€JIEMEHTIB 1 3B'SI3KIB Mi1’K HUMH, 10 BiJI0Opakat0Th 3MICT MOB1IOMJICHHS (MOBHOTO

a0o0 1aHuXx), o3Haku 00’€KTa a0 CUTHaTY.

3miHa 1HPOpMaLIMHOTO OpTpeTa 00’ €KTa BUKIMKAE 3MIHY 300pa’keHHS HOTO
30BHIIIHBOTO BUIJISAY (BUAOBUX JEMACKHPYIOUMX O3HAK), XapaKTEPICTIK BUIIPO-



MIHIOBAaHMX iM TOJIiB a00 €JIeKTPUYHUX CUTHAMIB (03HAK CHUTHAIIB), CTPYKTYPH 1
BJIACTUBOCTEHN pevoBUH. L1 3MiHU cripsiMOBaH1 Ha 30JIM>KEHHSI 03HAKOBUX CTPYK- TYP
00’€KTa 1 HaBKOJHUIIHBOTO HOTO (DOHY, B pe3yibTaTi YOTrO 3HIKYEThCS KOHT-
pacTHICTh 300pakeHHsI 00’ €KTa IO BIIHOIICHHIO JI0 (POHY 1 MOTIPIIYIOTHCS MOXK-
JIMBOCTI MOTO BUSIBJICHHS 1 PO3ITI3HABAHHS.

Opnak npu 3MiH1 1HGOpMaIliitHOrO mopTpera iHdopMallisi HE CIPUIUMAETHC
HE TUIbKU 3JIOBMUCHUKOM, a U ii CAHKIIIOHOBaHUM ojiepKyBaduem. OTxe, 7151 HbO-
ro iHbopMaIiftHuil MOPTPET MOBUHEH OYTH BIAHOBICHHM HUIIXOM JOAATKOBOI Te-
penaui oMy BIJIaJICHUX €JIEMEHTIB 1 3B’ S3KIB 200 anroputMmy (KJIro4a) [MuX 3MiH.

Inghopmayitine npuxosysanns 00360J5€. ICMOMHO 3MeHWUMU 00cs2 THpop-
Mayii, wWo 3axuacmscs i mum camum Cupocmumu npooiemy saxucmy ingopma-
Yii; uUKopucmosysamu 8 pexiami Ho8oi npooyKyii 8i0omocmi npo Hei, He noboro-
104UCh poseonoutenns. Hanpuknao, samicme 3axucmy ingpopmayii, wjo micmumscs
8 COMHAX | MUCAYAX APKYUI8 MEXHIUHOI 0oKyMenmayii, sKa po3poodisemvcs 0
BUPOOHUYMBA HOBOI NPOOYKYII, 3axucmy nioasgearoms aune KilbKa 0ecsimkis juc-
mie 3 iHhopMmayitiHUMU 8y31AMU.

[Hmmit Meton 1HGOpPMAIIHOTO MPUXOBYBAHHS MOJISTAaE B TpaHchopmalli BU-
X1AHOTO 1H()OPMALIHHOTO MOPTPETA B HOBHI, 3 MOMHJIKOBOIO CEMAaHTUYHOIO 1H(O-
pMariier0 abo MOMHUIIKOBOIO O3HAKOBOIO CTPYKTYpOIO, 1 “‘HaB's3yBaHHI” HOBOTO
NOpPTpPETa OpraHy po3BiAKK a00 3JTOBMUCHUKY. Takuil METOJ 3aXUCTY Ha3UBAETHCS
0e3THDHOPMYBAHHIM.

[TpyHIIMNIOBa BIAMIHHICTH 1H(OPMALIIITHOTO MPUXOBYBAaHHS LUISIXOM 3MIH 1H-
dbopmariiitHoro noprpera BiJ Ae3iH(GOPMYBaHHS MOJATa€E B TOMY, IO MEPIIMA Me-
TOJ CHPSIMOBAaHUMN Ha YTPYIHEHHsI BUSIBICHHS 00’€kTa 3 iH(MOpMaIli€o cepen iH-
mux 00’ekTiB ((poHY), a APYruil — HA CTBOPEHHI HA LIbOMY (POHI1 O3HAK MOMUIIKO-
BOI0 00’€KTa.

ezinghopmysanns gioHocumvcsi 00 4ucia HaAubOLIbwl ephexmusHux cnocoois
3axucmy ingpopmayii, 0OHAK yet Memoo 3axucmy NpaKmuiHo CKIAOHO peai3yead-
mu. OCHOBHa mpoOsieMa Mojsrae B 3a0e3MeUeHH] JOCTOBIPHOCTI MOMMJIKOBOTO
iH(popmarliiinoro noprpera. [e3iHpopMyBaHHsS TUIBKM B TOMY BHUIIJKy HOCSTHE
METH, KOJIU y PO3BIJIKH (3JIOBMHCHHMKA) HE BUHHKHE CYMHIBY B ICTUHHOCTI Hempa-
BIUBOI 1H(opMmallii, IKy oMy HiACOBYIOTh. B iHIIOMY BUManKy Moxe OyTH OTpu-
MaHUW MPOTUIICKHUN €EKT, TaK sIK MPU PO3KPUTTI PO3BiAKOIO (hakTy ne3iHdop-

MYBaHHsI OTpUMaHa TIOMUJIKOBA 1H(OpMAIlis 3By3UTh 00JIaCTh MOUIYKY MPaBIUBOI



iHpopmarii. Tomy mo opranizaiii ne3iHGopMyBaHHS HEOOXITHO CTaBUTUCA YK€
Cepilo3HO, 3 ypaxXyBaHHSM TOTO, IO CHOXKHMBayl iHPOpMAIIil YITKO ySABISIOTH 30U-
TOK Bija Ae3iHdopMallii 1 Mpu HaWMEHIIUX CyMHIBax OyayTh mepeBipsATH iHPopMa-
1110 3 BUKOPUCTAHHSIM 1HIIUX JIKEPEJL.

Inwum eghekmusHum Memooom npuxo8yeants inghopmayii € enepmuune npu-
xo8yeanHs. Bono nonsieae 6 3acmocysanui cnocobis i 3acobis 3axucmy iHgopma-
yii, Wo suxnouaoms abo YCKIAOHIOIOMb peanizayilo eHepeemudno20 po3s8idyea-
JIbHO20 KOHMAKM) .

Enepeemuune npuxosyeanns AOCATAETbCA 3MEHILICHHSM BITHOCHHU €HEPTil
(MOTY>HOCT1) CUTHaIIB, TOOTO HOCIIB 3 1H(pOpMaILi€ (EJIEKTPOMArHiTHOro ado
aAKyCTUYHOTO TOJIB 1 €JIEKTPUYHOTO CTPYMY) 1 MEpenIkoa. 3MEHIICHHS BIIHOCUHU
CUTHaJ / TIEPEeIIKo/ia MOXKJIMBO JBOMa METOJaMH: 3HIDKEHHSIM MOTY>KHOCT1 CUTHA-
7y a00 30UIBIIEHHSM MOTY>KHOCTI MEPENIKOAN Ha BXO1 NpuiiMada. BrummB nepe-
IIKOJ MPU3BOJUTH 10 3MiHU 1H(OPMAIIHHUX MMapaMeTpiB HOCIIB: aMIUTITyIH, Yac-
TOTH, (ha3u. Ko HocieM 1H(pOpMaIlil € aMIUTITYAHO-MOYJIbOBaHa €JIEKTPOMAarHi-
THa XBWJIS, @ B CEPEIOBHUILI MOIIUPEHHS KaHATy MPUCYTHS MEPENIKo/ia Y BUTIISII
€JIEKTPOMArHITHOT XBWJI1, III0 MAa€ OJJHAKOBY 3 HOCIEM YacTOTY, aj€ BUIIAJIKOBY aM-
wITyay 1 ¢asy, To BiOyBaeTbcs iHTEpPEPEHIIis UX XBWIb. B pe3ynpTaTi 1bOro
aMIUTITYJ]Ja CyMapHOTO CUTHAJIy BUIMAJKOBUM YHMHOM 3MIHIOIOTHCA, TOOTO 1HGOp-
Mallisi CIOTBOPIOETHCS.

Haii6i1b11 KOpCTKI BUMOTH JI0 SKOCTI 1H(pOpMAIlii pe’ sBISIOThCS MPHU Tie-
penadi JaHux (MIKMAIIMHHOTO OOMIHY): MMOBIPHICTh HOMMJIKM CHUMBOJIY IO TUIa-
HOBUM 3aBJaHHSM, 3aBJIaHHSIM CTaTUCTUYHOTO 1 OyXrajJTepChKOro 00JIIKY OIliHIO-
erbest opsaky 107 - 10, mo rpomosum mannmu 10%-10°. Jlna nopisHsHAS, B Te-
nehOHHUX KaHaJlaX XOpoIlla CKJIaJ0Ba po30ipaIuBiCTh MOBH 3a0e3mneuyeThes mpu 60-
80%, TOOTO BMMOTH 10 SAKOCTI iH(OpMAIli, IO TPUUMAETHCS ICTOTHO MEHII
»opcTki. L5 pi3HUIS 3yMOBIIeHa HAMIPHICTIO MOBH, SIKa JIO3BOJISIE MPU MPOIMYCKY
OKpeMHX 3BYKiB i HABiTh CKJIAJiB BiJHOBIIOBATH MOBHE MOBimoMieHHs. HIMOBip-
HiCTH MOMMJIKK 3Haka 10 mocaraerses mpu Horo nepenadi JBIHKOBMM aMILTITY -
HO-MOAYJ0BaHUM (AM) CUTHAJIOM 1 BITHOIIEHHSM MOTY>KHOCTI CHUTHAIy A0 TO-
TY>KHOCT1 (pITyKTyaliiHOTO 1IyMy Ha BX0J1 npuiiMaya npuodausno 20 nb, npu ne-
penadi UM curnanom — 6mauspko 10 nb. J{ns 3abe3nedeHHst po30ipIMBOCTI MOBH
05m3bK0 85% nepeBUIeHHS! aMIUTITyIM CUTHAITY HaJl IIIyMOM Ma€ CTaHOBUTH OJIH-



3pk0 10 ab, nns oTpuMaHHS 3aI0BUIBHOI SKOCTI (PaKCHMIIBHOTO 300paXKeHHS —
npu6an3Ho 35 1b, ssKicHOTO TeneBi31iMHOro 300pakeHHs — 011k 40 1b.

VY 3arajgpbHOMY BHUIAJKy TP 3MEHIIICHHI BITHOCUHU CHUTHAJI / IIIyM JI0 OJTUHU-
Il 1 MEHIIe SAKICTh 1H(OpMalLlli HACTUIBKH MOTIPIIYETHCS, 110 BOHA HE MOXKE MPaK-
TUYHO BHUKOPHUCTOBYBATUCS. JJIsI KOHKPETHUX BHUIIB 1HGOpMaIlii 1 MOAYJIAIII CUT-
HaJy ICHYIOTh TPaHWYHI 3HAYEHHS BiTHOCHHU CHUTHAJ / TICPEIIKO/A, HUXKYIC SIKUX
3a0e3MeYy€eThCsl eHepreTHUHE MPUXOBYBaHHs 1H(OpMAILii.

7.4. Kananu BUTOKY iH(popmanii

Mooicnugi kananu 6umoxy ingopmayii MOA*CHA po3OUMU HA YOMUPU 2PYNU.

1-a epyna — xauanu, 36’a3ami 3 00CmMynom 00 elemeHmis cucmemu oOpooOKu
oanux, ane He nompebyromov 3MiHU KOMNOHeHmie cucmemu. J1o 1€l Tpynu Haie-
KaTh KaHAJIM: AUCTAHIIIITHOTO MPUXOBAHOTO BifcoHArIsay ado dororpadyBaHHS;
3aCTOCYBaHHS MIJICIyXOBYIOUUX TPUCTPOIB; MEPEXOIUICHHS €JIeKTPOMAarHITHUX
BUIIPOMIHIOBaHb Ta HABEJCHB 1 T.1I.

2-a epyna — Kauau, 38'13ami 3 00CMynom 00 eiemMeHmie cucmemu i 3MiHAMU
cmpykmypu ii komnonenmis. JIo npyroi rpynu HajexaTh: CIIOCTEPEKECHHS 3a 1H-
dbopmairiero 3 MeTOIO ii 3amaM’ITOBYBaHHS B MpoIecl 00pOOKU; pO3KpalaHHs HOCI-
iB 1H(opMarii; 30ip BUPOOHMYMX BIJIXOJIIB, IO MICTATh 00poOIOBaHy 1H(pOpMa-
1[1}0; HABMUCHE 3YMTYBaHHS JaHUX 3 (aiiIiB IHIIUX KOPUCTYBAYiB; YUTAHHS 3a-
JUIIKOBOI 1H(popMallii, TOOTO TaHUX, 10 3AIUINAIOTHCS HA MAarHITHUX HOCISX ITiC-
JIs BAKOHAHHS 3aBJlaHb; KOIIIOBAaHHS HOCIIB 1H(QOpMaLIlli; HABMUCHE BUKOPHUCTAHHS
JUIsL IOCTymy 10 1H(opMalli TepMiHaIIB 3apeecTpOBAaHUX KOPUCTYBAYiB; MAacKy-
BaHHJ IM1]] 3aPEECTPOBAHOTO KOPUCTYBaya HUISIXOM BUKPAJEHHS MapoiiB Ta 1HIINX
PEKBI3UTIB PO3MEXYBAHHS JOCTYNY 10 ILIHHOI 1H(pOpMaIlii; BUKOPUCTAHHS [JIs
JTOCTyny 10 iHdopMallii Tak 3BaHUX “Ja31H0K”’, TOOTO MOXKJIHUBOCTEH 00X0dy Me-
XaHI3MY PO3MEXKYBaHHS JIOCTYIy, III0 BUHUKAIOTh BHACIIJOK HEJOCKOHAJIOCTI 3a-
TaTbHOCUCTEMHHUX KOMIIOHEHTIB MPOTPaMHOTO 3a0e3nedeHHs (ornepariiiHux Ccuc-
TEM, CUCTEM YTIPaBIIiHH 0a3aMu TaHUX Ta 1H.) 1 HEOJHO3HAYHICTh MOB MPOTPaAMY-
BaHHS, 5IK1 3aCTOCOBYIOTHCS B aBTOMAaTU30BAHUX CUCTEMax OOPOOKHU JTaHUX.

00 3-0i epynu Hanexicams. He3aKOHHE NIOKIIYEeHHs CneyliaibHOol peecmpyio- 4ol
anapamypu 00 npucmpoie cucmemu aoo ainil 36 53k (MepexXoIUICHHS MOJIEM- HOTO
1 (paKCUMUTBHOTO 3B'SI3KY); 3106MUCHA 3MIHA NPOCPAM MAKUM YUHOM, W00 UYi

npocpamu nopso 3 OCHOBHUMU PYHKYIAMU 00poOKU iHGopmayii 30ilicHio8anlu ma-



KOJC HeCaHKYloHosaHnuu 30ip i peccmpayito inghopmayii, O 3aXUIIAETHCS; 3I0B-
MUCHE BUBEJICHHS 3 JIaJly MEXaH13MIB 3aXHCTY.

00 4-0i epynu Hanexdcumv HeCaHKYioHOBAHe OMPUMAHHI THHOPMAYI] WLIAXOM
RIOKYNY YU WAHMANCY NOCAO0BUX 0CIO 8i0N0GIOHUX CNYJicO, CIIBPOOITHHUKIB, 1X
3HAaHOMUX, 0OCIYyTOBYIOYOTO TepcoHany abo poauUiB, SIKI 3HAIOThH MPO Pia JIisUTb-
HOCTI.

7.5. 3aco0u 3a0e3neuennsi Ib B koMm’wTepHHX cHcTemMax

IpucTpiit 1y WBUAKOI0 3HUILECHHS IHGoOpMaii
HA JKOPCTKUX MATrHIiTHUX Auckax “Crex-H”

[Tpu3HaueHuit [Jisi MIBUAKOTO CTUPaHHS 1HGOpMAIii, 3aIMCcaHOol Ha JKOPCTKUX
MarHiTHBIX TUCKaX, K ISl TAKKX, 10 €KCIUTYaTyIOThCS, TakK 1 HE eKCIUTYaTyIOTh- CS
B MOMEHT cTupanHs (puc. 7.1). OCHOBHI 0COOJIMBOCTI MPUCTPOIB €T Cepii:

- TPaHUYHO MOXKJIMBA IIBUJKICTh 3HUIIICHHS
[Hdopmarii, BIACYTHICTh pyXOMHUX YacCTHH;

- 3JIaTHICTb NepedyBaTu B pexumMi “T'oToBHOC-
Ti” SIK 3aBFOJHO JIOBTO O€3 MOTIPIICHHS Xa-
PaKTEPUCTHK;

- MOKJIUBICTh 3aCTOCYBaHHS B IUCTAHIIIITHO Ke-
Puc. 7.1. pOBAaHMX CUCTEMaX 3 aBTOHOMHHM €JICKTPO-
YKUBJICHHSIM;

Crupanns iHpopmarlii, 3aMcaHOi Ha MarHiTHOMY HOCIi, BiIOyBaeTbcs 0O€3
Horo (¢i3i4HOTO pyHHYBaHHS, ajie MOJAJNBIIE BUKOPUCTAHHS JMCKa CTae mpooiie-
MaTUYHUM. [[71 MOPIBHSIHHS HaJlaMO OCHOBHI XapaKTEpPUCTUKU Mpuctporo Crek-
HCI:

MaKcHMallbHa TPUBAJIICTh Niepexoay B pexum “T'otoBHicts” - 7 ... 10 ¢ .;

TPUBATICTH CTUpaHHs iHGopMallii Ha omHOMY aucKy - 300 Mmc .;
eJIEKTPOXKUBIEHHS BUPoOY - 220 B, 50 I't1, rabapuru - 235x215x105 mm;
MaKcuUMaJjbHa BiJIBe/ICHa TETIOBA MOTYXXHICTH - 8 BT;

TpUBalicTh Oe3nepepBHOI podoTH B 1wkl “3apsmy / Ctupanns”- He meHm 0,5 r.

Ipunaau 11 BUSIBJICHHS MiIKJIKYEHb 10 JJOKAJbHOI MepeskKi

3axoau NpoTUAil B KOMIT FOTEPHUX MEPEkax — JIyxKe crenudpiyHa 3aaaya,
KOTpa MOTpedy€e HaBUYOB CIOCTEPEKEHHS 1 poOOTH Y (OHOBOMY pekuMi. Y 11bO-



My BHJII CEPBICY 3aCTOCOBYIOThCS KiIbKa MPUIIAIIB: PYyIHHUI ocIimuiorpad; kadbeb-
HUIl ~ cKaHep, pe(]IeKTOMETp YacoBHX IHTEPBATIB; aHATI3aTOP MEPEKEBOTO
Tpadika/IPOTOKOJIBHUN aHai3aToOp; KOMIT'IOTEp 31 CIIelli-
aJIbHBIM TAaKeTOM BHSIBICHHSA MPOTPAaMMHOTO 3a0e3MeUYeHHS,;
MOPTATUBHHUM CIEKTPATbHUNA aHai3aTop Ta iH. MOXKIHMBOCTI
KaOeJIbHOTO CKaHepa, pedeKToMEeTpa U aHaji3zaTopa Tpadika
noennye npunag FLUKE (puc.7.2).
Jnsa ananizy (axTiB mopymeHb GyHKI[IOHYBAaHHS JIOKaJIb-
HOI MepeXi, BTOP>KEHb XaKepiB 1 peecTpallii HassBHOCTI 3aMac-

KUPOBAaHUX TPUCTPOIB CIIOCTEPEKEHHS BUKOPUCTOBYETHCS
JIAHwmertp. lleit mnpunany TakoX BUKOPUCTOBYETHCS TPH
Puc.7.2 MIPOBE/ICHHI MEPEKEBUX ayAUTIB 1 IEPEBIPOK.

[Tix gac mpoBeACHHS 1HCIEKIIM ocuuiorpad, Mo MiAKIIOYaeThCs I 3ara-
JBHOI OLIHKM CTaHy MEpexi, 3a3BUYail 103BOJISIE CIIOCTEpiraTtu 3a (OpMOIO CUTHa-
JIB Ta 1X HasBHICTIO. Y pa3l HAsIBHOCTI B MEPEXkKI MPUCTPOIB HECAHKI[IOHOBAHOTO
CTIOCTEPEKEHHS 3 PO3MOIUICHUM CIIEKTPOM ocIiiorpad 3a0e3neuuTh MIBUAKE BH-
3HAYEHHS I[HOTO (PaKTy, a TAKOXK 1HIUKAIIIIO0 HAMPYTH, HASSBHOCTI Pajlio4acTOTHOTO
myMy 1 oOMexeHoi1 iH(hopmarllii no10 NepexiJHUX 3B’ A3KIB.

[lopTaTuBHUI CHEKTpaJbHUN AaHAII3aTOP BUKOPUCTOBYETHCA JJIA  OIle-
PaTUBHOTO MEperyisigy paaioyacTOTHOrO CHEKTpy Mepexki. CrocTepexeHHs Io-
BUHHO 3/IIMCHIOBATUCS 32 OY/Ib-IKUMH CUTHAJIaMU, 1110 HE BIJIMIOB1Iat0Th TUIIOBO- MY
BUTJISITY B TECTOBAHIN MEpexi.

Konu Bce koMOiHallii 3’€JHaHb MEPEKI PETEIHLHO MEePEBIpEHi Ha MPUCYTHICTh
CTOPOHHIX CHUTHANIB (BUKOPUCTOBYIOUYH ocuuiiorpad 1 CeKTpalbHUN aHATI3aTop),
JUISl. MOHITOPUHTY Oy/Ib-SIKOI aKTMBHOCTI Ha KOXXKHOMY CHELM(pIYHOMY CETMEHTI
BUKOPHCTOBYETHCSI MEPEKEBHM aHamizatop Tpadiky. AHamizaTop 3a3BUYail OIli-
HIOE TUIBKH 3ar0JIOBKH TMAKETIB 1 MOXKE HaJlaTh KOPUCTYyBA4eBl KijbKa 0a30BUX Me-
pexeBUx (QYHKIIN, TaKUX SIK Nepenada AaHuX 3 ojAHiei nporpamu B iHmy (PING),
BincrexenHs nuisixy (Trace Route), mepernsg DNS 1 3a0e3neueHHs CIUCKIB 3HAM-
JIeHUX a00 aKTMBHUX MEPEXKEBUX apec. 3 1€l TOYKUA 30py CHEI[aNiCT MPOTUIIi
OTPUMAE CIIUCOK BCIX MEPEKEBHX 00’ €KTIB, SIKUH MOTIM MOEe OYyTH 3BIpEeHHH 3

(bI3UYHUM CTIHCKOM.



Cucrema 3axucty indgopmaiii Secret Net
Cucrema npusHadyeHa Juisi 3a0e3nedeHHs 1H@opmaiiiiHoi Oesnexku B JIOM,
po0oyi cTaHIIil 1 cepBepH SKOi MPAIOIOTh 1]l YIIPABIIHHAM ONEpaIifiHuX CUCTEM
Windows Bcix mogudikariii i UNIX MP-RAS Bepcii 3.02.00 (puc. 7.3, 7.4, 7.5).
OcHoBHuMH c(hepamu 3acTocyBanHs cuctemu Secret Net € 3axuct iHdpopma-
IHHUX pEeCcypCiB, IIEHTpalTi30BaHe YIpaBliHHA 1H(QOpMaliifHOi 6e3meKoio, KOHT-
poJib cTany 1HGOPMAIIIHOT Oe3MeKH.

. Kanenrtni
- Secret Net
Tloacucrema : A _‘\G':, -
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. '_“
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Cepnep
GeszomacHOCTH

Puc. 7.4. Puc. 7.5.

AnMiHicTpaTopy O€3IeKn HAAaeThCs €AMHUMN 3aci0 ympaBiIiHHSA BCIMa 3aXHC-
HUMHU MEXaHi3MaMHu, 10 JI03BOJISE LIEHTPaII30BAHO KepyBaTH 1 KOHTPOJIOBATH BH-
KOHAHHS BUMOT TIOJIITUKU O€3MEKH.

Bces indopmartist npo moii B iHpopmMarliiiHiin cuctemi, o0 MaroTh BiITHOIIEHHS
10 0e3MeKH, PEECTPYEThCS B €AMHOMY KypHam peectpariti. [1po



CpoOM CKOEHHsS KOPUCTyBayaMH HEMPaBOMIPHUX il aaMiHiCTpaTtop Oe3rneku
JII3HAETHCS] HETAHO.

Cucrema Secret Net ckiiaiaeTbes 3 TPhOX KOMIIOHEHTOB: KJIIEHTCHKOI YacTH-
HU, cepBepa 0e3MeKH 1 MiCUCTEeMH YIPaBIiHHS.

Oco0bmnuBicTio cuctemMu Secret Net € KiIl€HT-cepBepHa apXITEKTypa, NMpHU SKIii
cepBepHas dYacTWHa 3abe3reuye IeHTpalli3oBaHe 30epiraHHsa 1 oOpoOKy JaHHMX
CHUCTEMU 3aXHCTY, a KIIE€HTChKAa YaCTUHA — 3aXHCT pecypciB poOodoi craHilii abo
cepBepa 1 30epiranHs Kepyrouoi iHpopmarlii y Bi1acHii 0a3i JaHUX.

KitieHTChKa YyacTHHA CUCTEMH 3aXUCTY (SK aBTOHOMHUU BapiaHT, Tak 1 Mepe-
YKEBUI1) BCTAHOBJIFOETHCSI HA KOMIT I0TEP, 0 MICTUTh BaXJIUBY 1HpOpMAaIlito, Oyab
TO poOoya cTaHIlisi B Mepexi ado cepBep (B ToMy 4HCIi 1 cepBep Oe3neku). KimienTn
Secret Net ocnamryroTbes 3aco0amu amapaTHOi MIATPUMKH (A1 ideHTH(IKaLii
KOPHUCTYBayiB 3a €JIEKTPOHHUMH 1ICHTU(IKATOpaMU Ta YIIPaBIIHHS 3aBaHTAKECHHSIM
13 30BHIIIHIX HOCIIB).

CepBep 0Oe31eKku BCTAaHOBJIIOETHCS HA BUAUICHUN KOMIT'IOTEp ab0 KOHTpOJIEp
JIOMEHY 1 3a0e31euye BUPIIICHHS HACTYITHUX 3aBJaHb:

- BeZleHHs IieHTpanbHoi 0a3u jmanux (LIBJ]) cucremu 3axmcTy, sika GyHKIIIO-
nye mia ynpasiiHHaM CYBJl Oracle 8.0 Personal Edition i mictuth 1H(dOpMmariito,
HEOOX1THY /U1l pOOOTH CHCTEMH 3aXHUCTY;

- 301p 1H(opMmalrlii mpo Mmoli, o BiIOYBaOThCA 3 yciMa KilieHTamu Secret Net
B €IMHUN >KypHaJI peecTparii Ta mepenada oOpoOsieHoi iHdopmarlii mijcucTeMi
YIPABIIHHS;

- B3a€MO/IISI 3 TIJCUCTEMOI0 YNPABIIHHA Ta Mepeada KepyrounxX KOMaH aj-
MIHICTPATOPY Ha KIIEHTCbKY YACTUHY CUCTEMHU 3aXUCTY.

[Tincucrema ympaBninHsa Secret Net BCTAHOBIIOETHCS HA pOOOYOMY MICIT aji-
MiHICTpaTopa Oe3MeKu.

Cxema ympaBiiHHs, peanizoBaHa B Secret Net, 103BoJsie ynpaBisaTa iHGOP-
MallifHOi 0€3MeK0I0 B TEPMIHAX peajbHOI MPEeAMETHOI 00J1acTl 1 B OBHIN Mipi 3a-
0€3MeYnTH KOPCTKUM PO3MOLT TOBHOBAXKEHD aJMIHICTpaTOpa MEpexi 1 aamiHic-
TpaTopa Oe3MeKH.

Cuctema 3axucty iH(opmarlii Secret Net BUITYCKa€ThCS B aBTOHOMHOMY Ta
MEpEKEBOMY BapiaHTax. A8MOHOMHUL 8apiaHm CKIATAEThCS TIIBKHU 3 KIIEHTCHKO1
YaCTHUHU 1 TIPU3HAYCHUH J1s 3a0€3MeUeHHS 3aXUCTy aBTOHOMHHX KOMIT FOTEPiB 200

poOOUMX CTaHIIH 1 CEpBEPIB MEPEXKI, IO MICTITh BAXIUBY 1H(OpMmarltito. Me-



pedcesuii apianm CKIAIa€ThCS 3 TOBHOTO KOMILIEKTY (KJI1€HTCHKOI YaCTHHM, ITi]T-
CHUCTEMHM YIIPaBJIIHHS, cepBepa Oe3MeKH) 1 J03BOJISIE pealli3yBaTH 3aXHUCT K YCiX
KOMIT FOTEpPIB MEPEXi, TaK 1 TUIbKH TUX poOOUYMX CTaHIlIN 1 cepBepiB, sKi 30epira-
I0Th 1 00pOOJIIIOTh BaXXJIMBY 1HGOpMaIlito. [IlpudoMy B MepekeBoMy BapiaHTI, 3a-
BJISIKM HAsIBHOCT1 cepBepa OE3IMeKHu 1 MiJICUCTEMHU YIIpaBIiHHSA, Oyae 3a0e3neueHo
[EHTpaIi30BaHE yMPaBIiHHS 1 KOHTPOJIb POOOTH BCIX KOMIT IOTEPiB, HA AKUX BCTa-
HOBJIEH1 KJIieHTH Secret Net.

CimeiicTBO 3aco0iB 3axucTy iH(popmarrii Secret Net MoKHaA 3aCTOCOBYBATH IS
3aXUCTY iH(pOpMaIlii, 110 MICTUTh JEP>KaBHY TAEMHHUIIIO.

Enexrponnuii 3amok «Co004a6-PCI»

[Ipu3zHaueHuit g 3aXUCTy PECypciB KOMIT IOTe€pa BiJ HECAHKIIIOHOBAHOTO
noctyny. Enexkrponnuit 3amok “Co06osb-PCI” Moke 3acToCcOBYBaTHCS SK IpH-
CTpIiii, 1110 3a0e3nevye 3aX1CT aBTOHOMHOI'O KOMIT I0Tepa, @ TAKOXK poO0Yoi cTaH- 11i
abo cepBepa, 10 BXOIATH A0 CKJIaAy JIOKaJdbHOI 0OUYMCIIOBaIbHOT Mepexi. [Ipu
[[bOMY BUKOPHUCTOBYIOTHCSI HACTYIIHI MEXaHI3MHU 3aXUCTY: 17IeHTUdIKAIS 1 ayTeH-
Tudikalliss KOpUCTyBauiB; peectpallis cripod goctymy ao [IEOM; 3abopoHna 3aBaH-
taxkeHHs OC 31 3HIMHUX HOC11B; KOHTPOJIb IIUTICHOCTI ITPOTPAaMHOT0 CEPEIOBHIIIA.

Mo>xsMBOCTI OA0 1AeHTU(IKalli 1 ayTeHTUdiKalli KOPUCTYBayiB, a TAKOXK
peectpartis cripod goctymy a0 [IEOM He 3anexarts Big tuiy BukopuctoByemoi OC.
Jlis monsirae B mepeBipill MEPCOHATBLHOTO 1IeHTU(]IKAaTOpa 1 MapoJis KOPUCTY- Baya
pu cripoO1 BXOy B cUCTEMY. Y pasi cripoOu BXOIy B CUCTEMY HE3apEECTPO- BAHOTO
KOpPUCTYyBaua €JICKTPOHHUN 3aMOK PEECTpye 110 CrpoOy 1 31ACHIOE amapa- THE
omokyBanHns 110 4 npuctpoiB (Hanpukian: CD-RW, ZIP, LPT 1 USB-nioptn).

B enexkTpoHHOMY 3aMKy BUKOPHCTOBYIOThCS 11eHTU(diKaTopu Touch Memory
¢ipmu Dallas Semiconductor. 3aBaHTakeHHsI ONEPALIHOI CUCTEMU 3 KOPCTKOTO
JTUCKA 3/IIMCHIOETHCS TUIBKHU TMICISI TP’ SIBJICHHS 3apEECTPOBAHOTO 1/IeHTH(DIKATO-
pa. Cny>x00Ba 1H(opMallis Ipo peecTpaiio KOopucTyBada (iMm's, HOMEp IPHUCBOE-
HOTO ifeHTudikaTopa 1 T.J.) 30€piraeThcs B HE3AJICKHIN MaMm’ ST €JIEKTPOHHOTO
3aMka. Lleit 3aMok 3/1HCHIOE BEJIEHHSI CUCTEMHOTO JKypHaIly, 3allUCH SIKOTro 30epi-
raloThCsl TAaKOXK B He3aliexkHiM mam’sTi. “Cobosib” Hazae iHpopMallito aaMiHiCTpa-
Topy Oe3mneku mpo Bci cripodu goctymny 10 [IEOM.

EnexTpoHHMiI 3aMOK MOE 3aCTOCOBYBATHCS B CKJIaJi CUCTEMHU 3aXUCTy 1H-

dopmartii Secret Net s reneparii kimo4iB mudpyBaHHS 1 €IEKTPOHHO-



udposoro nianucy. Kpim Toro, npu Bukopuctanti “Coboms’™ B ckiaai Secret Net
3a0e3MeuyeThCsl €AMHE IIEHTPANIi30BaHe YIPABIIHHSA HOTO MOXJIMBOCTAMHU. 3a JI0-
MOMOTOI0 TiAcHcTeMHU yrpaBiiHHs Secret Net agmiHicTpatop Oe3meku Moxe Ke-
pyBaTH CTaTyCOM NEPCOHAIBHUX I1MEHTU(IKATOPIB CIIBPOOITHHUKIB (HAIPUKIIAI,
MIPUCBOIOBATH €JICKTPOHHI 1JICHTU(DIKATOPH, TUMYACOBO POOUTH iX HEIIMCHUMHU),
IO J103BOJISIE YIIPABJISTH JOCTYIIOM CIIBPOOITHHUKIB 10 KOMIT IOTE€PIB aBTOMATH30-
BaHOI CUCTEMHU OpraHi3aiiii.

Y 0a30BHif KOMIUICKT eJeKTpoHHOro 3amka “Cobonb-PCI” (puc. 7.6, 7.7)
BXOuTh : KoHTpoJdep “Cobonb-PCI”; 3untyBau; aBa igeHtudikatopa DS-1992;
iHTepdeiic s O6mokyBaHHs 3aBaHTaxeHHs 3 FDD ta CD; mporpamue 3a0esme-
YyeHHs (POpMYBaHHS CIUCKIB KOHTPOJIbOBAHUX MPOTpaM; JTOKYMEHTAIIIS.

Puic. 7.6. ‘ Puc. 7.7.

Cucrema 3axucty kopnoparuBHoi ingopmanii Secret Disk Server

[Ipu3Hauena nns 3axucTy KOH(IIEHUIWHOI 1H(pOpMallii, KOpHOpaTUBHUX 0a3
nanux. Cucrema npusHadena it poooru B Windows NT 4.0 Server / Workstation,
HiATpUMYE poOOTY 3 yciMa auckamu, B T.4. RAID-macuBamu. Cuc- TeMa He TIITBKH
HaAIMHO 3axuilnae KOH(IACHUINWHI JaHi, ajie W NPUXOBYE IX HasB- HICTh. 3aXHCT
iH(opMaIii 3AIHCHIOETBCS TUISIXOM “TIpo30poro” (Ha JIbOTY) K- BaHHS 3MICTY
PO3ILJIIB JKOPCTKOTO JINCKA.

[Tpu ycranosui Secret Disk Server BuOpaHi J0riuH1 AUCKHU 3a11i(POBYIOTHCS.
[IpaBa nmocTymy 110 HHUX JJIi KOPUCTYBadiB MEPEKI BCTAHOBIIOIOTHCS 3aco0aMu
Windows NT. [lludpysanus 3aiiCHIOETHCS IPOTpaMHUM JApaiiBepom sipa (kernel-
mode driver).



Kpim BOy10BaHOTO aNropuUTMy MEPETBOPEHHSI TaHUX 3 JOBXKUHOIO Kitoya 128
01T, Secret Disk Server g03BoJisie MIAKIIOYATH 30BHIIIHI MOAYJIl KPUOTOrpaiyHO-
ro 3aXHUCTy, HAPUKIAJ eMyJsTop miatu “KpunroH 3 HOBXKWHOIO Kiroda 256 OIT
(po3pobka P®). IIBuakicte mmdpyBaHHS TyX€ BHCOKA, TOMY MaJl0 XTO 3MOXKE
MOMITUTH HEBEJIMKE YIOBIIBHEHHS MPU POOOTI.

Kimroui mmdpyBanHs BBoJAThCs B ApaiBep Secret Disk Server mepen mouart-
KOM pOOOTH 3 3aXUILICHUMU po3/iijiaMu (abo Mpu 3aBaHTaKeHHI cepBepa). s iboro
BUKOPHUCTOBYIOTHCSI MIKPOIIPOIIECOPHI KapTKHU (CMapTKapTH), 3axuiieHi PIN-kogzom.
He 3Haroum KOJ, CKOpUCTATUCA KAPTKOIO MOXKHA, ajie TpU CHpOOM BBEICHHS
HEMPaBWIHHOTO KOAY 3a0JIOKYIOTh KapTy. [Ipu poboTi cepBepa cMapT- kapTa He
noTpiOHa, 1 MOXHA 3aX0BAaTH B HAJIAHE MICIIE.

['eneparist PIN-komy 1 kito4iB mu@pyBaHHS MPOBOJUTHCA CaMUM KOPHUCTY-
BaueM. [Ipu reHepanii BHUKOPUCTOBYETHCS IOCIHIJIOBHICTh BHITAJIKOBUX YHCEI,
(bopMyeMOT 1O TPAEKTOPII PyXy MHUIII 1 TAMYACOBUM XapaKTEPUCTUKaM HATHUCKaH-
HSI TOBUIbHHX KJIABIIII.

Secret Disk Server mae Bigkputuii inTepderic 11 mogayi curuany "rpusora”
1 JI03BOJIIE€ TIAKIIOYATH PI3HI JTATYUKHU 1 TPUCTPOI KOHTPOJIO JIOCTYIY B MPUMI-
HIEeHHS (IaTYUKH BIAKPUBAHHSA JIBEPEH, BIKOH, PYXY, KOJIOBI 3aMKH Ta 1H.).

[Ipy MmiAKTIOUEHH] 3aXUINEHUX JHUCKIB MOXJIMBUNA aBTOMATUYHUN 3aIlyCK
HEOOX1IHUX MpOrpam 1 CepBiCiB, 3asBICHUX Y (aiiii KoHIryparrii.

[Ticns mepe3aBaHTaK€HHA cepBepa 0e3 mpen’siBH CMapTKapTh abo crpodu
YUTAHHS JIMCKIB HA THIIOMY KOMII FOTEPI, 3aXUIIEH] PO3AUIH OYAyTh BUIIISIIATH SIK
He(opmaToBaH1 00JIaCTl, MPOYUTATU SIKI HE MOKHA. [Ipy BUHHMKHEHH1 HeOe3neKu
MOXHa MHUTTEBO 3HHUINUTU 1H(POPMAIliI0, 3pOOUBIIN 3aXUIICHI PO3JIIU “HEBUIU-
MuMu”. B mocraBky BXoauTh iHCTansmiitHuil CD, yHiBepcanbHUI mpuCTpid AJis
poOOTH 31 cMapT-KapTamH (30BHIIIHIN), KOMIUIEKT KaOeniB, creliajbHa IjiaTa

Hardlock, moxymenrariis, 3 cMapTKapTH.

Cucrema 3axucty KoHpinenuiiinoi indopmanii Secret Disk
Secret Disk - cmpormiena Bepcis HONEPEIHbOI CUCTEMHU 3aXUCTy KOH(]IiIEH-
1iiHOT 1H(QOpMali A IKUPOKOTO KOJa KOPUCTYBadiB KOMIT IOTEPIB: KEPIBHUKIB,
MEHEJKEPiB, OyXranTepiB, ayJJUTOPIB, aIBOKATIB Ta 1H.
[Ipu ycTaHOBII CUCTEMHU B KOMIT IOTEP1 3'SBISIETHCS HOBUN BIPTyaJIbHHUM JIO-

riyHud quck (oauH abo Kuibka). Bee, 110 HA HBOTO 3aMUCYETHCS, ABTOMATHUYHO



mUpPyeThCs, a MPU YUTAHHI PO3MHU(PPOBYETHCA. 3MICT I[LOTO JIOTIYHOTO JIMCKA
3HaXOJIUTHCS B CIIEIialbHOMY KOHTeHHep1 (3amudpoBanomy daiini). daiin cexpe-
THOTO JUCKa MOJKE IepedyBaTH Ha KOPCTKOMY TUCKY KOMIT FOTepa, Ha cepBepi, Ha
3MiHHUX HOCc1ax Tuiy ZIP, CD ab6o MarHiToOONTHIII.

Secret Disk 3abe3neuye 3axucT JaHUX HaBITh Y pa3l BUIYYEHHS TAaKOTO AMCKA
abo caMmoro komm’roTepa. BUKOpHCTaHHS CEKPETHOTO IUCKa PIBHOCUIIBHO aBTO-
MaTHYHOMY 3amycKy mudpyBaHHA yciX AoAaTkiB. [liKIIOYeHHS] CEKPETHOTO IH-
CKa 1 poboTa 13 3amu@poBaHUMU JAaHUMH MOKJIMBI TUIBKM IICJISI amapaTHOi ay-
TeHTHdIKaIli KOpUCTYBava 1 BBEACHHS MPaBUILHOTO Maposs. s ayreHTtidikarliii
BUKOPUCTOBYETHCS €JIEKTPOHHUM 1AEHTU(PIKATOP — CMapTKapTa, €JIEKTPOHHUI KITFOY
a00 OpeJIoK.

[Ticns mMAKIIOUEHHS] CEKPETHOIO JMCKa BIH CTa€ BHIAMMHUM OIEpalliiiHii CHC-
temi Windows K 111€ OJIUH KOPCTKHI AUCK, a 3alKicaHl Ha HboMY (pailiiu AOCTYyIIHI
Oyap-sSkuM mnporpamaM. He Marouu eNeKTpOHHOTO iAeHTH(IKaTopa 1 HE 3HAIOYU
napoJis, MAKIIOYUTH CEKPETHUM JUCK HE MOXKHA — JIJIsl CTOPOHHIX BIH 3aJUIIUTh-
sl MPOCTO 3aIM(pPOBaHUM (DAIIIOM 3 AOBUIBHUM IM'AM (HampHKiIaza, game.exe abo
girl.tif).

Ak Oynp-sxuit Gi3UUHUA UCK, 3aXUILEHUM NTUCK MOXE OyTH HagaHuM s
CHIJILHOTO BUKOPUCTAHHS B JIOKaJIbHIN Mepexi. [licis BiK/IIOUeHHs TUcKa BCi 3a-
MUCcaHl Ha HbOMY (Daiiyin 1 MporpamMu CTaHyTh HETOCTYITHUMH.

[Tepenik OCHOBHUX XapaKTEPUCTUK CHCTEMH HAaBEICHUI Jai.

1. 3axuct KOHOIIEHIIHHUX JaHUX 33 JOTIOMOTOI MPOQECIHHUX ANTOPUTMIB
nrippyBaHHs (MOXKJIMBICTD MIJKIIOUYEHHSI 30BHIMIHIX Kpunrorpadiyaux 0616110-
TEK).

2. T'enepariis KII04iB MUGPYBAHHSI CAMUM KOPUCTYBAuEM.

3. AmapatHa ayTeHTHQIKAIlil KOpHUCTyBada 3a JOMOMOTOI0 EJIECKTPOHHHUX
OpesokiB, cMapT-KapT ad0 €NEKTPOHHUX KITIOUiB.

4. Tlongitiamii 3axuct. Ko)keH CeKpeTHUH AUCK 3aXHIICHUH OCOOMCTHM elle-
KTPOHHUM 1€HTI(IKATOPOM KOPHUCTYyBaya 1 mapojieM JOCTYITy JI0 I[bOTO JWCKY.

5. Pobora 13 3ammdpoBanumu apxiBamu. [Hbopmailiro MOXHA CTUCHYTH 1
3amudpyBaTH K 1715 ceOe (3 BUKOPUCTAHHSM €JIEKTPOHHOTO 1eHTU(]IKaTopa),TakK
1 JUTsI 3aXMINEHOTO OOMIHY 3 KoJieraMu (3 mapojiem).

6. biokyBanns xomm’rotepa Secret Disk mo3Bosisie racuT expas 1 0JI0KyBa-
TH KJIaBIaTypy MpHU BIIKIIOYEHHI €JIEKTPOHHOIO 1eHTU(IKaTOpa, P HATUCKAHHI



3aaHol KOMOiHali{ KIaBil abo TpUBaly HEaKTUBHICTh KopucTyBaua. [Ipu G6moky-
BaHHI CUCTEMHU CEKPETHI TMCKHU HE BIJIKIIOYAIOTHCS, 3aMMyIeH] T0OAATKH, 1[0 BUKO-
PHUCTOBYIOTh 3aXHIIEHE BiJI€0, MPOJOBXKYIOTh HOPMaJIbHO MpAaIfoBaTH, podoTa 1H-
[IMX KOPUCTYBAYIB 3 JOCTYIIOM JIO CEKPETHOTO UCKA B MEPEXKI, HE TOPYIIYETHCS.

7. Pexum pobOTH i MpUMycOoM. Y KPUTUYHIN CUTYyallli MOXKHa BBECTH CIIe-
IIaJIbHUM aBapiiHui maponb. [Ipu nmpoMy cucTeMa Ha ACSKUN 4ac IMiJAKIIOYUTH
JIUCK, 3HUIIMBIIN OCOOMCTHH KIt0Y MKU(PYBAHHS B €JICKTPOHHOMY 1I€HTH(IKATO-
pi (110 YHEMOXXJIUBUTH JOCTYM J0 JUCKY B MalOYTHHOMY), @ MOTIM 31MITY€E OAHY 3
BIJOMUX MOMMWIOK Windows.

8. MoXnMBICTh BIJHOBIEHHS JaHUX IpH BTpaTi (00 HaBMHUCHOMY TICYBaHHI1)
CJIEKTPOHHOTO 17IeHTU(hiKaTOpa a00 BTPATH MaPOJIs.

9. Ilpoctwii 1 3pyunuit inTepdeiic KopucTyBaya.

10. BimMminHOCTI MO anropuTMaM MHQpyBaHHS (B 3aJEKHOCTI BiJ MOTPeO
MO’K€ BHUKOPHUCTOBYBATHUCSI OJIMH 3 BOYIOBAaHUX alTOPUTMIB): alTOPUTM KOJIyBaH-
HS 3 JOBXHUHOIO Kitoda 128 6iT; kpunrorpadiuauii anroputm RC4 3 10BXKHUHOIO
kitoua 40 61T Ta 1H.

Bepcis 3 anapaTHOM 3aXHCTOM, [MOYMHAIOYHU B1J] OYATKOBOI'O 3aBAHTAYKEHHS
KOMI'IOTEPa, TOCTABISETHCS 32 OKPEMUMU YTOJIaMHU.

IIporpamHo-anapaTHbId KOMILIEKC 32c00iB 3axucry “Axkopa-AM/3”

[Ipuznauenuit s 3acrocyBaHHs Ha |IBM-cymicaux ITEOM (poOoumx
cranuisx JIOM) 3 metoro ix 3axucty Big H/I. KoMmmiekc siBiisie co60r0 CyKynHICTb
TEXHIYHUX 1 MPOrpaMHUX 3aco0iB, IO 3a0e3MeYyI0Th BUKOHAHHS OCHOBHHX
¢bynkuiii  3axucery Big HJI Ha OCHOBI: MEpPCOHAIBHUX 1AEHTU(IKATOPIB
KOPHCTYBauiB; MapOJLHOI0 MeXaH13My; 0710KyBaHHs 3aBaHTaxkeHHs OC 31 3MIHHUX
HOCI1B 1H(pOpMaIlil; KOHTPOJIIO IUJIICHOCTI TEXHIYHUX 3aco0iB 1 MporpaM- HUX
3aco0iB ((aitmiB 3aranbHOro, pukiagHoro 113 1 nanux) IIEOM; 3a6e3neueH- Hs
pexuMy noBipeHoro 3aBanTtaxxeHHs B [IEOM onepaliiiHux cuctem.

[IporpamHa wYacTMHAa KOMIUIEKCY, BKJIIOYAIOUM 3aco0u imeHTudikamii 1
ayTteHTudikaiii, 3aco0M KOHTPOJIIO IIITICHOCTI TEXHIYHUX 1 TPOIIPOTPaMHUX 3aC001B
I[TEOM, 3aco0u peecTparllli 1iii KOpUCTyBaya, a TaKoXX 3aCO0M aaMIHICTPYBaHHS 1
aynuTy (poOOoTH 3 PEECTPALIMHIM KYPHAJIOM) PO3MIIIYETHCS B €HEPTOHE3AICKHIN
naMm’siTi  KOHTpoJiepa TpHU BUTOTOBJICHHI KoMIUiekcy. JlocTym no 3aco0iB
aZIMIHICTPYBAHHSI Ta ayIUTy HAJA€ThCA TUIBKU aJMIHICTPATOPY.



Inentudikamiss Ta ayTeHTH]IKallis KOPUCTYBadiB, KOHTPOJb IILIICHOCTI
TeXHIYHUX 1 nmporpaMHux 3aco0iB [IEOM BUKOHYIOTHCSI KOHTPOJIEPOM KOMILIEKCY
nepen 3aBaHtaxeHHssM OC, BcranoBieHoi B IIEOM. Kommiekc 3a0esneuye Bu-
KOHaHHA OCHOBHUX (GyHKIIN 3axucty Big HJI sik B ckinami okpemoi [TEOM, Tak 1
Ha pobouunx cranuisx JIOM, B ToMy 4KCIl HaJalITyBaHHS, KOHTPOJb (QYyHKIIIOHY-

BaHHS 1 YIIPaBIIHHS KOMILJIEKCOM.

AmnmapaTHo-nporpamMublii komiuiekc IP Safe-PRO
[Tpusnauenuit 115t OOYIOBU 3aXUIIEHUX BIpTyaabHUX YacTuH [P-mepex, 1o
CTBOPIOIOTHCS Ha 0a3i Mepexk 3arajibHOro KOPUCTYBaHHS (B TOMY YMCHi 1
InTepuer). Bukonanuit ocHoBi Ha IBM PC-cymicHoro
koMmIt totrepa 3 nBoma Ethernet-intepdericamu (6a3oBa

KoH(irypamis) 3 omepariiiHoro cuctemoro FreeBSD

| e . . ..
— = (puc. 7.8). JlomaTKoOBI MOKJIMBOCTI: MapHIpyTH3aIis 1
—y ves . . .
GyHKITIT MIKMEPEKEBOTO €KPaHy; MOKIIHBICTD ITiJI-
Puc. 7.8 TpUMKH pi3HUX 1HTepdericiB (Hanpukian, G.703, G.

704, V.35, RS-232 Ta in.); cuctema “rapsaoro” pe3epByBaHHS.

AnapatHo-nporpaMubiii koMmiuieke "KOHTUHEHT-K"
[IpuzHauenuit s 1MoOyJOBM BIPTyaldbHOL

npuBaTHOI Mepexi (VPN) Ha 0CHOBI TI100aJIbHUX

MEpEX 3arajlbHOr0 KOPUCTYBAHHS, 10 BUKOPHUC-

i : 3 TOBYIOTH IpoToKoa oominy TCP/IP (puc. 7.9.). Y

g ' *#" SIKOCT1 ckyiaioBux yactuH VPN, noOygoBaHoi Ha

¥ 0a31 KOMILUIEKCY, MOXKYTh BUCTYIIaTH KOPIIO-
Puc. 7.9 patuBHi JIOM, ix cermentu 1 okpemi 1K (B T. u.
JIOMAIlIHI KOMII FOTEPH CIIBPOOITHUKIB). .

AIIK "Kontunent-K" 3a0e3neuye: 3aXucT BHYTPILIHIX CETMEHTIB MEPEX1 B[
HECaHKI[IOHOBAHOTO JIOCTYIYy 3 OOKY MepeX 3arajbHOro KOPUCTYBaHHS; CTATUYHY
Mapuipytusanito [P-naketi; dinbTparito IP-makeTiB BIANOBIIHO 10 3aJlaHUX TIpa-
BUJI; KpUNTOTpaiuHUil 3aXUCT JTaHUX, IO MEPEAAlThCs MO0 KaHallax 3B’SI3Ky Me-
pEeX 3araJbHOTO KOPUCTYBAHHS MIX CKJIAQZOBUMM dacThuHamMu VPN; Gesneunwuii
noctyn kopuctyBauiB VPN 110 pecypciB Mepex 3arajlbHOr0 KOPUCTYBaHHS,
IeHTpali30BaHe HanmamTyBaHHs VPN-npucTpoiB; BiggaeHnii JOCTyH 0 PECYPCiB
VPN 1o BUIUJIEHUX 1 KOMYTOBAaHUX KaHAJIaX 3B’ A3KY.



OCHOBHUM €JIEMEHTOM KOMIUIEKCY € KpHUNTOTrpadidyHUi NUTI03, SIKUN SBISE
co0010 crieriaaizoBaHui anapaTHO-MPOrPaMHUN MPUCTPIK, 0 GYHKIIIOHYE Ha
wiatgopmi Intel mig kepyBanusm cnpomenoit Bepcii OC FreeBSD. Kpumnrorpadi-
YHUH IIJTF03 OCHAIIYEThCS MEpeKeBUMU iHTepdelicamu cranaapty Ethernet, a ta-
kox matoro E3 "Coboinp", 1o 3a0e3nedye JokaibHy 1A€HTU(IKAIIIO Ta ayTeHTH-
¢ikamniro anminictpatopa KII 1 KOHTpOIb HiIICHOCTI MPOTPaMHOTO 3a0e3meueHHs.
VY Mmepexi "Kontunent-K" moxnuBo BcranoButu 10 5000 kpunTonuirosis.
JlomaBaHHS HOBHX 1 3MiHA HaJAIlITyBaHb B)KE BCTAHOBJICHUX KOMIIOHEHTIB BUPOO-
JSIIOTHCSL 0€3 BTpYYaHHs B Mpoliec PyHKIIOHYBaHHS CHCTeMHU. TeXHIYHI XapakTe-
PUCTUKH: JOBXKHMHA Kitoya mudpyBaHHs — 256 OIT; KUIbKICTh MEPEKEBUX IHTEP-
¢eticiB — 10 16; nponyckHa 31aTHICTG (MK (pyBaHHsA, iMiTO3axucT) — 10 80 MOIT /
C; MPOITYCKHA 3/IaTHICTh A0OHEHTCHKOr0 MYHKTY - 10 14 MOIT / ¢; 3011b1IeHHS 10-
BkuHU [P-nakera - 10 36 OaliT; MATPUMKA PEXKUMY “Tapsidoro” pe3epByBaHHS.

Keiic nis1 tpancnopryBanast HoyTOykiB « TIHDb K1»

“TIHb K1” mpu3HaueHuid Jisl TPaHCIOPTYBAHHS HOYTOYKIB a00 OKpEeMHX
HAKOINMYYyBaviB Ha MOPCTKUX IUCKAX, CTPUMEPHHUX KapTpumxiB, ZIP nuckiB 3
MOXJIMBICTIO HeraifHOTo 3HHUIEeHHs 1H(opMalii mpu cripodi HCJI (puc. 7.10).

KOHCTpYKTUBHO KOMIIJIEKC MOHTY€ETbCS B MUJIO-, BOJIOIO-, BUOYX03aXUIIEHO-
My K€MiCl, B IKOMY HOYTOYK TpaHCIOPTYeTheA. [HPopMaltis, 110 mijsrae 3axuc- Ty,
PO3MIILYEThCSI HAa JOJATKOBOMY OPCTKOMY JHCKY, SIKMM 3HaXOIOUTHCS B KeEHCl
OKpEeMO BIJ HOYTOyKa B CIHEIlIaJIbHOMY BIJCIKY 1 3’€IHAHWUH 3 HUM 30BHIIIHIM
1HTepeiicHuM kadeneM. ExkcTpeHe 3HUIIeHHS 1H(popMalii TPOBOIUTHCS:

- aBroMaruyHo npu H/I 1o keiica (a0o po3kpuTTi);
- aBTOMATHUYHO MPU HECAHKLIO0HOBAHOMY PO3KPHUT-
T1 BIICIKY, J€ 3HaXOJIUTCS KOPCTKUM TUCK;

- aBTOMATHYHO, 10 3aKIHYECHHIO 24 TOJIMH aBTOHOM-

HOT po0OTH;
- JIMCTaHIIIMHO 32 KOMaHI00 KopucTyBada. [Iporec
Puc. 7.10 3HUINCHHS HE BIUIMBAE HA MpaIe3/1aTHICTh HOYTOyKa
1 HE 3QJICKHUTHh BiJ TOTO, YW MpaIiOBaB BiH. MOXJIMBHUIA BapiaHT BHUTOTOBJICHHS
KOMITJIEKCA IS TPAHCTIOPTYBaHHS OJHOYACHO JKOPCTKUX JUCKIB, JUCKET, ayIio-,
BiJICO- 1 CTPUMEPHUX KacerT.



Kommiekc mMoxe mepebyBaTu B ABOX pexkuMax: pexxum odikyBaHHs (PO) 1
pexum oxoponu (P1). ¥V pexumi PO BinOyBaeThcs TECTYyBaHHS BCIX OCHOBHUX BY-
371B, OJIOKIB 1 JaTYMKiB. 3MIACHIOETHCS BUIBHUIA JOCTYII 10 HOyTOyKa abo Marsir-
HUX HOCIiB. Y pexxumi Pl aBTomMatnyHo BiOyBaeThbcs 3HUIICHHS 1HGOpMAaIIil npu
cripo01 HECAaHKIIIOHOBAHOTO JIOCTYIy a00 KOpUCTyBaueM B Oy/b-SKHH MOMEHT 4a-
cy mo pamiokanany (mampHICTh 10 100 metpiB). [locTaHOBKa B peXuM OXOPOHHU
3MIIACHIOETBCS 32 JIOTIOMOTOK0 O€3KOHTAKTHOT €JIEKTPOHHOI Proximity xapTu.

Kowmmeke Tinb Mae aBTOHOMHE JDKEPENIO KUBJICHHS, 10 3a0e3nedye Oesrie-
pebiitHy poboTy 10 24 ronuH. JI0JaTKOBI MOXIJIMBOCTI: 3HUIIEHHS 1H(MOpPMAIIil TI0
KOMaH/[I KOpPHUCTyBaua 3 OyJb-SKOr0 CTUIbHUKOBOro TenedoHy no GSM kaHaiy;
MOBHHUM 3aXHUCT KOPITYyCY, [0 BUKIIOYAE HEKOPEKTHE PO3THUH 1 BUCBEPTIOBAHHS;
MOBHE MPOTOKOJIOBaHHA POOOTH B peajbHOMY 4acl, 0 (PiKcye B HE3aJIEKHIH ma-
M'AT1 OCTaHH1 KUJIbKA JE€CITKIB MO 3 JJOKIAJHUM OIHUCOM.

Kommiekc Tinb Mae aBTOHOMHE JKEPEIIO JKUBIIEHHS 10 24 TOIMH.

Jlo1aTKOB1 MOKJIMBOCTI: 3HUILIEHHS 1H(OpMaNli Mo KoMaHAi KOpucTyBaya 3
OyJb-SIKOrO0 CTUIBHUKOBOTO TeJIe(pOHY; 3aXUCT KOPIYCY, 110 BUKIIIOYAE€ HEKOPEKT-
HUI IOCTYH; MPOTOKOJIIOBAHHS pOOOTH B pealbHOMY 4aci, H10 (IKCy€e B HE3aJIexK-
HIM ITaM’sIT1 OCTaHHI KUIBKA JECATKIB MOIHN 3 JOKJIAIHUM OIIFCOM.

ANnapaTHO-NPOrPaMHA CHCTEMA KPUNTO3aXUCTy NOBigoMiaeHpb “SX-1”

AmnapatHo-iporpamHa cuctema SX-1 mpu3HadueHa mns KpuUntorpadigHOTo
3aXUCTy JAaHMX, Kl NEpPelaroThCs MO KaHajlaM 3B’s3Ky Mk pizHumu [IEBM, a6o
1151 30epiraHHs MoBiAoMIIeHB B 1am’sTi okpeMoit [IEBM (puc. 7.11).
B cucremi SX-1 Brepiie y BITUU3HSHIN 1 3apy-
ODKHIN KpunTorpadiyHii MpakTULI peati3oBaH
“xaoTnyHuil’” notrouHui mudp. Cucrema 3ade3-
nevye: Kpunrorpadiuae nmepeTBOpeHHs MOB1I0-

MJIEHB, O(pOpMIIEHUX Y BUTIISLAL (ailiiB, Ta ix

3aruc Ha OyAb-sIK1 AUCKHU; BUCOKY CTIHKICTD KITIO-

Puc. 7.11 YOBUX JaHUX JO IX KoMImpomeTarlii mpu Oyab-
SAKUX JIX 3JJOBMHUCHHKIB 1 OOCIIYTrOBYIOUOI'O amapaTHO-TIPOrpaMHi 3aco0u Iepco-
HaJy; TapaHTOBaHEC BWUKOHAHHS 3a/laHUX (DYHKII HE MEHII 2 poKiB 0e3 3MiHU
CHUCTEMHOTO KJTI0Ua.



Cucrema SX-1 Brimrouae: miary 3 onHokpuctaibHoi EOM, mo BCTaHOBIIIO-
etbesi B clloT ISA ITTEOM IBM PC/AT (abo po3Millly€eThCsi B OKPEMOMY KOHTEHHE-
pi posmipom 140x110x35 mm) 1 migkmmrovaerses 1o IIEOM 3a momoMororo po3’emy
COM; crienianbHe mporpamMHe 3abe3nedyeHHs, ke BcTaHoBIoeThes B [IEOM 30C
Windows.

[lepeniuuMO OCHOBHI XapaKTEPUCTUKHU CUCTEMH: MMOBIPHICTH BraJlaTU CHUC-
TeMHUI k1104 3 k-0i cripo6u He 6inbie k - 2 ~ 240 ; mBuakicte kpunTorpadigHoro
nepeTBopeHHs — He MeHie 190 kOiT / ¢; BUKOpUCTaHHA Ui MU PYBaHHS JaHUX
KPUNTOCTIMKUX aJrOpUTMIB MU(PYyBaHHS 3 JTOBXKHHOIO Kitoda Bij 128 0iT; MOX-
JUBICTh MIJKIIOYEHHS CEPTH(PIKOBAHOIO KPUNTOrpadiyHOTO MOIYJd ab0 IUIaTH
"Kpunron" BupoOHuuTBa hipMu “AHKazn’; GOpMyBaHHS YHIKAIbHUX KIIFOYIB IIH-

(bpyBaHHS HAa OCHOBI MOCIIOBHOCTI BUITAIKOBUX YUCEN.

MixkmepexeBuid ekpad i mmngparop IP-nporokois
[Ipu3HaueHuit sl MIKMEPEKEBOI0 €KpaHyBaHHS 1 KpunrTorpadidyHOro 3a-
XHCTy JaHMX MpPH CTBOpPEHHI BipTyanbHMX mpuBatHux Mepex (Virtual Private
Network) B Mmepekax 3arainbHOT0 J0cTymy (puc. 7.12).
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Puc. 7.12. TunoBa cxeMa 3aCTOCYBaHHS KOMIIJIEKCY

3a paxyHOK CTUCHEHHS 1H(pOpMallil KOMIUIEKC 3a0e3Medye MOMITHE IiBUILIE-
HHS IIBUJIKOCTI Iepeiadi JaHuX, Ma€ MOXKJIMBICTh OHOYAcHOT miaTpuMku a0 1024
KpunrorpadiyHo 3aXUIEHUX 3’ €JHAHb MPHU MBUAKOCTI MUGPYBaHHS CyMa- PHOTO
IP-notroky “nHa mpoxoai” mo 90 MOit/c. ¥ KOMIUIEKCI BUKOPUCTOBYIOTHCSI TLIIBKH
BJIACHI peaiizallii Bcix mpoTokonbHuX crekiB TCP / IP, anroputmis aBToO-



MaTHU30BaHOTO YMPABIIHHSI KOMIUIEKCAMH 1 3aKJIaJICHUMH B HUX 3aco0aMu KpHII-
TOrpadiyHOTO 3aXUCTY.

[lepeniynMo OCHOBHI XapaKTEPUCTHUKU MPUCTPOIO.

1. IIpoyKTUBHICTh — KOMIUIEKC 3a0e3reuye MBUAKICTh nepeaadi [P-nmorokis
Biz 65 MOiT/C 1 BUIIIE MpU BKITIOYEHHI BCIX PEKUMIB 3aXUCTy (PiabTpallist + CTUCK
+ mu@pyBaHH).

2. KirrodoBa cuctemMa — cHMeTpUYHA.

3. OC/ctek npotokoiB — 32 po3psanna DOS-nonidHa cucrteMa BIIacHOI PoO3-
pOOKH.

4. OOpoOmroBaHi piBHI MPOTOKOIY OOMIHY — MEPEKEBHI + TpaHCHOPTHUH,
CEaHCOBUH 1 MpUKIaHUNA (BUOIPKOBO).

5. Tum i xinbKicTh iHTepdetriciB — 2; 10 / 100Ethernet, FDDI.

6. VPN-mipoToKko / HaAMipHICTh / CTUCHEHHS JaHUX — BJIACHUH / He Olibiie 22
O0aliT Ha makeT / 3a paxyHOK MPOXIAHOTO CTUCHEHHS JTaHUX JIOCATAETHCS €(EKT
MPUCKOPEHHS 1HGOPMAIIITHUX B3a€EMOJIH.

7. EdpexTrBHE TIPOTUCTOSIHHSA aKTUBHUM 1 MACUBHUM 1H(OpMAIIMHUM BILIU-
BaM PO3BIyBaJIbLHOIO XapaKTepy.

8. MoOXnHBICTh KacCKaJHOTO BKJIIOYEHHS KOMIUIEKCIB — 3a0e3Meuye BHUIICH-

HSl OKPEMHUX CETMEHTIB MEPEK B 130JIbOBaHI 30HHM MM1IBUILIEHOI 3aXUILEHOCTI.



8. BATAJIbHA XAPAKTEPUCTUKA
KOMILJIEKCHOI'O 3AXUCTY IH®GOPMAIIIL

1.1. 3araaeHi BinomocTi. 3agaui K31
Komnnexcnuu 3axucm ingopmayii (K31) — cykynuicmo ntodet, npoyedyp i
001a0HAHHS,  3aXUWAOYUX  IHoOpmayilo 680 HeCaHKYIOHOBAHO20 O0OCMYNY,
Moougikayii abo 8i0Mosu docmyny.
Poszrnsnemo 3amaui K31.
1. PermamenTarisi Iiii KOpUCTYBa4a 3 METOIO 3aXHUCTy 1HOpMAaITii.
2. HaByaHHS 1 BCTAHOBJICHHS IOPUINYHOI BiMOBITAIBHOCTI 32 BUKOHAHHS ITpa-
Bun 1HGopmariiitHoi 6e3nexu (1B).
3. SIBHUI 1 mpUXOBaHUI KOHTPOJb 32 MOPSIAKOM 1H(QOPMALIIHOTO OOMIHY.
4. brnokyBaHHS BCiX MOXKJIMBUX KaHAJIB BUTOKY.
5. BusBrnenns 3akmagHUX TMPUCTPOIB B TeXHIYHMX 3acobax (T3) 1 mpo-
nporpamHoMy 3abe3neuenHi (I13).
6. BusBiieHHs 30HyBaHb, HAB’SI3yBaHb 1 BUIIPOMIHIOBAHb.
7. 3abe3neueHHs! CAaHKIIOHOBAHOTO AOCTYIY B (i3uuHui Ta iHPopMamiifHui
MPOCTIp.
8. BusiBnennst BroprueHs B pizuunHuii Ta iHGOpMaLiiHUN POCTIp.
9. BusBneHHs 3aropsiHb, 3aTOIUICHB 1 IHIUX Haa3BudaHuX cutyartii (HC).
10. 3abesneyeHHs pe3epBYBaHHS BaXKJIMBOI iHGOpMaITii.
11. Opranizaiisg 060poTy (Hi3UIHUX HOCIIB 1H(OpMAITii, 110 3aXUIIAIOTHCA.
12. 3abe3mneyeHHs JOCTOBIPHOCTI €JIEKTPOHHOTO JJOKYMEHTOO0O0ITY.
13. Iudpysanns iHPopMarlii Ha OyIb-IKHX eTanax 00poOKH.
14. BigHOBIEHHS KJIIOUOBUX CTPYKTYP MPU KOMITPOMETAIII].
15. TI'enepauisi, po3moai 1 30epiraHHs KJIO4iB 1 apoiB.
16. Peectpartis momiii i BUSIBICHHS TOPYIICHb.
17. Po3cnimyBaHHS y B3a€MOJIii 3 MPaBOOXOPOHHHMHU OpraHaMH TOPYIICHb
TOJTITUKHU OE3MEKH.

18. besnepepBHUII KOHTPOJI 1 yIPABIiHHS KPUNITOTPAPiIHOTO 3aXHCTY.

1.2. Ctrparerii KOMILIEKCHOTO 3axXuUCTy iH(popmamii
VYceBijoMIIeHHST HEOOX1AHOCTI CTpaTEriyHOro MiAXO0ay B OpraHizalii Oe3reu-
HOTO 1H(OpMaiiHOTO cepenoBuilla (POPMYEThCS Y KEPIBHUKIB B Mipy YCBIAOM-

JICHHST BOKJIMBOCTI, 0araToaclmeKTHOCTI Ta MpoOieMu 3aXuCTy iHGopmMariii.



Cmpamezis — 3a2a1bHa CAPAMOBAHICMb OISIbHOCMI Op2anizayii 3 ypaxyeam-
HAM il 00 €KmMugHUx nompeo, MOACIUBUX YMOB 30IUCHEHHSL | Moxcaueocmel. Po3-

pi3HAIOMb mMpu 8uou cmpameeii: 000POHHA, HACMYNAILHA I BUNEPed’CcYIUa

cmpamezii. Ocnoseni xapakmepucmuxu cmpameziti K31 naseoeni 6 maon. 8.1.

Taomuns 8.1

OcnogHi xapakxmepucmuku cmpameziii KOMHJIEKCHO20 3axucmy iHgpopmauyii

Ha3sea
Xapakmepucnuku

Cnpameeii KomMnnekcHo20 3axucny iHpopmauyii

060poHU

Hacnyny

ynepeo)XeHHs1

MosxnuBuil piBeHb
3aXUCTY

JlocTaTHBO BHCOKHUH,
ajie TUIBKU CTOCOBHO
B1JIOMHUX 3arpo3

[y»xe Bucokuii, ane
TIJIbKU B MEXaX 1CHYIO-
YUX YSBJIEHb CTOCOBHO
HPUPOIH 3arpo3 1 MOXK-
JIMBOCTEN 1X MPOSBICHb

PiBenb 3axucty
rapaHTOBAaHO
Jy’KE€ BUCOKUI

HeoOxinHi ymoBu

HasBHicTs MeTOAIB 1

1. HasBHicTh nepenikyi

XapaKTEePUCTHK  TIOB-

HOT MHO>KAHU ITOTEHIII-
aJIbHUX 3arpo3.

2. HasiBHICTh PO3BHHY-

TOT'O apceHalia METO/1iB

HasiBHiCTB 3aXUCTy

. . N . . iHopMaIiHIX
peanizaiii 3aco01B peaizanii 13aco0iB 3aXUCTYy. i
. TEXHOJIOTiH
3. HasiBHiCTH MOXITH-
BOCTEH BIUJIMBATH Ha
apxitextypy IC 1 Tex-
HOJIOT110 00pOOKHU
iHpopMmanii
1. Bucoka mo karii-
TaJILHUM BUTpPATaM.
. 2. He3Ha4yHa B KOX-
He3nauna nopiBHsiHO | 3Ha4Ha (3 pOCTOM BH-
. : . HOMY KOHKPETHOMY
PecypcoemHicTh 3 IHITUMU MOT 13 3aXHUCTy 3poc-
: . BUIAJKY MPHU HasB-
CTpaTerisiMmu Ta€ MO €KCIIOHEHTI)

HOCTI YHi(piKOBaHO
3axuIIeHo1 1H(op-
MaIliifHO1 TeXHOIor1{

Pexomenmarii mio-
JI0 3aCTOCYBaHHS

Hesucoxuii cryninb
CEKPETHOCTI
iHopMalii 1 He Tyxe
BEJIMKI OYiIKyBaH1
BTpaTH

JlocTaTHBO BUCOKHUI
CTYIIHb CEKPETHOCTI
1H(popMaLii 1 MOXKITHU-
BICTh 3HAYHUX BTpAT
IIpU NOPYILIEHH] 3aXu-
CTy

IlepcnexkTrBHA

Obopouna cmpamezisn 3axucmy — 3aXUCT BIJl BXKE BIIOMHUX 3arpo3, 110 37ikc-

HIOETHCS] aBTOHOMHO, 0€3 BIUIMBY Ha 1CHYIOUY 1H()OpMAILIIiHY CUCTEMY.




Hacmynanona cmpameeia 3axucmy — 3aXUCT BiA YCl€i MHOXHHH TIO-

MOTEHIIMHUX 3arpo3. ApxiTekrypa 1HpOopMaIlifHOi CUCTEMHU 1 TEXHOJOT 1i PyH-

KIII0HYBaHHSI 3000B’s13aH1 BpaXOBYBAaTH MOTPEOU 3aXHUCTY.

Vnepeoorcysanvna cmpamezia 3axucmy — CTBOPEHHsI CIIOYAaTKy TakKoro iH-

dbopmariiitHOro cepeIoBuIIa, B IKOMY 3arpo3u HEe Maju O YMOB JJIsI BAHUKHCHHS.

1.3. Erann nooynosu K3I nus pizaux crpareriii
OcnogHi etanu noOynosu crpateriii K31 nagani B Tabdn. §8.2. OCHOBHI NpUH-

nunu nmooyaosu K31 namani gai.

Tadomurs 8.2

Ocnoeni emanu nooyoosu cmpameciii K31

Ha3seu enanis

Cnpaneeii KkoMnneKcHo20 3axucny iHpopmayii

no6ydosu 060pOHHa HacTynanbHa ynepeaxyBaAbHa
1. CtpykTypoBaHa apxiTek-
Typa IC.
2. CTpykTypoBaHa TeXHO- | 3axuineHa iHopMarliiina
DopMyBaHHS ce- . TPYKIYD . HHeHa ¢ pMal
Bincyrhe norist 06paboTky iHpopMa- | TEXHONOTIs B yHi(iKOBa-
pEIOBHINA 3aXUCTY .
11, 110 3aXUIIAETHCA. HOMY BHUTOTOBJICHHI
3. UiTka opranizatist poOiT
13 3aXHUCTY

Awnaiis 3aco01B

1. lloganns opranizaniitHoi crpykrypu IC y Burmsmi
rpada, By3JId SIKOTO — THIIOBI CTPYKTYPHI KOMITOHEH-
TH, a JIyTH — B32EMO3B’SI3KU MiXK KOMIIOHEHTaMH.

MOPYIICHHI 3aXUCTY

SaAXHCT 2. Ilopanns TexHosorii oOpoOOKM 3axHIIAaeMoi iH- BincyrHiit
M (hopMmartii y BUTIISAII CTPOTO BU3HAYEHOT CXEMHU.
3. BuznaueHns napamerpis 3axuinaemoi inpopma-
1ii Ta ymMoB ii 00poOKH
. 1. BuszHayeHHs piBHS IMOBIPHOCTI OPYIIIEHHS 3a-
O1wiHIOBaHHS .

. XHUCTY iHpOpMaIlil B yMOBax il 0OpoOKH. .
BpPAa3JIMBOCTI ) .. BiacyTtne
. 2. OuiHIOBaHHS PO3MIPiB MOKJIMBOTO 30UTKY IPU
iH(opMarii

Busnauenns Bumor
[0 3aXuCTy

BusHauenHs IMOBIpHOCTI MOPYIICHHS 3aXKUCTy iHPOpMAaIIii, KOTpa Mae OyTH
3abe3neyena rmpu 06poOIIi, iHpopMmarlii, ika 3aXUIAETHCS

[ToOynoBa cucre-
MM KOMIUIEKCHOTO

Bubip THmoBoro BapiaHTY
(mpodinst) abo mpoekTyBaH-
HS 1HIWBIAYyaabHOI CHUCTE-

BusHaueHHs TeXHIYHUX
3aco0iB, sKi MalOTh Oy-
TH BUKOPUCTaHI pH

Busnauenns mexaHi3MmiB
3aXHCTY, SIKi MatOTh OyTH
3aJIisiHI TP CTBOPEHHI

dopmarii

3aXHCT :

y 06po6ui 31 mu K31 K31
Bumoru no cepe- Busnauaetbes B 3anexHoc- | Peanisyerbes Ha 6a3i yHi-
JTOBHIIA 3aXHUCTY Bincythi Ti BijJl BUMOT JI0 3aXHCTy iH-| ¢ikoBanoi IT, sika 3axm-

Ia€THCA

Ilpocmoma mexawnizmy 3axucmy.

MexanizMm mMae OyTH THTYiITUBHO 3pO3yMUIHIMA

1 MPOCTUH Yy BUKOPUCTaHHI. 3aCTOCYBaHHs MEXaHi3My 3aXHCTy HE MOBUHHO BHMa-




raTv 3HaHHS MOB 1 OyTH TPYJIOMICTKUM.

Cmanicmo 3axucmy. MexaHi3M 3aXHUCTy TOBUHEH OYTH MOCTIMHO 3aXUIICHUMA
BiJl HecaHKI[lIOHOBaHUX 3MiH. JKojaHa koprnopatuBHa IC He € Ge3nedHoro, SKIIO0
MEXaHi3M 3aXHCTy MOXe CTaTh 00’ €KTOM MoAu(DiKaIlii 1 3MiHH.

Ilosnoma xommponio. llepeBipka MOBHOBaXXE€Hb OYyIb-IKOTO 3BEPHEHHS [0
OyIb-SKOTO 00’€KTa — 1€ OCHOBAa KOMILUIEKCHOTO 3axucTy iH(opmarii. CTpyKTyp-
HOo K3I moBuHHa OXOIUIIOBATHM BCi PIBHI KOHTPOJIO: iH(GOpPMAIIiIO, JOKYMEHTH,
peXUMHU poOOTH 00’€KTa 3aXUCTY, MPOTrpaMHE 3a0e3MeUCHHs, anaparypy, 1HKeHe-
PHO-TEXHIYH1 CIIOPY/IH, IEPCOHAI.

Biokpumicmes npoexmysanus. K31 mnoBuHHa e(eKTUBHO (PYHKIIOHYBAaTH 1
MNIATPUMYBATHUCS HE3AJIEKHO BiJ JOCBIY NMPOTHBHUKA. [lpy 11boMy 3HaHHA airo-
PUTMY 3aXHUCTY HE IOBUHHO CIIPUSATH MOJOJIAHHIO 3aXUCTY HaBITh aBTOPY.

loenmudbixayis. Koxen o6’ekr IC moBuHeH OyTH OJHO3HAYHO 1JICH-
TipirripoBad. KopuctyBau — noBHOBa)KeHHsI, aill — piBEHb JIOCTYILY.

1lo0in nosnosasicens. 3aCTOCYBaHHAM JAEKUIBKOX KIIIOYiB 3aXHCTY, IO JO3BO-
JIsi€ BUPIIIMTH TOCTYT TUIBKYU MPY BUKOHAHHI PSITy YMOB.

Haoitinicms. IloBuHEH OyTH MEXaHI3M MOCTIHHO1 OLIIHKK HAAIMHOCTI (CTpaB-
HoCTl) @yHkiionyBaHHs K31

Maxcumanvua 6ioocobnenicmos 3axucmy. 3aXUCT TOBUHHUM OyTH BIITIJICHUN
B1J1 pyHKIIH yripaBiiHHsa qanumu ta IC.

besnepepsnicms. K31 — 11e He pa3oBHil 3axiJl 1 HE CYKYMHICTb 3aXO/IiB I10JI0
3aXHUCTY, 11€ HEeTIEPEPBHUH IIJIECIIPSIMOBAHUI MPOIIEC.

Hemunyuicmoe nokapanns nopyuiens. HampocTimmii 1 HalaieBIUNA crocio
MOKapaHHs NOPYIIEHb — BIIMOBA B JIOCTYIII.

Exonomiunicms. Po3yMHE TIO€THAHHS I[IHU Ta SIKOCTI 3aXucTy 1HQOpMaIlii B

yMOBaX €KCIUTyaTallii.

1.4. be3neka niHHUX iHpopMaliiiHUX pecypciB

besneka 1iHHUX 1H(MOPMAIIHHUX pPECYpCIB 3aBXKIU BHUCTYNAE HEOOXITHOIO
YMOBOIO YCIIIXy B CIpaBl, OTpUMaHHsA NPHOYTKY, 30€pekeHHs IIITICHOCTI
MTPUEMCTBA Ta MATPUMKH HOTO €PEeKTUBHOTO (PYHKI[IOHYBAHHSI.

Mertoto Ib € 6e3neka iHpopMaliiHUX pecypciB B OyAb-sSKUi MOMEHT 4acy B
OyIb-siKiil 0OCTaHOBIIl, @ TAKOXK rapaHTOBaHa B KOHKPETHIN CUTYyallli 3aXUIIEHICTh
1H(popmarrii B yaci 1 mpocTopi BiJ Oyab-SKHX 00’ €KTUBHUX 1 Cy0’€KTUBHHX 3arpo3.



Crouatky 3aBI1d HEOOXITHO BUPIMIUTH HACTYIHI MUTAHHS: HABIIIO 1 110 3a-
XUIIATH? B1J KOTO 3aXUIaThu? K 3aXUIIaTH?

[Tpo6siemu Ib 3 yacoMm cTaroTh OUIBIN CKJIAJHUMU 1 3HAYHUMHM, OCKUIBKH 3pPO-
CTa€ mepexia 10 Oe3manepoBHUX TEXHOJIOTIH B yIIPaBIliHHI, JOKYMEHTOOOIT CTa€ BCe
OlMBIN €eNEKTPOHHUM. SKIO paHilie TroJIOBHUMU HeOeslekamMu Oyiau BTpara
KOH(IEHIIIMHOTO JTOKYMEHTa, PO3TrOJIONIEHHS KOH(IACHIIMHUX BiJoMOcTel abo
BUTIK TEXHIYHUMHU KaHAJIaMH, TO B IaHUW Yac BCE YACTIIIE JOBOIUTHCS CTUKATHCS
3 HE3aKOHHUM TA€EMHHUM OIIEPYBAaHHSAM €JIEKTPOHHUMU JOKYMEHTaMHu 0e3 Kpasixk-
ku 3 BJ] 1 He3aKOHHUM BUKOPUCTAaHHAM 1HGOPMAIIHHUX PECypCiB.

Ilomouni i nepcnekmusHi 3a60anHs 3a6e3nevenns Ib ma 31 popmyromeca 6
pamkax npozpamu ingopmayitinoi b6e3nexu nionpuemcmea. OcHoéa piuileHHs —
NPUHYUN NEePCOHANbHOI 8ION0BIOAILHOCMI KEPIGHUYMBA BCIX PIBHIB, CllyicOU bOe3-
neKu ma chnipoOIMHUKI6 3a BUKOPUCMAHHA [THGopMmayii 8i0N08IOHO 00 3AKOHO-
oascmea ma QyHKYIOHAIbHUX 0008 '3Ki8.

3aBAaHHs 3aXHMCTY peali3ylOThCsl CUCTEMOIO 3axucTy iHopwmarlii. ['omoBHa
HeOe3neka — 116 HECAHKI[IOHOBAaHUM JTOCTYI (HECAaHKIIIOHOBAaHE O3HAWOMIICHHS).
Kpanikka, KOMiroBaHHS, PO3TOJIOIICHHS, 3HUILCHHS, Qanbcudikailisi, COTBOPEH-
Hs1, Moaudikalis 1 miaMiHa 1HGOPMAIIHHUX pecypciB € HaciJIKaMu TOJIOBHOI He-
Oe3nexu.

Apximexmypa cucmem 3axucmy ingopmayii (C31) 30608 ’s3ana oxonnosa-
mu.: enekmpouHi iHGhopMayilini cucmemu, 8ecb KOMNIEKC YNPAGIIHHA NIONPUEMC-
MBOM 8 €OHOCMI 11020 (PYHKYIOHANbHUX [ CIMPYKMYPHUX CUCeM, MPaouyiuHi 00-
KYMeHmayiuHi npoyecu.

Sk Bxe OyJ0 CKa3aHO B MOMEPEIHIX PO3/ALIaX KOHCIEKTY JICKIIA KOMILIEKC-
HocTh C3I 3a6e3neuyeThcs BKIOUCHHSIM TaKUX 000B’SI3KOBHUX €JIEMEHTIB, SIK: TIpa-

BOBI; OpraHi3ailiifHi; IHKEHEPHO-TEXHIYH1; MPOTpaMHO-anapaTHi; KpunrorpadiyHi.

1.5. Kpurepii nuinnocri inpopmamii

JlokymeHnToBaHi iH(opMaIliiiHi pecypcu — Ii¢ 1HTEIeKTyallbHa BIACHICTh. [H-
TeJEKTyaJIbHA BJIACHICTH CKJIQJAE€THCS 3 €IEMEHTIB — 1H(GOPMAIIHUX MPOIYKTIB
(KOMEpIIIHO IHHUX 1]Iei), peai3oBaHuX B iHGopMalliitHoMy BUrisal. [Hpopma-
miianii poaykT (II1) € pe3ynbrarom TBOpUOi mparli mianpueMiis (KOJICKTUBY ITijI-

MPUEMCTBA), 1[0 MA€ KOHKPETHY I[IHHICTh JJIsl BJIACHUKA.



Linnicmo II1 mooicna eusnauumu yepes: sapmicms (po3mip npubYmKy npu
BUKOPUCMAHHI, pO3MIp 30UMKI@ npu empami, Nnpasose 3HAYeHHs O @ipmu
(yemanosui 0OKyMeHnmu, npoepamu ma niauu, 002080pu 3 NApMHeEpamu), nepcne-
KIMUGHO HAYKOBE 3HAUEHMHS, MEXHIKO-MEXHOI02IUHe 3HAYEHHS.

Icuyroms Hacmynni 6uou yinHoi inghopmayii.

1. Texniuna ma mexnonoziuna: XiMmidaa (Hopmysia; perenT; pe3yabTaT BUIIPO-
OyBaHb; JaHI KOHTPOJIO SIKOCTI; METOAM BUTOTOBJIEHHS MPOJYKIIii, MpOrpaMHe
3a0e3MeyeHHs]; BAPOOHUY1 TOKa3HUKH.

2. Jlinosa: ynpaBIiHCBKI PIIIEHHS; METOAM peaizallii (yHKIIi; BapTiCHI MO-
KAa3HUKH; PE3YNbTaTH JOCIHIKEHHSI PUHKY; CIIUCKU KJIIEHTIB; €KOHOMIYHI ITPOTHO-
34 1 T.J.

OcHoBHI1 HanpsAMKHU GopMyBaHHs 1iHHOI 1H(opmartii (L[1) mpeacrasieni BTad1.

9.1.
Tabmms 9.1
OcHoeHI HanpamKu popmyeannsn yiHHOT iHpopmayii
Ne O6hacTb AiAAbHOCTI Hanpamvku ¢opmyBaHHA LiHHOI iHbopmau,il

3aCTOCYBaHHS HETPAIMIIIMHUX METOJIB YIPABIIHHSA,
1. | YupaBniHHS TIAMPUEMCTBOM |  MOPSIOK MIATOTOBKH Ta IMPHHHSATTS PIIlICHHS B 00-
JIACTAX HISIBHOCTI

po3IUpeHHs a00 3TOpHEHHSI BUPOOHHUIITBA, OYIKYyBa
[TporHo3yBaHHs 1 IJIaHYBaH- | HUN OOCST AOCIHIPKEHB, IPOrPaMH PO3BUTKY, POT-
Hs paMu B3aeMoJii 3 iHoipMaMH, TJIAaHU 1HBECTHLIIH,
MPOIaX, MOKYITKA

OanaHc, BITOMOCTI MPO cTaH 0aHKIBCHKUX PaxyHKIB,
BIJIOMOCTI IIPO PiBEHb MPUOYTKOBOCTI MPOAYKIIiT, 1H-
3. | ®diHaHCcOBA JISATBHICTh dopmariis Ipo OTPUMAHHS KPEAMTIB, MPO KOJIOOOIr
¢iHaHCIB, Ipo BUPOOHMUI oreparlii, mpo 0Opro.i 30-
OO0B’sI3aHHS

BUPOOHUYI MOTYXHOCTI, TUIT 00JIaJHAHHS, 3a1lacu CH-
4. | BupobHuua AisUIbHICTD POBHHM, MaTepiajliB, KOMIUIEKTYIOUHX, 3al1aCu TOTO-
BOT MPOJYKIIi

1H(dopMalist PO PUHKOBI CTpaTerii, METOIU 3/1HICHEH-
HS Ipoaxy, 1H(OopMallis PO pe3yabTaTH JTOCIIKEH-
HSl pUHKY, iHpOpManus npo epeKTUBHICTh KOMEpLIii-
HOT JISLIBHOCTI.

5. | ToprosenbpHa AiSUIbHICT

iH(popMallisg 00 MiATOTOBKH, 3MICTY 1 pe3yJIbTaTiB
MEPEToBOPIB 3 MOCEPEAHUKAMHU 1 MApTHEpaMHu, PO Ha-
paay 3 MepcoHAIOM

[TeperoBopu 1 Hapaau 3a Hall-
pSAMKaMU A1SUTBHOCTI




Ne ObhacTb AiAbHOCTI Hanpavku ¢opmyBaHHA LiHHOI iHhopmau,il

®dopmyBaHHS IIHOBOT CTPYKTYpa IiHU, OYiKYBaHI IIIHK, METOH OIlIHFOBaH-
HOJITUKH HS1, PO3MIpH 3HIKOK

®dopmyBaHHS CKIIAy KI€H-
8. | TiB, KOMITAaHBHOHIB, MTOCEPE/I-
HHKIB, TOCTa4aILHUKIB

BiZJOMOCTI PO 3apyOiKHUX 1 BHYTPIIIHIX 3aMOBHHKIB,
MOCTa4YaJIbHUKIB 1 KOPUCTYBaYiB

BuBueHHs HanPSIMKIB iHTe- METOJI aHAIITUIHOI POOOTH, criocoOu 6GOPOTHOM 3a
peciB KOHKYPEHTIB PHMHOK, Pe3yJIbTaTH MAapKETHHIOBBIX TOCTIHKECHb

cTpareriuyna iHdopmartis, iHpopMmallis mpo MmiAroToB-

10. | YyacTp B TOprax i aykmioHax o ..
KY JI0 TOPTiB 1 pe3yabTaTu TOPTiBIIi

HaykoBa i mocigHuIbKa Jis-
11. | JIBHICTH IO CTBOPEHHIO HO-
BOI TEXHIKHU

BiZIOMOCTI 111010 IPOTPaM MEPCIIEKTUBHUX JOCIIIKEHb
1 pe3yibTaTax

BukopucTtanHs HOBUX TeXHO-| 1H(OpMALisS PO IX 3MICT, CHelHU(iKy 3aCTOCYBaHHS

12. i . .
JIOT'1i 1 oTpuMaHuii edexrt

NEPCOHAIBHI BIJOMOCTI PO CIIBPOOITHHUKIB, METOIH
13. | YpaBiiHHA nepcoHaIoM KU 001pa, TeCTyBaHHS KaHAUJIATIB HA IOCay, Pe3yib-
TaTH MIOTOYHOT pOOOTH 3 IIEPCOHAIOM

Opranwu3ariiis 0e31eKH ImijI- BiJIOMOCTI 111010 (PYHKIIIOHYBaHHS CITYkO0U Oe3MeKH,

14 . .
IIPUEMCTBA smicty C31, cuctemu (hi3HUHOTO 3aXHCTY

Jlo 0cob6irBO 1IHHOI 1H(QOpPMAaLli MPUHHATO BIJHOCUTH: BIIOMOCTI MpPO BHU-
POOHMIITBO 1 MPO MPOMYKIIIIO; BIJIOMOCTI TPO PHUHOK 1 HAYKOBI PO3pOOKH;
MaTepialbHO-TEXHIYHE 3a0€3ME€UECHHS; yMOBU KOHTPAKTIB 1 MEPErOBOPIB; BIIOMOCTI
Mpo TMEepCOoHa; BIJOMOCTI MPO CHUCTEMYy Oe3NekH; OuHamika 30yTy MNpOAYKIIIi;
e(eKTUBHICTh TIOCIIYT.

Ina Vkpainu xapakmeprno 6ionecenus 00 ocodbiueo yinHoi inghopmayii 8i0o-
mocmel npo QiHauco8y OisibHiCmb ma cucmemy Oe3neku nionpuemcms. 3asicou
yinnorw  inghopmayicro € “‘uyxca’ ingopmayia, mobmo iHpopmayia 80
RIONPUEMCME, YCMAHO8, 0P2aHi3ayill, Napmuepise i KIiEHMI8, SKi CRIGNPAYms 3

00 ’ekmom 3axucmy.

1.6. BusiB i JokyMeHTYBaHHs KOH(}igeHIiIHHUX BigomMocTeil

[Iporiec BUSIBJCHHS 1 perjlaMeHTallli peaJibHOTO CKJaay KoHQIIEHIaIbHO1
iHpopmanii — 6a3zoBa yactuHa cucremu K3I. KommuiekcHuil 3axuct — popora
TEXHOJIOTisl, TOMY BU3HAU€HHS CKJIaAy KOH(IIEHIIaIbHUX BIAOMOCTEH Mae Oa3y-
BaTHUCS HA €KOHOMIYHIN JOUUIBHOCTI. [CHYIOTh Ba KpUTEPis aHATI3Y



1H(pOpMaIIHHUX PECYpPCIB: CTYIIHD 3aI[IKaBICHOCTI KOHKYPEHTIB; CTYMIHb IHHOCTI
iH(opMarlii y BapTICHOMY 1 TpaBOBOMY acCIleKTax.

[ndopmaris mpo peanbHHUX 1 MOTEHIINHUX KOHKYPEHTIB € OCHOBOIO BH3HA-
YeHHs iHQopMaIlii, sKy HeoOX1JHO 3aXHUINATH.

Y mporeci aHamizy BHUAUISIOTH TOJOBHI €JIEMEHTH, IO BiJOOpaKkaroTh
GbipMOBUI CEKpET, KU JO3BOJISIE 3/IEHIEBUTH CUCTEMY KOMIUJIEKCHOTO 3aXHUCTY
iH(popMarlii, 3poduTH i1 MakKCUMaNbHO IIECTIPSIMOBAHOI, TUHAMIYHOIO Ta edek-
THUBHOIO. 3aXMCT 32 BCl HOBOBBEJCHHS, BKIIIOUAIOUM 3arajibHOBIJIOMI CKIIQJIOBI, SIK
npaBuio, Oa)xxaHOTO pe3ynbTary, He jae. Cucrema 3axUCTy CTa€ TPOMI3JIIKOIO,
3pOCTa€ CKJIATHICTh KOHTPOJIO BEIMKOTO 00CATY KOH(IIEHUIMHOI 1H(hOopMaIllii.
MacoBicTh 3acekpeuyBaHHS BeJ€ JIMIIE A0 3POCTaHHS IITATHOI YHCEJIbHOCTI
CIIy’kOH O€3leKH 1 B KIHIIEBOMY MIJICYMKY A0 3HMXKEHHS €(DEKTUBHOCTI 3aXHUCTY 1
BTpaTH iHpopMarlii.

HaiiGinpma Oe3neka KoH(iAEHLIMHOI 1H(OpMalli 3a0e3nedyeTscs MpU
BIJICYTHOCTI i pikcailii Ha Oyab-sIKOMY HOCII.

3arpo3u KOH(1ACHIIITHUX TOKYMEHTIB BUHUKAIOTh B MOMEHT NOSIBU TYMKH PO
HEOOXIJHICTh JOKYMEHTYBAHHS. [CHYIOmMb HAcmynui 3a2po3u KOHQDIOeHYIUHUX
OOKYMEHMmIB:

- OOKYMEHMY8AHHS HA BUNAOKOBOMY HOCIi N03a cghepoio KOHMPOIO CUCmeMU
besnexu,

- ni02omosKka 00 8UOAHHS OOKYMeHMA, AKUU He 002PYHMOBAHULL 01108010
HeoOXiOHicmIO;

- BKIIOUEHHS 8 OOKYMEHM HAOIUWKOBOI iHGhopmayii (PIBHO3ZHAYHO pPO320.]10-
ULEHHIO),

- BUNAOKos8e (YMUCHe) 3aHUNCEHHS 2pUQY KOHDIOeHYiuHOoCmI,

- 8U2OMOGNEeHHS OOKYMEHMA 8 YMOBAX, AKI He 2apanHmyoms 30epedtceHHs
HOCIsl, KOH@IOeHyitiHicmb 06pobat08anoi iHghopmayiiy

- empama opuciHany, YepHemku, eapianmu abo pedaxkyii OOKymeHma, 1uo2o
yacmuHu, 000amKu,

- 3aMOBYY8AHHA ~MaKo2o Gaxmy abo cnpoba NIOMIHU BMPAUEHO20

mamepiany,

- NOBIOOMJIEHHS 3MICY NPOEKN) OOKYMEHMA CMOPOHHIL 0CO0I;

- HeCcaHKyioHOBaHe KONII08AHHS, Y M. Y. HA He8PAXO8AHOMY HOCII,

- eumiK iHhopmayii no mexHiuHUM KaAHALAM,



- NOMUNKOGI Ol KOpUCmy8auis, 0coOIUB0 8 YACMUHI 003601€HOI cucmemu
docmyny.

1.7. Hocii koH}igeHUiitHUX BigoMocTel

Hociii we 0o nputiomy xougioenyitinoi ingpopmayii nogunen 6ymu epaxosa-
HUll i3 3aKpinienHam piens kougioenyiunocmi. besneka iHpopmarlii, KOHTPOIb ii
30epeKeHHs 3a0e3MneuyeThcsl He TUIBKK B OpHTiHAMI, a i B yCiX YepHETKax, Bapia-
HTaX, peJaKiisix, 3anucax.

Bci nocii kongioenyitinux gioomocmeil yMOBHO MOMCHA Klacughiysamu Ha
MmaxKi 6uou: HOCIi MPAOUYItiHI MeKCMOo8i, HOCII KpecaapCcoKo-epapiuni, MauuHo3-
YUMy8aui OOKyMeHmu, ayoio ma 8i0eo 0OKyMeHmu i pomoooKyMeHmu.

Jlo TpamuiiifHUX TEKCTOBUX HOCIIB BITHOCATHCS: OJIOKHOT 3 BIIPUBHUMI JIUC-
TaMU 1 KOPIHIIEM JJisi BEJEHHs OOJIKY JIMCTIB, HUJIEH X BUKOPHUCTYBAaHHS, BUKO-
HaBIIIB 1 JaT; poOOYMid 30MIUT JJIsl JOKYMEHTIB BEITUKOIO OOCSTY; OKpeMi MpPOHY-
MEpOBaHi JIUCTH; IPYKAPChKI POpMU 1 OIaHKHU.

Hocii kpecnsipceko-rpadiuHi NpeaCcTaBisiloTh COO0I0 MPOHYMEPOBAHI JIUCTH
KaJIbKH, BaTMaHy, KOOPJWHATHOI Tarepy.

MammmHo34uTyBaH1 JOKYMEHTH — 11€ MapKOBaHi 1 MPOHYMEPOBaH1 JUCKH, JTU-
CKETH, MarHiTHI CTPI4KH, KApTH Ta IHILI HOCIi, SIK1 BI3yaJbHO HE YATAIOTHCS.

Ayaio Ta Bifieo JOKYMEHTH SIBIIIIOTH COOOI0 MapKOBaHi 1 MPOHyMEPOBaHi Jia-
3€pHI1 IUCKU, KACETH, MAarHITHI CTPIYKHU, KAPTU, KIHOTUTIBKH.

DOTOAOKYMEHTH — MapKOBaHI 1 MPOHYMEpPOBaHI KaceTu 3 (POTOILIIBKOIO,
ciaiiu, ¢oTomarip.

Koudinenmiitauii 1OKyMEHT — 1€ HEOOXITHUM YHHOM O(GOpPMIICHUN HOCIH
JIOKyMEHTOBaHOi 1H(popmallii, 10 MICTUTh BIOMOCTI OOMEXKEHOT0 JOCTYIy ado
BUKOPHUCTAHHS, SIKI CTAHOBIISITh 1HTEIEKTYaJIbHY BJIACHICTH HOPUANYHOT ((Pi3UUHOT)
0coou.

Kongioenyitinicms € BimoOpakeHHSIM OOMEKCHHS Ha JOCTYII, SIKE HaKJaJae
BJIacHUK 1H(popMarii. HazuBatu KoH(]iAEHIIIIHI JOKYMEHTH CEKpETHUMH abo CTa-
BUTU Ha HUX I'pU( CEKPETHOCTI HE IOMYCKAETHCA.

o cknady xoughioenyitinux OOKyMeHmia 8 0epiHcasHux CMmpyKmypax 6xo0sms
OOKYyMeHmuU, npoexmu OOKYMEeHMI8 | Cynymui mamepianu 0is Ciyscb08020 Kopu-
cmysaHus. BOHU MICTATH B1IOMOCTI, BIHECEHI O CIIy’KOOBOi Ta€MHHUIII, MaIOTh
po0oumii XxapakTep 1 He MiUISral0Th OMyOJIIKYBaHHIO y BIAKPUTIHN Ipeci.



o cxnady xoughioenyitinux OOKYMeHmMI8 8 NIONPUEMHUYLKUX CIMPYKMYPax
8X0051Mb OOKYMEHMU, WO MICMAMb 8i00MOCMI, SIKI 6IACHUK MAE NPABO BLOHeCmU 00
KOMepYIitiHOi maemHuyi, 00 maemHuyi hipmu abo maicmepHocmi.

He3anexxHo Bii MpUHANEKHOCTI 0 CKIAAy KOH(IACHUINHUX BXOIATH JTOKY-
MEHTH, 10 (PIKCYIOTh Oyab-AKi MEpCOHANbHI JaHi, a TAKOXX TEXHIYHI Ta TEXHOJIO-
r'i4H1 HOBOBBEJICHHS JI0 1X MATEHTYBAaHHSI.

[Ipu posrisai TepMmiHIiB KOH(IICHIIIHHOCTI HEOOX1THO IMaMm’sTaTH, IO IIiH-
HICTh 1H(DOpMalii, sIK MpaBuiIo, He JoBroBiyHa. [1oTpiOHO OIiHIOBATH Yac, HEOO-
X1THUH KOHKYPEHTY JAJisi BUPOOJICHHS TaKoi XK 171€i, JIs1 BUKpaJAeHHs 11el, Ui Bif-
TBOPEHHS 171€1 1 [Jis 11 omyOuiKyBaHHS, TOOTO ii TIEpexoay B 3arajibHOJOCTYITHY.
BaxyBUM MOMEHTOM € Te, 110 3aXMCT I[IHHOI 1HQopmaIlli komrye goporo. ILle
MOB’513aHO 3 MOCTIHHOIO HEOE3MEKOI0 BTPATUTH 11 B PE3YJIbTATI J11i KOHKYPEHTIB.

3a TepMiHAMH OOMEXEHHSI BUIBHOI'O JIOCTYNY KOH(IJCHILIMHICT, Ma€ 3Hau-
HUW PO3KHUJ BiJl JEKUIBKOX TOJIMH JI0 AEKUIbKOX poKiB. OCHOBHA Maca KOH(I1/ICH-
MIAHUX IOKYMEHTIB BiJIpa3y >k Micis poOOTH 1 BUKOHAHHS BTPAayae CBOIO IIHHICTh
1 koH(DiAeHIIHHICTE. Hanpukias, TUCTyBaHHS A0 YKJIAJEHHS KOHTPaKTy KOH(ige-
HI[I}HA, a TICJIS MIMUCAaHHA 1 JJ03BOJIY MEPIIOro KepiBHUKA rpud KOHQIIEHIIIHHO-
CT1 3HIMA€ETHCS.



1. PEXXUMHUMN XAPAKTEP POGOTH OPTI'AHI3AIIII
SAIK OCHOBA KOMILIEKCHOTI'O 3AXUCTY IH®OPMAIIIL

9.1. Po3pobka IloniTuku 0e3nexku

ABTOMAaTH3aIlis TPOIECIB AiSUTBHOCTI (O13HEC-POIECIB) MPAKTUYHO OYIIb-
SKOTO Cy4acCHOT'O MIATNPUEMCTBA CIPHE POCTY MPOAYKTUBHOCTI Mpalli Ta MOJim-
[ICHHIO YIPaBIIHHSA 32 paxyHOK (DYHKI[IOHYBaHHSI KOPIIOPATUBHOI 1HPOpMAIlIITHOT
cuctembl (KIC). 3 iHmOl CTOpOHM, OAHOYACHO 3 IIUM 30UIBIIYETHCS PIBEHb
1H(pOpMaLIIHUX PU3HKIB.

Ananiz c8imosoco ma 8imyu3HAHO20 00C8I0Y Wo0o I oukmye HeobXioHicmb
cmeopeHrHs cucmemu 3abesneuenns oesnexu inghopmayii (C3b51) — 83aemo-nog ‘s3ami
PIBHOMAHIMHI Op2aHi3aYIHI MA MEeXHIYHI 3aX00U 3aXUCTY, W0 BUKOPU- CHLOBYIOMb
CY4acHi Memoou NpocHO3Y8AHHS, AHANIZY | MOOENI08AHHS.

Cmeopenns nosnomacumaonoi C3b1 sumaeae 3naunux ginancosux eumpam.
Hoxpumu HeobXiOui eumpamu 8i0pasy, sIK NPABUIO, He NPEeOCMABIAEMbCI MOHC-
aueum. Lle npuzeooums 00 Heobxionocmi noemantoi no6yoosu cucmemu (po3rop-
TaHHA i1 OKPEMHUX €JIEMEHTIB 3 3aTPUMKOIO B 4aci). OueBUIHO, IO JJISl IIJTICHOTO
00’ €THaHHSI [TUX €JIEMEHTIB, 10 PO3POOISIOTHCS a00 3aKYMOBYIOTHCSI B pi3HMITUAC,
HEOOX1THUM equHul apxiTekTypHuii 3aaym C3bIl. [HmumMu cnoBamu, opraHi- 3aiis
noBuHHa chopmyBatu cBoro [lonmiTuky O6e3nexu iHbopmariii.

THonimuka 6e3nexu inopmayii — ye CYKynHicmos HOPMAMUBHUX OOKYMEHMIE,
SKI 6CMAHOBII0I0Mb NOPOOK 3a0e3neyueHts be3nexku iHpopmayii Ha KOHKPEMHOMY
RIONPUEMCMEI, 4 MAKOIC BUCYBAIOUUX BUMO2U 3 NIOMPUMKU Yb0O20 NOPAOKY. Baorc-
JIUBO MIOKpecaumu, wo OOKYMeHmuU, 5Ki po3pobnsaomovcs npu Gopmyeanni Iloni-
MmuKku Oesneku, NOBUHHI Mamu OQIYIUHUL OPUOUYHUL cmamyc (nionuc nepuioi
ocobu,).

Po3po6ka Ilomituku Oe3nexu iHdoOpMallii € OCHOBOIMOJIO)KHUM €TaroM MpH
po3podui Ta nogansimomy BrnpoBamkeHHI C3Bl. fkmo BuMoru, BUCYHYTI Ha MO-
4yaTKy po3poOKH He MOoBHI a00 moMuiikosi, To, C3bBl B psini BUMAIKIB HE 3MOXKeE
MOBHICTIO BIATIOBIZIaTH CBOEMY MTPU3HAYCHHIO.

OueBunHo, 110 po3poodutu I[lonituky 6e3nexu iHpopMarlii, TO6TO MOOyyBa-
TH TIOBHY CHUCTEMY IMpPaBUJI 1 BUMOT 3 Oe3rneku iHdopmarlii, MOXJIUBO TIIBKH B TO-
My BHUIAJIKY, AKIIO MpoaHaIi30BaHl BCl IHPOpMalliiiHI pU3UKH 1 BU3HAUEHA HOpMa-
TUBHA 0a3a, 110 peryiroe MUTaHHs 3axXUCTy 1HpopMalii. ToMy monepeaHiM eTanoM



st po3poOku Tlomituku 6e3neku moBUHHO OyTH KoMImekcHe 0OCTeXKEHHSI 3aXH-
mieHocti KIC opranizariii.

Ax 2osopunocs suwe, nio Ilonimuxorw desneku ingpopmayii pozymiemocs y3-
200JHCEHULL NO YLIAM 3axXucmy iHgopmayii nakem HOPMAMUBHO, OP2AHI3AYIUHO-
PO3NOpA0UUX MA eKCNLYAMAayitiHux OOKYMeHMIi8, Wo pe2iameHmyoms 6Ci Numam-
HSl Opeanizayii, ynpasiinHa i KOHMPOJ0 O6e3neKu, a maxKodc ekcniyamayii 3acodis
saxucmy. Cmpykmypa 0aHo2o nakema OOKYMEHmMi8 No0AEMbCs Y 8U2iiaol mpbox
LEPAPXIYHUX DIGHIE.

Iepwuii pigens IlomitTuku Oe3nexu 1H(OpMalii MICTUTh TOJOBHHUMA JOKYMEHT
“KoHnuenuist iHpopMaliiftHOi 0e3nekn”, sika BU3HAYA€E 1INl 1 3aBJaHHS 3aXUCTYy 1H-
dopmartii B KIC, kopropaTuBHI BUMOTH 1 MIPaKTUYHI TIpaBUIa YIPaBIiHHS 1HPOP-
MalliHOIW O€3MeKOl0, CKIaJ I1HIIMX JOKYMEHTIB, IO PErJaMEHTYIOTh MUTaHHSA
Oe3neku 1H(opmarlii. 3a CBOEIO CYTTIO 1€ CTPATErisl BUPILICHHS MUTaHb 3aXUCTY
1H(popMmarii.

JlaHuii JOKYMEHT € CHCTEMOYTBOPIOIOYMM, SIKMM IHTErpye€ BCl JTOKYMEHTHU
[Tomituku Oe3meku 3a MOCTABJICHUMHM IIJSIMU 1 3aBJaHHSAMU 1HGOpMaIliitHoi 0e3-
MEKH.

pyeuii pisens, SIK IpaBUIIO, MICTUTh JIBa JIOKyMeHTa: ‘“‘PernameHT 3a0e3mne-
yeHHs Oe3nexu iHpopMmatii” Ta “IIpodins 3axucty”, ki € HOpMAaTUBHUMH a00 Op-
raHi3alifHO-PO3NOPSTIMMH TOKYMEHTAMHU.

“PermamenT 3a0e3neueHHs Oe3neku iHdopmarllii” po3poOsieTbesl Ha MiACTaBl
“Konmenuii 0e3neku iHdopmallii”’ 1 B IUPEKTUBHOI (OpMI BHUKIANAE TOPSIIOK
MOBOJIPKEHHS 13 3aXMIIAEMOIO 1H(POPMAIIi€l0, OCHOBHI MpaBuiia Jiid CIiBPOOITHUKIB
11X BIZMOBIIAJIBHICTH y 3a0e31eueHH] O6e3meku iHhopMalii B Oy Ib-sIKUX CUTYyaIlisIXi
Ha BCIX cTafaisx xkurreBoro uukiny KIC mianpuemcrsa.

“ITpod1b 3aXUCTy” MICTUTh TEXHIYHI BUMOTH J0 MPOrpaMHO-anapaTHUX 3a-
coOIB 3aXMCTy, B TOMY 4HCI]i 1 BOyZOBaHMUM B 3arajJbHOCHUCTEMHE MpOrpamHe 3a-
Oe3reyeHHs] Ha OCHOBI BIIMOBITHUX JIEP>KaBHUX 1 TATy3€BUX CTaHJIapTIB.

[Ticnst po3poOKU TOKYMEHTIB MEPIIOTO 1 IPYroro piBHIB MPOBOAUTHCS HACTY-
MHUW eTanm poOIT — mpemiil pigeHb — po3poOKa BHUKOHABYOI JOKYMEHTAIlil, M0
BKJIIOYA€ B ceOe pi3HI MOCal0BI MOJOKEHHS Ta IHCTPYKLIi, TOIMIIBHICTh KX BH-
3HAYA€ThCA 32 pe3ysbTaTaMu Iepuioro Ta Apyroro eramiB. Kpim Toro, manuii pi-
BEHb MICTUTh EKCIUIyaTallliiHi JOKYMEHTH 3aco0iB 3axucTy iH(opmarii. Tpetii
pIBEHb TOJITUKHA OE3MEKH CIHUPAETHCS HA €KCILTyaTallliiHy JOKYMEHTAIlll0 BHKO-



PUCTOBYBAaHUX MPOTPAMHO-TEXHIUHUX 3aCO0IB 3aXHUCTY, 3arajJbHOCHCTEMHOTO Ta
NPUKIIAJHOTO POTPaMHOTO 3a0e3MeUeHHs, a TAKOXK Ha CTPATETiIo 1 TAKTUKY 3aXU-
CTY, 110 3a0e3neuyeThcst TeXHIYHUMH 1 TporpaMuumu 3acobamu C3b6I 1 KIC.

9.2. CucreMa ¢iznyHOro 3aXMCTy - TUNOBI 3aa4i Ta cnocod ii peanizauii.
OCHOBHI XapaKTepUCTHKHU cUCTeMHU Qi3HYHOr0 3aXHCTy

Cucmema ¢hizuunozo 3axucmy (CD3) — cykynnicmo noodeti, npoyedyp i oo.1a-
OHAHHA, SAKI 3aXUWAOms MatHo (00’ exmu) 8i0 po3KPAOAHHA, OUBepcili ma IHUUX
nHenpasomipnux Oit. KinueBa mera C®3 — 3amo0iraHHs yCHIIIHOTO BHUKOHAHHS
KBaJI1()iKOBAHUM MOPYITHUKOM BIIKPUTHX a00 TAEMHUX 3JTOBMUCHUX aKIIii.

Tunosi 3aBganHs C®D3: 3amobiraHHs AUBEPCIH, COPIMOBAHMX HAa BUBEIACHHS
3 Jlaay oOnagHaHHA, 3ano0iraHHs Po3KpajlaHb MaTepiaibHUX 3aco0iB, MaifHa abo
1H(dopMarrii; 3axuct criBpoOITHUKIB 00°ekTa. OcHOBHUMU XapakTtepuctuku CD3
€. HaJIMHICTh (ELIECIOHYBAaHHS, PIBHI 3aXMCTy); MIHIMI3alis HACIIAKIB BIJIMOB;
30aNaHCOBaHICTh. IcHye 06a cnocoou opeanizayii egpekmusnoi CDP3: cmpumysan-

HA, BUABNEHHA, 3ampPUMKdA ipeaeyeaHHﬂ.

CrpumyBaHHA

CmpumysanHs — peanizayis 3axo0i8, AKi CHPUUMAOmMvbCs NOMEHYIUHUM No-
PYUWHUKOM 5K 8AICKONOOOJAHe, Cmpaximause i nepemeopiooms 06 €Km 6 Henpu-
6abugy memy. Pe3ynprar cTpuMyBaHHS — MOPYIIHUK NPUITHHIE Hamaa, abo B3a-
rajii ioro He poOuUTb.

[Ipukman: oxopoHa 3 BIANOBIIHOK (OPMOIO; JOCTaTHE OCBITIICHHS;
nonepekKyBajibHl 3HaKW; TpaTU Ha BiKHaX; OCTOHHMI MapKaH, KOJIIOYHUHI ApIT;
HAsSIBHICTh CHUTHAJII3AIll]l Ta CUCTEM B1JEOCIIOCTEPEIKEHHS; OTI€UaTyBaHHS.

CrpumyBaHHs Oe3cuiie, SIKIO MOPYUTHUK BUPIIIYETHCS HA Hamaj, He3BaXKaro-
4y Ha niepemikoau. [lokmagaTucs Ha CTpUMyBaHHSA K O0e3aJIbTEPHATUBHUMA 3aXUCT
BKpall pu3uKoBaHO. J[0 TOro *k SKICTh 3aXHUCTYy CIOCOOOM CTPUMYBAHHS Ba)KKO
BUMIPATH 1 OIIHUTU. HaBiTh sikio He Oysio HamaiiB, Iie HE O3HA4Ya€, 0 CHCTEMa
(b13UYHOTO 3aXKUCTY CIIOCOOOM CTPUMYBaHHS €()EKTHBHA.

BusiBjieHHs1
Busenenns — sizyanvha peecmpayis npuxoearoi abo 8iokpumoi axkyii nopyui-
HUKA w000 MNPOHUKHEeHHS 6 npocmip 00’ckma. Y BUSBJIEHHI 0COOJUBO



BUJIIISTIOTHCSI TOYKU CAHKI[IOHOBAHOTO JOCTYITYy, TOOTO BUSBICHHS TIPH KOHTPOJIi
BXOJYy 1 BUXOJY OCI0, SIKMM HE J03BOJIEHO IIPOHOCHUTH MaTepiajbHI LIHHOCTI Ta
1H(pOpMALIiIO.

Tloxaznukamu eghekmusHocmi KOHMPOIIO HA 6X00i €: TIPOITYCKHA 3/IaTHICTD;
KUTBKICTh TIEPCOHANY, SIKa B OJUHUITIO Yacy Ma€ MPaBO MPOXOAY; 4acTOTa MOMUII-
KOBHX MPOXOJIIB — YaCTOTA, 3 KOO JIO3BOJISETHCS MPOXia 3a MiAPOOICHUMH JOKY-
MeHTaMu 200 HEBIPHO BITI3HAHWM; YaCTOTa TIOMIJIKOBHX BIIMOB - YaCTOTA BiIMOB Y
JOCTYT1 0co0aM, SIKUM MPOXij J03BOJICHUH.

BusiBjieHHS 3aKiHIYETHCS TIJIBKUA 32 YMOBH TPOBEJCHHS OI[IHKA BTOPTHEHHSI.

Linamu oyinku € 8ionosioi na numanus Illo? Xmo? Jle? Axa xinvkicms?

3aTpumka

3ampumka — YnoGinbHeHHs NpoCY8aHHsA nopywiHuka 0o memu. Lllnaxamu
(cnocobamu) 3ampumku €. izuuni oap’epu, nepewkoou, 3amKu, NepcoHal 0Xo-
POHU (8 pedcumi NOCMIUHOI 20MOBHOCHI, ADO 8 PEeHCUMI OUIKYBAHHS).

llokaznux eghekmusrnocmi 3ampumky — 3aTalIbBHANA 4ac MOJIOJAHHS KOKHOTO
eJIeMEHTa 3aTPUMKH IICIIsl BUSBIICHHS.

3aTpuMKa 0 BUSIBICHHS MPU BU3HAYCHHI €(PEKTUBHOCTI HE BPaXOBYETHCS.
Ile € Takox ctpumyBaHHAM. [IpuunHa nonsirae, B ToMy, 110 Yac BTPAayeHO JJI pe-
aKuii Ha JIi MOPYLIHUKA.

PearyBanns
Peacysanna — ois cun 3axucmy wo0o nepewikoo ycnixy nopyuiHuxa, nepepu-
6aHHs 1020 Oiu. JIns yCHIIIHOTO MepepuBaHHS HEOOXIJHA KUIbKICHA MepeBara
OXOpPOHHU B OYIKYBaHIM TOYLl 3yNUHKU MOPYIIHMKA, YaC HA TIOBHE PO3TOPTAHHS 1
TOYHA 1H(pOpPMaIIisl PO TMOPYIITHUKA.
3aBnanHs BusBienns Ta 3aTpUMKU BUPIIIYIOThCS, SIK MPABUJIO, 1HKEHEPHO-
TEXHIYHUMU 3aco0amu Ta (abo) cumamu oXOopoHH. B manmii yac BeqyThCs BiAMOBI-

JTH1 PO3pOOKH 1I0JI0 CTBOPEHHS 3ac001B aBTOMaTHYHOTO PearyBaHHs.

9.3. KisibkicHmii Ta sikicHmii anauaiz C®3

MeToro aHani3y € BCTAHOBJIEHHS €()EKTUBHOCTI TAKOTO 3aXHUCTY.

Kinvxicnuu ananiz C@P3 3aCTOCOBYETBCS y BUIIAJIKaX, KOJIM BTPATa HEMPUITY-
CTHUMa HaBITh NIpH Maiil iMoBipHOCTI Hanaxy: AEC, BiiicCbKOBI 00’ €KTH, B’ SI3HUIII,

My3ei, 00’ €KTH EHEePTeTHKH, 3B’ I3KY.



Sxicuuit ananiz CD3 3acTOCOBYETHCA JIJIs1 00’ €KTIB, II0 BUMAraloTh HU3BKOTO
PIBHS 3aXHUCTY.

Ananiz suxonyemocs ons. susnauenus cmany CD3; niocomosku 00 MoOepHi-
3ayii’ i3 3aCMoCcy8anHHAM HOBUX po3pobok, npucmocysants CD3 0o Houx eupoo-
HUYUX Npoyecie, 00 NOs8U HOBUX YIHHUX 00 €KMI8,; NiOBUUEHHS PIBHS 3AXUCTY NPU
3DOCMAaHHI 3a2pos3.

Hwxue npencrapneni neaxi ckiaafaoBi aHamizy CD3 Ha mianpueMcTBax 1 op-
raHi3amisax 3 BHYTPIIIHbOBIJOMUYOI OXOPOHOIO.

HInsx nopymHuka
LlInax nopywnuka — ynopsikoBaHa MoCIiI0BHICTh /il MPOTH 00’ €KTa Hara-
1y, sIKa 3aBEPIIYETHCS TUBEPCIEI0, PO3KPATaHHSIM a00 TEPOPUCTUYHUM AKTOM.

Ipuxnaou oiti i wisaxu nopywHuka HageoeHi 8ionosiono ¢ maoa. 9.1 i na
puc 9.1.
Tabnuys 9.1
Ilpuxnao oiti nopywnuka
Enemenm
HInax Enemenm 3ampumku
BUABIICHHS
Iooonamu napkan abo | Mamepian naprany abo | [Jamuux na napxani,
cminy MIYHICMb CMIHU ULym npu npoLoOMi
Ipovimu osepi Miynicme Ogepeii Jlamuuk Ha 0gepi
Ckoniroeamu ¢aiin Yac konitosanms Bxio ¢ KIC
Binkpura (Jio6oBa) aTaka \ He6esmeyna / Tlpuxosauwuii Hamas
. |
[lIBuaKke mogonanHs 6ap’epis, \ 30Ha* / [TopylIHUK 3HaYHO 3HUKYE
HE 3BEPTAIOUU yBary Ha BUSB- \ / HMOBIpHICTh BUSIBIICHHS
JICHHS \ /
[TopyurHuk Moke BUTPATH, SKIIO \ / [Topyurauk BUTpae, SKIIO HE
OXOpOHA HE BCTUTHE 3pearyBaTu \Y/ BUSIBJICHUI

Puc. 9.1. Moxn1B1 LUISXH MOPYIIHUKA



3arajabHi 000B’I3KHM pOOITHMKA 0XOPOHM 00’€KTa 3 HU3LKUM PiBHEM 3aXHCTY

IIpayienux oxoponu 6 06y0b-AKUX YMOBAX NOGUHEH OYMU GGIUIUSUM | MAKMU-
YHUM 3 2pomaoaHamu, 36epmamucs 00 Hux Ha “Bu”, ceoi eumoeu i 3ayeasxcenms
BUKIAOAMU 8 NePeKOHIUBIU I 3p03yMIniltl hopmi, He donyckamu cynepevox i Oii,
wo obpasicaroms ix wecms i 2IOHICMb.

[Tpu 3BepTaHHi 10 TPOMAJITHUHA TPALIBHUK OXOPOHHU MTOBUHEH HAa3BaTH CBOIO
mocajay 1 Ipi3BHUIIE, MICJIS YOTO KOPOTKO MOBIJIOMHUTH MPUYHHY 1 METY 3BEpPHEHHS.
VY pasi 3BepHEHHS TPOMAIsTH MPAlLliBHUK OXOPOHHU, BUKOHABIIH Ti X BUMOTH, 3000-
B'SI3aHUN YB)XKHO BUCIYXaTH 1 PO3'ICHUTH, KyAH CJiJ 3BEPHYTUCS TSI BUPIMICHHS
MOCTABJICHOT'O MUTAHHS.

VY po3MOBI 3 TpoMajiTHaMU MPAI[iBHUKN OXOPOHHU 3000B's13aH1 BUSIBJISTH CIO-
Kiil 1 BUTPUMKY, HE IMOBUHHI BCTYIATH B CYNEPEUYKH, BTpauyaTh CaMOBJIaIaHHs, Bi-
JIMOB1/IaTH TPyOICTIO HAa IPYOICTh 1 B CBOIX ISIX KEPYBATUCS OCOOMCTUMU HETPHUSI-
3HUMU TIOYYTTSIMHU.

SKi110 MOpyIIHUK Ha 3p0o0JIeH] HOMY 3ayBa)K€HHs pearye 30y1JIMBO, MOTPIOHO
JaTU MOMY 4ac 3aCMOKOITUCS, MICJIS YOT0 PO3'ICHUTH HEMPABWIBHICTh KOO MOBE-
JIHKU 3 TIOCWJIAaHHSIM Ha BIJMOBIIHI 3aKOHU a0o iHII MpaBoBi akTH. [licas mporo
MPUIHATH PIICHHS PO BUKIIUK Ha9aJlbHUKA OXOPOHU a00 HOT0 MOMIYHUKA.

3ayBaXk€HHsI MOPYIIHUKAM, SIKi MalOTh MPU cOO1 JIITEH, CIid, MO MOXKIIMUBOCTI,
poOUTH Tak, OO AITH I[LOTO HE UYJIH.

3 miUTITKaMH MPaIiBHUK OXOPOHH MOBUHEH MOBOJUTUCA TaK CaMO BBIWIHMBO,
K 1 3 JOPOCIUMHU. 3ayBaKEHHS JITSAM POOJIATHCS 3 ypaxyBaHHSAM iX BIKY Ta PiBHS
PO3BUTKY.

3 OKyMEHTaMHU I'pOMaJisiH P MepeBipiil HEOOX1THO TOBOJUTUCS aKypaTHO,
HE POOUTH B HUX OYJib-sIKI MO3HAYKU. KO0 B JIOKYMEHT BKJIaJICH1 TPOIIIl Ta 1HIII
I[IHHI Marepu, He0OX1IHO 3aMpONOHYBATH BIACHUKY CAMOMY B3SITH iX.

Ha micyi 6uunenns npasonopyuiernts nocmogoi 30608'a3anuii:

- BoHICUMU 3aX0018 00 NPUNUHEHHS NPABONOPYULEHHS,

- 0 MOJACIUBOCMI OP2AHIZYEAMU 3AMPUMAHHSA NPABONOPYUHUKA,

- Haoamu 00NOMO2y NOMEPNIIUM, NpPU HeOOXIOHOCMI BUKIUKAMU UBUOK)
oonomoey;,

- N0 MOXNCIUBOCMI CMAHOBUMU CBIOKIG (04eauoyis),

- donosicmu npo me, Wo CMalocs, Ha4aabHUKy OXOPOHU i Oiamu 8i0N08IOHO

00 11020 6KA3I60K.



[lepecnigyBaHHsS MPaBOMOPYIIHUKIB BEACTHCA TIIBKA Ha TEPUTOPII 00'€KTY,
10 OXOPOHSETHCA.

IponyckHuil pexum

Y BHUIMaIKy MPOMYCKHOTO PEKHUMY MOPSAOK 3a0€3MeUyeThCSl CYKYIMHICTIO 3a-
XOJIIB 1 MpPaBWJI, 0 BUKIIOYAIOTh MOKJIMBICTh O€3KOHTPOJIBHOTO BXOIY-BUXOIY
oci0, B’i31ly-BHi3/ly TPAaHCTIOPTHHUX 3aC001B, BHOCY-BUHOCY 1 BBE3€HHIO-BUBE3CHHIO
MaiiHa Ha 00’ €KTH 1 3 00'€KTIB, SIKI OXOPOHSFOTHCS.

IIponycknuti pesxcum nosunen nepeddadvamu maxi OCHOBHI 3aX00U:

- gcmaHosienHs: ma oobaaoHanHs nesHux micyeo (KIIII) onsa npoxoody (npoi3-
0y) Ha mepumopito 06 ’ekma;

- NOPsI0OK OONYCKY HA 00 ’e€kmu pobouux 3MiH, 6X00y i 8UX00y NePCOHANY 1
8i06I0y8aUI8;

- KOHMPOJb 34 B88E3eHHAM (BUBE3EHHAM), BHOCOM (BUHOCOM) 3A MeHCI 0XO-
POHAEMO20 00 €Kma mamepianbHux yiHHocmeti i m.o.,

PoGourm opraHom 1o 3A1HCHEHHIO MPOMYCKHOI'O PeXUMY Ha 00’€KTax, IO
OXOPOHSIOTHCS, € OIOPO MEPEMyCTOK, MPAIIBHUKHU SKUX BXOJASTH JI0 CKJIAAy Mij-
PO3/1JIiB BIIOMYOi OXOPOHHU.

9.4. InxeHepHO-TeXHIYHi 32c00M 0XOPOHH

Jlist o6mamHaHHs 00'€KTIB OXOPOHU TTOBUHHI BUKOPUCTOBYBATHUCS IH)KEHEPHO-
TexHiyHl 3acodu oxoponu (IT30), mo wmaroTh AepxkaBHUN cepTUdIKAT
BIJIMOBIHOCTI. THM, KIJIBKICTh, MICISl YCTAHOBKHM 1 00CST (PYHKI1M, BUKOHYBAHHX
1HKEHEPHO-TEXHIYHUMHU 3ac00aMM OXOPOHHU, BHU3HAUYAIOTHCS TMPU MPOEKTYBAHHI
BIJIMOBITHO JI0 TEXHIYHOTO 3aBJaHHS Ha PO3pOOKY, y3rOJPKEHHUMH Ta 3aTBEpIKe-
HUMHU 3 KOMIIETEHTHUMHU OpraHaMu B raiysi 3a0e3nedeHHs (i3udyHoi Oe3NeKd B

YCTaHOBJICHOMY IOPSJIKY.

Bumoru 10 I'T30 006’ekTa Ta iX ejieMeHTIiB
OcHoBauM npuszHadeHHsM IT30 B moeaHaHHI 3 OpraHizalliiHIMH 3aX0aMHU €
CBOEYACHE BUSIBIICHHS 1 MPOTHIS CIpoOaM BUMHEHHS aKTiB HE3aKOHHOTO BTPY-
yaHHs (B TOMY YMCJII TEPOPUCTUYHMX aKIlii) 1moja0 MaiHa, iHdopmarlli, o0nai-

HaHHA Ta QI3UIHUX OC10 Ha 00’ €KTI.



IT30 moBuHHI 3a0e3MeuyBaTH: Mepeaady CUTHATY TPUBOTH Ha MYJbT YEPro-
BOT0 (HayaJbHUKA OXOPOHH); OXOPOHY 1 TEJIECHOCTEPEHKEHHS MEepUMeTpa 1 Tepu-
TOpIi; KOHTPOJIBHO-TIPOMYCKHUI PEKUM Ha TEpUTOPIi 00’ €KTa; yNpaBIiHHS JOCTY-
IIOM Ha 00’€KT B IIJIOMY, a TAaKOXX B 30HH OOMEKEHOTO JOCTYMY 1 OKpeMi IpuMi-
HICHHS, BEJCHHS IPOTOKOIY AOCTYIY; MPOTUIIOKEKHUNA KOHTPOJIb.

Mo cknaoy IT30 exoosams: cucmema 300py, 06pobKu i 8i00bpaxceHHs iHgo-
pmayii; mexHiyHi 3acobu 0XOPOHU, WO BKIIOUAIOMb CUCEMU OXOPOHHOI CUCHAI-
sayii (nepumempa, 6yoigenv i cnopyo), 36°a3Ky ma ONOGIUWEeHHS, MEeNeBI3IUH020
CnOCmepedCceHHs, KOHMPO0 ma YRPAGIiHHA 00CMYNOM, OXOPOHHO2O OCBIMIEHHS,

capanmoBeaHo2co eJ1eKmponocmadarHA.

Cucrema 300py Ta 00po0kH iHpopmaii

Cucmema 300py, 06pooku i gioobpaxcenns inghopmayii (C30BI) — ye cykyn-
HICMb NPUCMPOIB, NPU3HAYEeHUX OJisl nepeoaui, nputiomy, 30o0py, oopooKu, peecm-
payii ma nodanus onepamopy iHgopmayii 8i0 3acobié BUABLEHHS, A MAKOMC OISl
OUCMAHYTUHO20 KepYB8AHHS NPUCMPOIMU MEXHIYHUX 3AC00I8 0XOPOHU, KOHMPOTIO
npaye3oamuHocmi cnogiwyeavie ma Kauanie nepedaui ingopmayii. CTPyKTypHO
C30OBI noBuHHA CKJIaaTUCA 3:

- LIIEHTPAJIILHOTO MYJIbTa YNpaBIiHHSA Ha 0a3l MEepCOHAIBLHOTO KOMIT'OTepa 1
cepTu(iKOBaHUX KOHTPOJBHUX MaHEJIeH, IHTETPOBAHKUX B €IUHY CHUCTEMY 1 3a0e3-
MEYCHUX CIICI1alII30BaHUM NIPOTPAMHHIM 3a0€31EUCHHSM;

- cepBepa 30epiranHs 0a3 JaHuX;

- arapaTypu JIOKaJIbHOI MEPEXK1, III0 PO3TOPTAETHCS HA 00’ €KTaX OXOPOHU;

- CTaHUIM YNpPaBIIHHA OKPEMUMH CUCTEMaMHU TEXHIYHHUX 3aCO0IB OXOPOHU
(T30), Bukonanux Ha 0a3i IIK abo cepTudikoBaHMX KOHTPOJILHHX NaHENeH ce-
pIAHOTO BUPOOHMUIITBA.

C30BI noBuHHa 3a0€3ne4yBaTH:

- HAJlaHHS 3a 3aIUTOM YIOBHOBAXXEHOI 0coOM iH(opMallii npo craH Oyab-
aKoro 00'exTa Ta (ab0) TEXHIYHOTO 3aco0y, MO BxoauTh 10 ckiuany [T30. Tadop-
Mallisi HaJJa€ThCs BIAMOBIIHO J0 MPaB JOCTYIY KOPUCTyBaya;

- MIIKJIIOYEHHST HEOOMEKEHOTO YKciia KopucTyBadiB, 00’ekTiB 1 T30 B po3-
paxyHKy Ha MOKJIMBI 3MIHU B CTPYKTYp1 00’ €KTa OXOPOHH;



- B11I0OpaXeHHsI CUTHAIB, SIKI HAJXOASATh Ha [IEHTPAJIbHUM MyJIbT YIPABIIHHSA
Ta 1HpopMalIlii y Bi3yaabHOMY, CBITJIOBOMY Ta 3ByYKOBOMY PEXHMax, MPUIOMY KO-
’KEH CUTHAJI MOBUHEH B1A0OOpa)kaTUCsS HE MEHIIE HIXK B ABOX PEKUMAX;

- peecTpallilo CUTHaMIB Ta 1H(OpMallii, a TAKOXK 3aIUTIB YITOBHOBAKEHUXOCIO;

- iepemko/pkanHsa Bukopuctanaio C30BI HeynoBHOBa)keHUMHU 0COOaMH.

InskeHepHi 3ac00M 0XOPOHU

o indceneprux 3aco6i6é 0XOpOHU 8IOHOCAMbBCA. 020POHCA hepumempaod 'ekma
OXOpOHU | GHYMPIWHIX 30H o0b0Medcenoco oocmyny;, KIIII 3 6ionogioHum
00027151008UM 0ONAOHAHHAM, 8 i3HI 8OpOMA, XBIPMKU, WLIA2OAYMUL.

Oroposka MOBHHHA BUKIIIOYATH BUMAJAKOBUN MPOXiJ Jtojel (TBapuH), B'i3A
TpaHCTIOPTY ab0 YCKIAJHIOBATH TPOHUKHEHHS TOPYIIHUKIB Ha OXOPOHSEMY
teputopito, muHatoun KIIII. Jlo oropopkeHHs HE MOBHMHHI MPUMHKATH OYIIb-sK1
npuOys0BH, KpiM OyaiBesb, SIKI € TMPOJOBXKEHHSM TNepumerpa. Bikna mnepimx
MOBEPXIB LIUX OYAIBENb, 0 BUXOJATh HA TEPUTOPIIO 0€3 OXOPOHH, MTOBUHHI OYTH
oOJnajiHaH1 METAJIEBUMU IpaTaMH, a IMPU HEOOXITHOCTI i METAJIEBUMU CITKaMH.

[lepumeTpu 00’€KTa OXOPOHH 1 30H OOMEXEHOr0 JOCTYIy, @ TAKOXK OKpeMil
00’€KTH OXOPOHM TaM, JI€¢ BCTAHOBJICHUI MPOMYCKHUN peXUM a0 IJIaHy€eTbCs Ho-
ro BBeaeHHs, moBuHHI 0yTr ob6nagnani KIIIT qis mpoxomy mroneit 1 mpoi3ay TpaH-
cropty (aBTOMOOUIBHOT0, 3aJ1I3HUYHOTO).

KIIII noBuHeHn 3abe3reuyBaTv HEOOXIAHY MPOMYCKHY 3JaTHICTh MPOXOIY
monen 1 npoizay tpancnopty. Tepuropis KIIIT oOnagHyeThCs CUTHAIBHUMU OTO-
pOKaMHu, UTAr0ayMoOM 1 MEXaH130BaHUMHU BOPOTAMHU.

VY cknani KIII pekomennyeTbecss nependadynuTi: KOPUAOP; MPUMIILIECHHS IS
pPO3MIIIEHHST OIOPO TMEPENMyCTOK; KIMHATY OTJISIAY; MPUMIIIEHHS JJIsl CIIBPOOITHH-
KIB OXOPOHU 1 PO3MILIEHHSI TEXHIYHUX 3ac001B OXOpOHU. JJI1 BUKIIOYEHHS MOX-
JIMBOCTI HECAHKI[IOHOBAHOTO MPOXOJIY HAa TEPUTOPItO 0Ci0, sIKi HE MalOTh BCTAHOB-
nenoi popmu npomnycky, KIIIT o0nagHyoThcsi cucTeMaMy KOHTPOJIIO 1 yIIpaBIiHHS
JOCTYTIOM.

Jlnst criocTepeskeHHs 3a 06ctanoBkoro Ha Teputopii nepen KIIIT i3 30BHimI-
HBOT CTOPOHH TIEPUMETPA MOMIIMBE BUKOPUCTAHHS BIKOH 3 OJTHOOIYHOIO BUUMIC-
TIO, OTVISIZIOBUX BIKOHEIb JIBepeil (BopiT) 1 (a00) CUCTEM OXOPOHHOTO TEJIECIOCTE-
PEXKEHHS.



Ha KIIII gns npomycky srosiel MOBUHHI OyTH BCTaHOBJIEHI CTalllOHApHI Me-
TaJIOIETEKTOPH.

EjiekTpo:XuBJ/ICHHS 00JIaIHAHHA KOMILJIEKCHOI cMCTeM 0e3leKHn

Jlyis aBapiiHOTO €NIeKTPOINOCTauyaHHsl 00’€KTIB OXOPOHU MOBUHEH OyTH Tie-
penbaueHnuil aBapiiiHuil qu3enb-reHeparop. s aBapiiiHOrO eleKTpONOCTadaHHS
T30 MOXyTh BHUKOPHUCTOBYBATHCA JiKepesia 0e3mepeOiiHOro eIeKTPOKUBICHHS
(ABX). Iotyxnicte AbX moBuHHA OyTH JOCTATHHOIO NJISl €NEKTPOIIOCTAYaHHs
IPOTArOM He MeHIEe 24 roJIMH HACTyIMHUX CUCTEM: OXOPOHHOI Ta IMOKEKHOI CHUT-
HaJI13aI1ii; TeJIeB131MHOTO CITIOCTEePEKEHHS.

[Tepexing TCO Ha poOOTY BiJl pe3€pPBHOIO JKEpeIia CICKTPOKUBIICHHS 1 Ha3a

MOBUHEH 3/IIMCHIOBATUCSI aBTOMAaTUYHO 0€3 BUJ1aul CUTHAJIIB TPUBOTH.



10. MIZDKHAPOJHUM CTAHJAPT BE3IEKH ISO/IEC 17799

10.1. 3araabHi BizomocTi

Mixunapoguuit crangapt 6esnexku ISO/IEC 17799:2005 € npakTHYHUM Kepi-
BHUIITBOM 13 3aXUCTy iH(DopMaliii. OCHOBHUMU HUISAMU Ta 3a1auaMu ctanaapty 1SO
17799 €: ¢opmyBaHHS B CBITI €JMHOTO MiIXOTy A0 cucTeM yrnpasiinHa Ib Ha piBHI
KOpHopariiif; CTpykTypa 3araabHux BuMoOr Ib; BmpoBamkenHs npuanumnis Ib B
OpraHizaliifHy CTPYKTYypy KOMIaHii; po3poOKka 1 BIPOBAKCHHS €(HEKTUBHOL
MOJTITUKY O€3IEKH.

[Tepesaru 1SO 17799: mi>xkHapoiHE BU3HAHHS; TIO3UTUBHE CIIPUNHATTA O13HEC-
napTHEpaMu; TMOJIMIICHHs 3aXHINEHHOCTI 1H(dopMaIlliiiHoi cuctemMu; eeKk- THBHA
noiTHKA 1HGOPMAIIHHOT O€3MEeKH.

3MICT CTaHAApTy
[TomTrka 6e3nekn
Opranizariiiitai 3aX0/1u o0 3a0e3nedeHHs 0e3MeKu
Krnacudikaris 1 ynpasiaiHHS pecypcaMu
be3neka nepconany
di3znyna Oe3neka
VYrpaBniHHS KOMYHIKAIISIMH 1 IpoLecaMu
KonTtpons gocrymy
Po3poOka 1 TexHIYHA MATPUMKA OOUUCIIIOBAILHUX CUCTEM
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VYnpaBniHHs IHIMACHTaMH 1H(GOpMaIliiiHOT Oe3MeKu

=
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. YIpaBIliHHS HENEPEPBHICTIO O13HECY;

|
H

. B1amoB1aHICTh CUCTEMHA OCHOBHUM BHMOTaM

10.2. Crtucaa cyThb po3aijiiB cTaHAAPTY
HuxyenaBeneHuil mMaTepiajl IpeICTaBICHUN, EPEBAXKHO, 3ar0JIOBKAMHU TEM

Ka)KHOTO 3 PO3/ILIIiB.

10.2.1. OcHoBHi HanpsIMKH NOJITUKHU 3a0e3neuyeHHs Ib
1. BusnauenHs iHdopmaliiiHoi 6e3MeKku, nepesik il CKIag0BHX.
2. TlomoxeHHs MO T yIPaBIiHHS — MIATPUMKA IIJIEH 1 TPUHIIAITIB

1H(popMarliitHoi Oe3neKH.



3. Crucne po3’sICHEHHA TMOJITUKH O€3MeKH, MNPUHIUMIB 1i moOymoBU 1
CTaHJapTiB B Mi cdepi. BiANOBIAHICTS MOMITUKKA BUMOTaM 3 OCOOJIMBUM 3HAYCH-
HSM U1 OpraHi3arlii, HampuKIaa: TOJOKCHHS TOJITUKH MaloTh BIAMOBIAATH SK
JIEp’KaBHOMY, TaK 1 MI)KHAPOJHOMY 3aKOHOJIAaBCTBY; PO3YMIHHS PO HACIIAKU TO-
PYIICHHS MOJITUKU O€3MEKU; HEPEPEPBHICTh BUSBIICHHS 1 OJJOKYBaHHS BIpYCIB Ta
HIINX MIKIATUBUX MPOTPaM.

4. BxiIo4YeHHs B 1MOCAJI0B1 000B’ 13K KEPIBHUKIB BIAMOBIAAIBHOCTI CTOCOB-
HO 3a0e3meueHHs 1HGOpMariitHOi Oe3nmekn, a TaKoXX CKJIaJaHHS 3BITIB MPO
IHITUICHTH.

5. JloknamHuii mepeik JAOKYMEHTIB, KOTpl MalTh OyTH BHUAAHI pa3oM 3
MOJIITUKOIO Oe3neku (IHCTPYKITi, perlaMeHTH 1 T.11.).

10.2.2. Opranizaniiini 3axoau moa0 3ade3neyeHHs: de3nexkn
1. 3aBmaHHs KepiBHUIITBA OpraHizaiii o0 3a0e3neueHHs iHPpopMaliiHoi
Oe3neKu.
2. KoopauHarllis nuTadb, MOB'I3aHAX 3 1HGOPMAIIITHOIO OE3MEKOI0.
3. Posznojin BiANOBIAQIBHOCTI 11010 3a0€3MeUeHHS O€3MeKH.
4. Ilporec npuiHATTS HOBOI 1HPOPMALIIMHOT CUCTEMH.

3aBaHHA KepiBHUIITBA OpraHizamii

KepiBHunTBy opranizaiii ciij OpaTtu y4acTs B npoiieci 3ade3nedeHHs iHdo-
pMariifHoi 6e3eKu:

- BU3HAYMTH 1111 iHPopMariiiHoi 6e3nekH;

- BHU3HAYUTH OOOB'SI3KH 1 BIAMOBINAJIBHICTH CIIBPOOITHHUKIB MO 3a0€3MeUeH-
HIO 1H(DOpMaIiifHOT O€3IeKH;

- OpraHi3yBaTH B3a€MOJII0 MK CTPYKTYPHUMH MiAPO3iIJIaMU OopraHizaiii 3
nuTaHb 3a0e3nedeHHs iHpopMaIliitHoi Oe3MeKy.

Koopaunauis nuransp, 38°a3anux ¢ Ib

1. BupoOGnenHs yroa npo po3MexyBaHHS BiAMOBIAAIBHOCTI 3a 3a0€3MeueHHs
1H(DopMarIiitHo1 6e3MeKu BCepeInHi OpraHi3alii.

2. BupoOneHHs cremialibHUX METOAWK 1 TMOMITHK, MOB's3aHUX 3 1H(pOpMa-
HIAHOIO0 OE3MEeKO0: aHali3 PU3UKIB, KiIacudiKallis CUCTEM Ta 3aXUCTy 1H(opmarii
3a pIBHSIMH O€3IEKH.

3. IlinTpumka B opranizaiii “atmocdepun’ iHpopmaliitHOi Oe3nexu, 30Kpe-

Ma, peryJisipHe iH(QOpMyBaHHS MIEPCOHAITY 3 ITUX MUTAHb.



4. 3abe3nedyeHHs 000OB’S3KOBOCTI BpaxyBaHHS NMHUTaHb 1HQOpMAIHOI 0e3-
NIEKU TIPH CTPATETIYHOMY Ta ONepaTHBHOMY IIJIaHYBaHHI.

5. 3abes3nedeHHs] 3BOPOTHOTO 3B’S3KY (OIIHKA aJICKBAaTHOCTI BXKUTHX 3aXO0JIiB
Oe3MeKkn B ICHYIOUMX CHUCTEMax) 1 KOOpAWHAIlS BIPOBAKEHHS 3ac00iB 3abe3e-
YyeHHs;, iHdopMalliifHOi 6€3IeKH B HOB1 CUCTeMH ab0 cepBicH.

6. Amnami3 iHUMAEHTIB B oOjacti iH(opmariiiHOi Oe3neku, BUPOOJICHHS
peKOMeH Al .

Po3noaii BiAmoBiZaJILHOCTI CTOCOBHO 3a0e3leYeHH 0e3leKHn

1. BusnaueHHs pecypciB, III0 MalOTh BITHOIIEHHS 70 1H(QopMarliiiHoi Oe3re-
KU 10 KOXHIH CUCTEMI.

2. Jlns xoxHOTO pecypey (mpoiiecy) MOBUHEH OyTHU MPU3HAYEHHUM BIIIOBI-
JaJbHUM CHIBPOOITHUK 3 YKCiia KEPIBHUKIB. PO3MexKyBaHHS BIAMOBIIAIBLHOCTI IO~
BUHHO OYTHU 3aKPIIJICHO TOKYMEHTAIBHO.

3. Jlnsg K0’KHOTO pecypcy MOBHHEH OyTH BU3HAYCHHM Ta 3aKPITJICHUH JOKY-
MEHTaJILHO CIHCOK MPaB JIOCTYIY (MATPULS TOCTYITY).

IIpouec npuitHATTS HOBOI iHGOPMANLiiHOI CHCTEeMH
1. HoBa iHdopmariiiiHa cuctemMa MOBHHHA BIAMOBLAATH ICHYIOYIN TMOJITHII
yIOpaBJIiHHSI KOPUCTYBayaMu, B SIKi OIMMCaHI LUl 1 3aBJIaHHS KOPUCTYBayiB, a Ta-
KOX B 00OB’SI3KOBOMY MOPSAKY Y3TOJKYBaTHCS 3 KEPIBHUKOM, BIJIOBIJAIBHUM 32
3a0e3neyeHHs 0e3MeKH JaHOI CUCTEMHU.
2. Yci KOMIIOHEHTH CHUCTEMH, IO BIPOBAIKYETHCS MAIOTh OyTH MEpeBipeHi

Ha CYMICHICTb 3 ICHYIOUMMHU YaCTUHAMU CUCTEMHU.

10.2.3. Knacudikauis Ta ynpapJjinus inpopmauniiinumMu pecypcamu

Mera knacugikanii iHpopMaLiifHUX PECypCiB — rapaHTyBaTH, IO PIBEHb 3a-
XUCTY 1H(QOPMAIIHHUX PECYPCIB BIIMOBIIA€ TX KPUTHUHOCTI.

Kpurepii knacudikanii iHpopMaliiHUX pecypciB: BapTICTh pecypcy; BUMOTH
3aKOHOJIABCTBA; KPUTUUHICTH pecypcy i iHPOPMAIIIiTHOT CHCTEMH.

Koxnomy pecypcy ciii mIpUBIACHUTH KATETOPil0 KPUTHYHOCTI 1 BU3HAYUTH
npaBuia: oOpoOku; 30epiraHHs; nepenadi; 3HATTA KAaTeropii KpUTUYHOCTI; 3HU-
IICHHS; peecTpallii iHIUICHTIB, TOB'I3aHUX 3 PECYPCOM.



10.2.4. be3neka nepcoHaIy
Heo06xiaH0 BKIIOYNTH 3aB/IaHHS 3a0€3MeUCHHS 0€3MEKH B CITYKOOBI 000B’ 3KH
BCiX cIiBpoOITHHKIB. [lepeBipka mepcoHany mpHu NpuiioMi Ha PoOOTY CKIIATAEThCS
3: IEPEBIPKY PEKOMEH AL TIEPEBIPKU JaHUX 3 PE3IOME; MIATBEPKEHHS HAYKOBHX
CTYIEHIB 1 OCBITH; 11eHTU(IKAaIi 0COOUCTOCTI.
HeoOxiaHO yKJIacTH yroJu mpo JOTPUMaHHS pexumy iHdopmariiHoi Oe3me-
KM 3 yciMa CIiBpOOITHUKAMHU.

Bbe3neka B nmpoueci podoTu cniBpodiTHUKA

KepiBuuitBy opranizaiiii notpiOHO 3000B’g3aTH CHiBPOOITHUKIB, MIAPSIHH-
KIB 1 TPETIX OCiI0 BUKOHYBAaTH BUMOTH /0 3a0e3MeyeHHs 1HPpopMaliiiHOi Oe3neKu
BIJIMTOBIJTHO /IO 3aTBEPKEHUX B OpraHizailii IHCTPYKIIISIMU 1 IPOLIEIyPaMH.

Bci criiBpoOITHUKY 1, TPU HEOOX1THOCTI, MIAPSAHUKY Ta TPET1 0COOU MOBUH- H1
IPOXOJUTH HABYaHHS 3 MUTaHb 1H(OpPMAIIAHOT O€3MeKH, a TaKoXX OTPUMYBATU
OHOBJICHI Bepcii MOJITUK 1 Tpoleayp 3ade3neyeHHs iHPpopMaliiHoi 6e3neKu Bij-
IIOBIJHO JIO IX MOCAA0BUX 00OB’I3KIB.

Cnipn 3atBepauTH GopMalibHy TIPOLEAYpY HaKJIagaHHS AUCIUILUTIHAPHUX CTSI-
THEHb Ha CHIBPOOITHUKIB, AKl MOPYIIWIN MPUHHATI B OpraHi3ailii BAMOTH JI0 1H-
dbopmarriitHoi Oe3rexu.

IIpaBuia 3BiJIbHeHHs1 200 3MIHU IOCAAM CIIIBPOOIiTHHKA

[ToBepHEHHS! MaTepiabHUX LIIHHOCTEW: IPH 3BIJIbHEHHI, 3aKIHUEHHS TEPMIHY
KOHTPakTy a0d0 JI0roBOpY BCl CIIBPOOITHUKH, TIAPSIHUKHU Ta TPETI OCOOM MOBUHHI
3MIMCHUTH TTOBEPHEHHSI MaTepialbHUX I[IHHOCTEH opraHizaiii, ski nepeOyBaiu B
iX KOpHCTyBaHHI IiJ1 9ac poOOTH (il JOTOBOPY).

Biaryk HamaHux mpaB JOCTYITY: NMPHU 3BUIbHEHHI, 3aKIHUEHHS TEPMIHY JOTO-
BOpY a00 KOHTPAKTY BCi MpaBa JOCTYMy CHIBPOOITHUKIB, KIIEHTIB a00 TPETIX 0ci0
1o iHdopMarii abo 3acobam ii 0OpoOKHM MOBUHHI OyTH BIAKJIMKAHI, a BIIOMI iM

ayTeHTU(]IKaIliiHI 1aHi 3MIHEHI.

10.2.5. ®dizuuna Ge3nmexa
besneka oOmagHanHs.
besneka kabenpbHOT CUCTEMHU.

be3nexka 3uHuIIeHHs 00J1aJHAHHS IPU CIIUCYBaHHI.

»w e

besneka poboyoro micus.



10.2.6. YnpasJiiHHsI KOMYHIKalisiMH i IpouecaMu
Ciy>k00B1 1IHCTPYKIIIi 1 BIIMOBIIQJIBHICTb.
3axucr Bia mwkianuBoro [13 (BipyciB, TPOSTHCHKUX KOHEH Ta 1H.).
YnpaBniHHS BHYTPIIIHIMH pecypcaMu.
YrpaBiiHHS MEpeKaMu.

Bbesmneka HOCIIB 1aHuX.

2 A A A

besneka npu nepenaui ingopmariii 1 I13.

3axucr Big mwkigausoro I3 (BipyciB, TPOSIHCBKHX KOHEH Ta iH.)

Jlnst 3axucTy BiJ mkiaauBoro [13 maioTe OyTu NpUNHHATI HACTYITHI 3aXO0U:

- 000B’SI3KOBICTh 3aCTOCYBaHHS TUIBKH JIIIEH31HHOTO MPOTpaMHOTO 3abe3rie-
YeHHs 1 3a00poHa BUKOPUCTaHHS He3zarBepkeHoro 113 MaroTe OyTH 3aKpimieHi
JIOKYMEHTAJIbHO;

- 3 METOI0 3HW)XEHHS PHU3UKIB, 3B’s3aHUX 3 oTpuMaHHsAM [I3 uepe3 mepexi
3arajbHOTO KOPUCTYBaHHS ab0 Ha HOCISX, 1IeH mpoiiec Mae OyTH (popmanizoBaHU
y BUIJISI/II HAJISKHOTO TOKYMEHTA,

- yCl CUCTEMH MaroTh OyTH 3a0e3nedyeHl aHTUBIPYCHUMHU MNpPOrpaMaMH, SKi
MOBHHHI CBO€YACHO OHOBIOBaTHCA. CKaHyBaHHS BCIX CHCTEM IOBHUHHO MPOBOIM-
THUCS PETYJISIPHO;

- IUTICHICTh TIPOTPAMHOTO 3a0€3MEeUeHHS, 10 3aiMaEThCsi 0OPOOKOIO KPUTH-
YHUX J1aHuX (1 caMuX JJaHWX) TIOBMHHA MEPEBIPSTUCS PErysapHO. 3a (pakToMm Bif-
XHWJICHHS BiJl ETAJIOHHUX 3HAY€Hb Ma€ MPOBOAUTHCS CITYKOOBE PO3CIIiTyBaHHS,

- BC1 BY3JIH, Yepe3 SIKI B CUCTEMY HaAXOAUTH 1H(POpMALlisl Yy BUMIISIAL (ailis,
MOBIJIOMJICHb 1 T.II. TOBUHHI 3a0€3MeYyBaTH aHTUBIPYCHUN KOHTPOJb BX1IHOI 1H-
dbopmartii;

- B Ooprasizailii MoBUHEH OyTH PO3pOOJICHUI 1 3aIOKYMEHTOBAaHUN MEXaHI3M
BIJIHOBJICHHS TICJIS BIPYCHUX aTakK, 30KpeMa, BU3HAYEHO MPOLEIYPH PE3EPBHOTO
kormiroBanHs 113 1 jaHux;

- MOHITOPHHT Bci€l iH(pOpMarlii, mo crocyeTbes mkigmBoro 113, 3o0kpema,

aHaJii3 BCiX MyOJIiKOBaHUX OIOJIETEHIB 1 MOMEPEHKEHD M0 L1 TeMi.

YnpasiiHHs BHYTPIilLIHIMH pecypcaMu
1. PesepBHi Korii pa3oM 3 IHCTPYKIIISIMU BIJTHOBJICHHSI MAatOTh 30epiratucs B
MICIIl, TEPUTOPIaTIBLHO BiAaeHOMY BiJi OCHOBHOI Komii iHpopmartii. J{ms ocobmu-
BO BaXIMBOI 1H(GOpMallii Tpebda 30epirati Tpyu OCTaHHIX KOIIi.



2. Jlo pe3epBHUX KOMiil Ma€ OyTH 3aCTOCOBAHUMN aJIeKBaTHUN P QI3UUHUX 1
OpraHi3alliifHUX 3ax0JiB 3aXHUCTY, SIKI BIJIMOBIIalOTh CTaHAApTaM JJIsI BUKOPUCTO-
ByBaHUX HOCIIB.

3. Hocii ayia pe3epBHOTO KOMiIOBaHHS MOBHHHI PETYISPHO MEPEBIPATHCS Ha
pale31aTHICTh.

4. ]lnsg mepcoHady Mae IMPOBOAMUTUCH PETYJSipHA IEpeBipKa 1 MpPaKkTHUHUIM
TPEHIHT 3 METOIO BiTHOBJICHHS JAaHHX B YCTAHOBIIEHOMY IOPSIKY Ha MPOTs3i ra-
PaHTOBAHOTO MPOMIXKKY Yacy.

3anuc xiit oneparopis

J1o 000B’s3K0BO1 peecTpallii B CACTEMHHX KypHaIaX IMOBHUHHI IMiANaaaTH:dac
CTapTy 1 3yNUHKA CHCTEMH; CHCTEMHI MOMMJIKH 1 J1i IOAO0 iX BHUIPaBJICHHS;
MIJITBEP/IPKEHHS] KOPEKTHOTO MOBOJIKEHHS 3 BXIJIHUMH 1 BUXIJHUMH JaHUMU; i71e-
HTU(DIKATOp OMeparopa, SKUW BUIPABUB JIi0, 110 TIPHU3BEJa J0 3alKuCy B KypHaIl
peecTpaiiii.

Be3neka HociiB 1aHuX

Taka Oe3neka 3a0e3MeuyeThCsl BIJMOBITHUM YIPABIIHHIM HOCISIMU. Ynpag-
JUHHS 3MIHHUMU HOCISIMU BKIIOYAE: 3HUTIIICHHS B YCTAHOBIEHOMY MOPSAJIKY BCiX HO-
CliB, TEpMIH €KCIUTyaTalli IKMX 3aKIHUMBCS; OTPUMAaHHS CIEHIATbHOTO JO3BOTY IS
BUHOCY HOCIiB 3a MEXI1 oprasizaiii, npuuomMy (akT BHHECEHHS IMOBUHEH OYyTU
3a(iKCOBaHMI B CIlELIAIbBHOMY KypHaui (0a31 AaHMX); BCl HOCIi TOBUHHI 30epira-
TUCS B 0€3MEYHOMY MICIIl BiJIMTOBITHO 10 BUMOT KOMIaH1i-BUPOOHUKA.

HactynHi Hocii Ta iHGOpMalliss BUMararoTh MiIBUIIECHOI O0e3MeKu mpu 30epi-
raHHI: MamnepoBl JOKYMEHTHU: 3allUCH Ha KaceTaxX, KOMIIOBaJIbHUU Mamip, 3BITH,
KapTPHUJKI, MarHITHI CTPIYKH, 3HIMHI TUCKK 200 KaceTH; ONTHUYHI HOCIi, JINCTUH-
I'Y IporpaM, TECTOBI JIaHi; CUCTEMHA JIOKYMEHTAITIS.

10.2.7. YnpaBiiiHHS 10CTyNIOM

PeecTpanis kopucryBaya
1. BukopucTaHHS YHIKaJIbHOTO 11eHTU(IKATOpa KOPUCTyBaya, 3a SIKUM HOTO
MOKHa OJHO3HAYHO 1IEHTU(]IKYBaTU. 3aCTOCYBaHHS TPYMNOBUX 1AEHTU(IKATOPIB
MO>Ke OyTH JI03BOJICHO TUTBKH TaM, JI€ 1€ MOTPIOHO It BAKOHAHHS POOOTH.



2. llepesipka, 1110 KOpPUCTyBau aBTOPU30BAHUH BIAMOBIIaJIBLHUM 32 CUCTEMY
JU1st poO0TH 3 Heto. MOXIIMBE OTPUMaHHSI OKPEMOTo J03BOJY JJIsl Ha/IUJICHHS Tpa-
BaMU KOPUCTyBaya y KEPIBHUIITBA.

3. [IlepeBipka, mo piBeHBb MOCTYIy BiATOBiAa€e Oi3HEC-3aBJAHHSM TIOJITUKH
Oe3meKu oprasizaiiii 1 He CynepeunTh PO3NOALTy 000B’A3KiB (BIAMOBIIAIBFHOCTI).

4. JloxymeHTajabHa (pikcallis Mpru3HaYeHUX KOPUCTYBAueBi IIpaB JOCTYITY.

5. OsHaifomIleHHsI KOPUCTYBaya Mij pOo3MUC 3 HAJaHUMHU IIPaBaMH JTOCTYIY 1
MOPSAKOM HOT0 31HCHEHHS.

6. Bci cepBicM MOBHMHHI J03BOJSATH JOCTYN TUIBKU ayTEHTU(PIKOBAHUM KO-
pHUCTyBadyam.

7. 3abe3nedeHHs GOPMAILHOTO CIIUCKY BCiX 0C10, 3apeecTpOBaHUX JJIsL pPO-
0O0TH B CUCTEMI.

8. Heraiine BumnpaBieHHs (BUAAJICHHA) MPaB JOCTYITY MPU 3MiHI TOCAJ0BUX
000B’sI3K1B (3BIJILHEHHS).

9. IlepiognuHuii KOHTPOJIb 1 BUAAJICHHS 3aIKCIB, 1110 HE BUKOPUCTAaHI.

10. 3abesrneyeHHs HEIOCTYIHOCTI 3aMacHUX 17eHTU(DIKATOPIB 1HIIMM KOPH-

CTyBaydam.

IlepeBipka npaB KopucTyBaa
1. TlepeBipka nmpaB KOPUCTYBauiB MOBUHHA MPOBOAUTHUCS PETYISPHO (KOXKHI
6 micsiB) abo MmicIst KOXKHOT 3MIHU B CHCTEMI.
2. IlepeBipka mpaB KOPUCTYBayiB, 5Kl MalOTh OCOOJIMBI MIPUBLIET JIJIST TOCTY-
1y B CHCTEMY TOBUHHA MTPOBOJUTHUCS YACTIIIE - KOXKHI 3 MICSILIL.
3. HeoOximHo  perynsipHo  TEpeBIpATH  aJeKBAaTHICTh  NPU3HAYCHUX

MPUBLIEIB, 00 YHUKHYTH OTPUMaHHs Oy/Ib-KIM 3 KOPUCTYBauiB 3aiiBUX IPaB.

VYci KopucTyBadl HOBUHHI 3HATH, 110 HEOOXI1THO:

- 30epiraTi mapoJi CTporo KOHQ1ACHIIITHO;

- YHHMKAaTH 3alluCy MapoJjiB Ha Mamepi, SKIIO BOHU He 30epiraroTbcs B 0e3-
NEYHOMY MICII];

- [pU KOMIIpOMeTallii (po3roJomieHHs ado MiI03pl Ha PO3TOJIONIEHHS Hapo-
JIs1) HETaHO MIHATHU TApOJIi;

- BUOUMpATH SKICHI MApoJIi 1 3HATU MIO: TAPOJIh JIETKO 3araM’ STOBYEThCS, aje
HE € JIETKO 17eHTH(IKOBaHOW iH(popMalieto (IM's KOpUCTyBaya, JaTa HAPOKCHHS

1 T.11.), IapOJIb HE MICTUTH CJIOBA, 3aHECEHI B CIIOBHUKHU MapOJIiB, MAPOJIb HE € TO-



BTOPIOBAHOIO TIOCIIIOBHICTIO OyIb-IKUX CHUMBOJIB (Hampukmam, "111111"
“aaaaaa” 1T .IL);

- 3MIHIOBaTH TapoJIi Ha PETYJSIpHIA OCHOBI (a00 yepe3 MEeBHUM MPOMIKOK
yacy, abo MicJs MEBHOTO YKCJIa BUKOPUCTaHb), IPH IIbOMY MapoJIi MpHUBLIcHoBa-
HUX KOPHCTYBauiB MOBUHHI 3MiHIOBaTHCA vactimie. [Ipu 3MiHI maposis Henpumyc-
TUMO BHOMPATH MapoJIi, K1 B)K€ BUKOPUCTOBYBAJIMCS PaHIIIIE;

- 3MIHIOBATH 33/IaHUM aIMIHICTPATOPOM TUMYACOBHM MapoJib MPH MEPIIOMY
K BXOJIl B CUCTEMY;;

- HE BUKOPHUCTOBYBATH aBTOMAaTHYHHUI BXiJl B CHCTEMY, HE 3aCTOCOBYBAaTH
30epeKeHHs mapoJas i PYyHKIIOHATbHUMU KJIaBIILIAMU;

- HE TMOBIJIOMJISITU I1HIIMM KOPUCTyBauyaM OCOOMCTHH TMapoJib, HE PEECTPY-
BaTH iX B CUCTEMI ITi1 CBOIM IapoJieM.

Kontpous gocryny B OC. BUKOpUCTAHHSA CMCTEeMHUX YTHJIIT

1. 3acrocoByBaTu mpoiiec ayTeHTU]iKallii mpu BUKOPUCTaAHHI CUCTEMHUX
YTHIIT.

2. Oxpemo 30epiratv CUCTEMHI YTHIIITH 1 JOJIATKH.

3. OOMEXUTH BUKOPUCTAHHS CUCTEMHHUX YTHIIT MIHIMAJIbHO MOXKIJIMBOTO
Yyucia JOBIPEHUX aBTOPU30BAHUX KOPUCTYBAayiB.

4. CrnemianbHa aBTOpH3AIliA PYU BUKOPUCTAHHI CUCTEMHHUX YTHIIT.

5. OOMeXeHHS TOCTYIMHOCTI CHCTEMHUX yTHIIIT.

6. IIpoTokoroBaHHS MPY BUKOPUCTAHHI CHCTEMHUX yTHIIIT.

/. BuzHaueHHs 1 JOKYMEHTYBaHHSI CIOCOOY aBTOpHW3Allli JJIsl 3alyCKy CHC-
TEMHUX yTUJIIT.

8. BupmaneHHS BCiX CHCTEMHHUX YTHIIIT, BAKOPUCTAHHI SKUX B JaHIN CHCTEMI

HE € HEOOX1THUM.

Mo0inbHiI KOMIT’I0TEpPH | KOpUCTYBaYi

Biooanena poboma. Bumoeu 6e3nexu.

1. 3abe3nedeHHs (PI3UYHOTO 3aXUCTY MICLS B1IJAIEHOT pOOOTH.

2. 3abesrneyeHHs] Oe3MeKH TENEKOMYHIKalllid, 110 BpPaxoBYye HEOOXIIHICTh
BIJIJTAJICHOTO JIOCTYMY 10 BHYTPIIIHIX PECypCiB KOMIIaHii; BaXJIMBICTh 1HPOpMaILliii
CUCTEM, JI0 SIKUX OyJie 3MIMCHEHO BiAaIEHU I TOCTYIT; MPOXOKEHHS Yepe3 Ka- HaJIH
3B’ SI3KY.



3. OOk MOKITUBOI 3arpO3U HECAHKIIIOHOBAHOTO JTOCTYITY 110 iH(opMaIrii abo
pecypciB, Biji OJU3BKHUX JI0 BIJIAICHOMY KOPUCTYBA4€B1 JIIOJICH, HAPUKIad, CiM s,
Tpy3i.

3abesneuenns besnexu.

1. 3abe3nedeHHs] HEOOXIMHUM OOJIAHAHHAM JJIS BIAJAJICHOTO MOOIIHHOTO
JOCTYITY.

2. BusHaueHHS JO3BOJCHHUX BHIIB pOOIT, JO3BOJIEHOTO Yacy JOCTYITy, Kia-
cudikaris iHGpopmariii, sKka Moke oOpoOJIATHCS BIAJAAICHO, BUSHAYCHHS CHCTEM 1
CEPBICIB, JI0 AKUX IIOMY MOOITFHOMY KOPHUCTYBa4Y€Bi JI03BOJICHO BiITAJICHUM J0OC-
TyII.

3. 3abesrneyeHHs HEOOX1THUM KOMYHIKAIIHIUM YCTaTKyBaHHSM, BKIIIOUYAIO-
4K 3acO00M 3a0€3MeUeHHs OE3MEKN.

4. ®izuyHa Oe3reka.

5. IlpaBuna moctymy n0 obsagHaHHA Ta 1HGOPMALIT IS WIEHIB CIM’i 1 BIJ-
BIJIyBayiB.

6. 3abesrneyeHHs MpOrpaMHUM 3a0€3MEUCHHSIM Ta 00JIaTHAHHSIM.

/. HasBHICTP TpOLELYyp PE3EPBHOIO KOMIOBaHHSA Ta 3a0e3MeUeHHs
0e3nepepBHOCTI BeJCHHA O13HECY.

8. Aynur i MOHITOPUHT OE3IEKH.

9. AmnynroBaHHS J103BOJTY, IIPaB JOCTYITY 1 IIOBEPHEHHS OOJaIHAHHS TIPU
CKacyBaHHI (3aBEpIIICHHI) B1IIaJIEHOTO MOOUTEHOTO JOCTYITY.

10.2.8. Po3po6ka i TexHiuHA MiATPUMKA 00YHCIIOBAJBLHUX CHCTEM
1. Besmeka nogartkis.
2. Kpunrorpadiuauii 3aXucT gaHuX.
3. besneka cucremuux ¢aiimis.
4. Bbesneka mpoieciB po3poOKH 1 MiITPUMKH.

Bbe3neka cucremuux ¢gaiiais. 3axuct 1aHuX, AKI
BHKOPHCTOBYIOThCSI B IPOILECi TECTYBAHHS CHCTEM
1. Cuctema po3MexXyBaHHS [OCTyImy JO TECTOBOI CHCTEMH ITOBHHHA
BIJINIOBIAATH AOCTYIY J10 3BUYAITHOI CUCTEMH.
2. TlotpiOHO 3a0e3meyeHHs PI3HUX aBTOpU3Allli KOXKHOTO pasy, KOJHu orie-
paTuBHa 1H(OpMAITis KOMIOETHCS B TECTOBY CUCTEMY.



3. Ilicns 3aBepiieHHs TecTiB pobouy iH(opmalio Tpeda HEraiHO BUITYYUTH
3 TECTOBOI CUCTEMHU.

4, KormiroBaHHS 1 BUKOPUCTaHHS po00Yoi (omepaTUBHOI) iHhOpMaIllii TOBUH-
HO OyTH 3alIPOTOKOJILOBAHO JIJIS MTOAANIBIIOT MOKIIMBOCTI ayAHUTY.

IIpouenypu KOHTPOJIIO 3MiH
1. JlokyMeHTaJIbHE 3aKpIIJICHHS TUIIOBUX PIBHIB JIOCTYITY.
2. 3abe3neyeHHs TOro, M0 3MiHUA 3pOOJICHI aBTOPU30BAHUMH KOpPUCTyBaya-
MHU.
3. Imentmdikaliis Bcboro mporpaMmHoro 3abesrneueHHns, iHpopmMmarii, 6a3 na-
HUX, allapaTHOTO 3a0€3MEUYEHHsI, sIKe BUMarae 3MiH.
4. OrtpumManHs (HopManIbHOTO JO3BOIY JJIsl JeTali3allii Mpomo3uIlii 10 1Mo-
YaTKy poOiT.
5. 3abes3rneyeHHsT TOTO, IO AaBTOPU30BaHI KOPUCTYBadl MPUNMAIOTh
(mepeBipsIIOTH) 3MIHU JI0 iX BIPOBAKEHHS.
6. 3abe3nedeHHs OE3MEYHOTO BIPOBAHKCHHS 3MiH 0€3 HACHIAKIB IS
Oi3HecCy.
7. 3abe3nedeHHs 3MiH CUCTEMHOI JIOKYMEHTAIIT TICIs KOKHOT Moaudikarii,
a TaKOXK apxiBalis cTapoi JOKyMEeHTalli a0o ii BIIXUJICHHS.
8. 3alesneuyeHHs] KOHTPOJIO BEPCiil A BCIX OHOBJICHb MPOTPAMHOTO 3a0€3-
MEeYCHHS.
9. 3alesneyeHHs MPOTOKOIIOBAHHS BCIX 3aMUTIB HA 3MIHY.
10. 3a0esneyeHHs BiANOBIIHUX 3MiH OMEPATUBHOI 1 MPU3HAYECHOI IS KOPH-
CTyBauda JOKyMEHTAIlli.
11. 3abe3mneueHHs TOro, IO BIPOBAKEHHS 3MIH MaJIO MICIIE Y BIAMOBIIHUI
4ac 1 He TOPKHYJIOCS 3alTy4eHi B poOOTy Oi3HEC-TIPOLIECH.

10.2.9. YnpaBainus innugenramu Ib
Taxe ynpaBniHHS MOBUHHO TepeadayaTH BCl MOXKIIMBI CUTYyallil, BKIIIOUAIOYH:
3001 B 1H(pOpMaIIHHUX CHUCTEMax; BIIMOBHM B OOCIYroBYBaHHI; MOMMJIKH 4Yepes
HEIMOBHI a00 HeMpaBUJILHI BX1IHI JAaHi; BUTIK 1H(OpMaIlii.
Y [OMOBHEHHsI 10 OIMEPAaTHBHOTO IUIaHY MPOIEAYpH YIPaBIiHHS MOBUHHI
TaKOX BKJIIOUATH: aHAJI3 1 BU3HAUYCHHS NPUYUH IHUUICHTY; IJIAHYBaHHS Ta BIPO-
BaJPKCHHS 3aXO0JIiB JIJIs 3a11001raHHs MOBTOPEHHIO (SKIIO HEOOX1AHO); aHaTI3 1



30epekeHHs B1IOMOCTEN MPO 1HIMAEHT, K1 MOKHA YSIBUTH 5K J0Ka3 (J0Ka3H, CBi-
JYEHHS 1 T.I1.); BUBHAUCHHS TOPSAKY B3aEMOJIT MDK MOCTPAXKIAIMMHU BiJI 1HITUIC-
HTY 1 y9aCHUKaMH TPOLIECy BiTHOBJICHHS; 000B’s13K0BE 1H(GOPMYBaHHS BiAMNOBiIa-
JBHUX 0Ci0.

[To koxHOMY 1HIUACHTY Mae OyTH 310paHO MaKCHUMAaJIbHY KUIBKICTH 1H()OP-
Mallii sl TOJJIBIIIOr0 aHaMi3y BHYTPIIIHIX MPOOJieM; BUKOPUCTAHHS 310paHUX
JTAHUX JJIs8 TPUTSATHEHHS BUHHHUX J0 JIWCHIUIUTIHAPHOI, aJMIHICTPATUBHOI a0o
KpUMIHAJIBHOI BIAMOBIAAIBHOCTI; BUKOPUCTAHHS MPHU BEJACHHI MEPEroBOPIB IIPO
KOMIIEHCAIlli 3 TOCTavyaJIbHUKAMU alapaTHOro 1 MPOTrpaMHOTo 3a0e3MeUeHHS.

JIii o BIJHOBJICHHIO MICJIA BUSBIICHHS BPa3JIMBOCTEN B CUCTEMI OE3IEKH, BU-
MpaBJICHHS MOMMJIOK 1 JIIKBIJAIli HECIPABHOCTEH MOBUHHI OYTH YBa)XKHO 3aIIpOTO-
KosboBaHi. [Iporieypa moBUHHA rapaHTyBaTH II0: TUIBKH MEPCOHA, 10 MIPOHIIIOB
npouenypy ieHTudikamii 1 ayTeHTU(IKalli MOXKe OTPUMYBATU JTOCTYI /10 “OXKH-
JUM” CHCTEM 1 JaHUX; BCl il MO BUXO/AY 3 HEIITATHOI CUTYyaIlli 3a¢ikcoBaHl y BH-
ISl JOKYMEHTa Ui MOJAJIBIIOTO BUKOPHUCTAHHS; MPO BCl MPOBENIEHI il KepiB-
HUIITBO OyJI0 MPOIH(POPMOBAHO B YCTAaHOBJIECHOMY MOPSIKY; LUIICHICTH 1 Mpare3-
JATHICTh CUCTEMH IMATBEPI)KEHA B MiHIMAJIbHI TEPMIHHU.

10.2.10. YnpaBJjiiHHSl HenepepBHicTIO Oi3HeCy
VYrpaBiiHHS HENEPEPBHICTIO 0a3y€ThCA Ha HACTYIHUX MPUHIIMIAX.
1. TIpouec ympaBninHsa 0e3MEpEPBHICTIO BeICHHS 013HECY MIOBUHEH OyTH
pErIaMeHTOBAHUM.
2. IloTpiOHO CTBOPUTH 1 BIPOBAAUTH IJIAaH HETIEPEPBHOTO BEJACHHS O13HECY;
3. OcHOBM MJIaHyBaHHS HETIEPEPBHOCTI O13HECY;
4. TectyBaHHs, 3a0€3MEUCHHS 1 TIEPEOIliHKA MJIaHy Oe3MepepBHOIO BEACHHS
Oi3HecCy.
PosrnsHemo nepeniveni 4 myKTu Aeno TOKJIaIHIIIE.

IIpouec ynpasiiHHsSI HellepepBHUM BeJACHHAM Oi3Hecy
1. YcBigomileHHsI pU3HKIB, iX WMOBIPHOCTEM, MOMJIMBUX HACIHIJIKIB, BKIIIO-
Yyaroyu 1JeHTU(IKAIII0 1 PO3CTAaHOBKY MPIOPUTETIB [Js KPUTHYHUX Ol3HecC-
MPOLIECIB.
2. YCBIIOMIJICHHS IIKOJAW B pasi nepepuBaHHsl Oi3HECY, CTBOpPEHHs Oi3Hec-
ineit as inpopMariiHo-o0poOHOT CUCTEMU KOMIIaHI].



3. Bubip miaxoasmioi cxeMu cTpaxyBaHHS, sika MOXe OyTH OAHI€I0 3 Gopm
MIJITPUMKHU O€3MEepEepBHOCTI BeJIeHHs Oi3HeCy.

4, @dopwmamizaiis 1 JOKYMEHTYBaHHSI CTparTerii BeJeHHs Oe3lepepBHOIO
013HECY, 1110 MICTHTD Y3TOJKEHI 1111 O13HECY 1 TPIOPUTETH.

5. PerynsapHe TecTyBaHHS 1 OOHOBJICHHS TUTaHIB Ta MPOIIECIB.

6. HeoOxigHO mepexoHaTHCS, 110 yNPaBIiHHSA Oe3lepepBHUM BEACHHIM 013-
HEeCy BIIPOBAKEHO B OpTaHi3alliiiHl MPOIeCcH 1 CTPYKTYPY KOMIIaHii.

7. BiamoBimaJbHICTh Il KOOpAMHAIIT YIIpaBIIiHHS O€3MepepBHUM BEJICH-
HAM Oi3Hecy MOBHHHA OyTH MOIIMpPEHA 3a BIAMOBIAHMMH DPIBHSAMH BCEpEIHHI

oprasizaiiii, Tak 3BaHUi opyMm 3 1H(DOpMAIIHOT OE3MEKH.

CTBOpeHHd | BIPOBaKeHHS IVIAHY HellepepBHOCTI Oi3Hecy

1. Posmnomin BiANMOBIZAIBLHOCTI 1 BUBHAUYCHHS BCIX KOHTpaBapiiHUX Tpolie-
nyp (mopsAIoK A1 B aBapiiiHINA cUTYyaIlli).

2. BmpoBamkeHHsS KOHTpaBapidiHUX TPOIEAYP JJIS BIIHOBIECHHS CHUCTEM Yy
BiJIBeieHUi mepioy vacy. OcoOnuBa yBara NPUIUISETHCS OIIHIN 3aJEKHOCTI
O13HECY BiJl 30BHIIIIHIX 3B’ A3KIB.

3. JlokyMeHTyBaHHS BCiX IPOIIECIB 1 MPOIETYP.

4. BianoBigHe HAaBYAHHS MEPCOHATY MOPSIKY i B aBapliHUX CHUTYaIlisIX
BKJTFOYAIOYH YITPABJIiHHS B KPH30BUX MPOIIECaX.

5. TectyBaHHs 1 OOHOBJICHHS IJIAHIB.

OcHOBM IUIAHYBAHHS HeNePEePBHOCTI Oi3HeCy

1. YMOBHM BCTyIly B Jif0 IJIaHIB (SIK OIIHUTU CUTYaIlif0, XTO B HEi BTATHY-
THIN).

2. KontpaBapiiiHi nponeaypH, 1o OnuCyIOTh Jii B pa3l IHIMICHTIB, SIKi CTa-
HOBJISTh HeOe3neky st Oi3Hec-omepaiiii abo/i mojacbkoro xuttd. lIpouenypu
MOBHUHHI BKJIIOYATH B ce0€ 3aX0Jy IIOA0 3B’S3KIB 3 TPOMAJICHKICTIO Ta OpraHaMu
BIIQ/IH.

3. Ilpouenypu HeiTpanizalii HECHPABHOCTEW, B SIKMX OMUCYIOTHCA [ii MO
BUBEJICHHIO KUTTEBO BAKIUBUX O13HEC-TIOTPEO a0 CIIykO MIATPUMKH Y TUMYACO-
B€ aJIbTEPHATUBHE MPUMIIICHHS 1 HOBEPHEHHS iX y BIAMOBIAHUI Mepiof Jacy.

4. Tlpouemypu BITHOBJIEHHS, B SIKMX HaBEJEHI Jii II0J0 TMOBEPHEHHS [0
HOPMAaJILHOTO MpoIiecy 0i3Hec-oreparii.



5. Po3poOka mporpamu, B sIKii ONMKUCaHO, 5K 1 KOJH IJIaH OyJie MpOTecTOBa-
HUH 1 BIPOBAHKEHUH.

6. Jlii 3 iHhopMyBaHHsS Ta HaBYaHHS, SIKI PO3POOJISIIOTHCS IS PO3YMIHHS
MIEPCOHAJIOM TIpOIIeCy 3a0e3neueHHs Oe3nepepBHOCTI Oi3HECY 1 rapaHTii, Mo Ien
MIPOIIEC TIPOIOBXKYE OYTH €PEKTUBHUM.

7. OcobwucTa BIAMOBIJAIBHICT — XTO CaM€ BIATOBIAA€ 32 BUKOHAHHS KOXK-
HOT'O KOMITOHEHTA IIJIaHy 13 3a3Ha4YCHHAM JTyOJII0I0UnX 0Ci0.

TecTyBaHHSs IJIaHIB 3a0e3MeYeHHs HeMePEPBHOCTI Oi3Hecy

1. ba3oBi TecTH pi3HUX CIIeHapliB (OOrOBOPEHHS 3aXOJIB MO BiJHOBJICHHIO
013Hecy B pa3l pi3HUX CUTYaIlii).

2. MonentoBaHHs (MIPaKTUYHUN TPEHIHT MEPCOHATY MIOA0 M1 Yy KPUTUYHIN
CUTYaIli1).

3. TecryBaHHS TEXHIYHHMX 3aXOJIiB IO BIJHOBJICHHIO (I TapaHTIi TOTO, IO
1H(popmarriiina cuctema 0y/e eheKTUBHO BITHOBJICHA).

4. TecTyBaHHA TEXHIYHUX 3aXOJIB IO BIJHOBJICHHIO B QJIbTEPHATUBHOMY
Micul (3amyck OI3HEC-IPOLECIB Pa3oM 3 BIJIHOBIIIOBIBHMMH 3aX0JaMU 1032 OC-
HOBHUM MICLIEM PO3TaIlyBaHHS).

5. Tectn cucteM 1 MocCTavyalbHUKIB MOCIYT (TapaHTis, 110 30BHIIIHI HajAa-
IOTHCSI CEPBICH Ta MPOAYKTH OyAyTh BIJINMOBIIATH KOHTPAKTHUM 3000B'I3aHHSIM).

6. KomrnekcHi HaB4aHHS (T€CTyBaHHSI TOTO, IO KOMIIaHisl, IEPCOHAN, 00-

JajHaHHs, iHbOpMaIliiiHa CUCTEMa MOKYTh BIIOPATHCS 3 HEIITATHOI CUTYAITIEI0).

10.2.11. BianmoBigHicTh cHCTEMH 3aXUCTY OCHOBHHM BUMOTaM

Cymb 8i0n08i0HOCMI CKIA0AEMBCA 8.

- PO3poOIll Ta BNPOBAIHKEHHI MOJITUKUA JOTPUMAHHS aBTOPCHKOTO IMpaBa Ha
nporpaMHe 3a0e3leueHHs, /1€ BU3HA4YaeThbcs JeraibHe BUKopucTaHHs [13 Ta
1H(pOpMaIITHUX MPOAYKTIB;

- BUIIYCKY CTAHJAAPTIB JJIsl MPOLeAyp NpUI0aHHS MPOTPaMHOTO 3abe3neyeH-
H;

- 3a0e3ne4eHH] NO1IHPOPMOBAHOCTI KOPHUCTYBauiB MPO aBTOPCHKI MpaBa Ha
nporpamMHe 3a0e3leueHHs, MpaBWiIa MPUAOAHHS MPOTPAMHOTO 3a0E3MEeUCHHS Ta
NOBIIOMJICHHS KOPUCTYBauiB, IO B pa3l NOpyLeHHs OyayTh 3po0JieHi
JTUCHMIUTIHAPHI 11;



- 3a0e3MeueHHl MOKJIMBOCTI JOKa3aTH, M0 JaHEe MporpamMHe 3a0e3MedeHHS
JIIEH31HHO;

- KOHTPOJIi TOTO, 1[0 MaKCHUMaJbHE YMCIIO KOPUCTYBadiB B JIIEH3Ii HE Tepe-
BUIIEHO;

- BUKOHaHHI TIEPEBIPOK, IO TUIBKU J03BOJIEHI 1 JIIEH31MHI MPOAYKTH 1HCTa-
JIbOBAHI;

- po3poOI1ll TOMITHUKHU 75 3a0€3MeUeHHs BIAMOBIIHUX YMOB JIIEH31HHOT yro-
Au;

- pO3po0IIi MONITHKK MO0 PO3MIIIEHHs a00 TMepeaadi MporpaMHOro 3a0e3-
MEYEHHSI CTOPOHHIM 0co0aM ab0 KOMIaHIsIM;

- 3aCTOCYBaHHS BIJMOBIHUX 3aCO01IB ayauUTY;

- JOTPUMaHHS yYMOB JUIsl IPOTpaMHOTO 3abe3rnedyeHHs Ta iHdopmarlli, oTpu-
MaHUX 3 BIIKDUTUX MEPEXK.



11. AYIUT OB’EKTIB IHOOPMAIIIMHOI BE3IEKH.
AHAJII3 PU3HUKIB KOPIIOPATUBHUX IC

11.1. OcHoBHi eranu ayauty Ib

1. TexHoJOr1YHUHN ayauT.

2. Aynut cucremu ynpasiinus Ib (3a 1SO 17799).
3. Amnami3 iHhopMaIlIifHIX PU3UKIB.

Texnonoziunuit ayoum
3acrocoByBani metomuku: NSA Infosec, NIST, OSSTM.
O06’exTH ayuTy: MepexkeBa iHGpacTpyKTypa, cepBepu, poOoUi CTaHIIIi.

Ayoum cucmemu ynpasninna inghopmauiitnor 0e3nexoro
Ha ocnoei 1SO 17799
Opranizaliiifiti 3aX0o Mo/10 3a0e3MeueHHs 0e3MeKU.
Knacudikariis Ta ynpasiiHHS pecypcamu.
be3neka nepconaiy.
dizuyHa Oe3reka.
VYrpaBniHHS KOMYHIKAIISIMH 1 TIPOIIECAMHU.
KonTpoins nocrymy.
Po3poOka 1 TexHIYHA MATPUMKA OOUUCITIOBATILHUX CUCTEM.

VYrpaBniHHS HETIEPEPBHICTIO O13HECY.

© o N Ok WDNDRE

BignoBigHICTh CHCTEMH OCHOBHUM BHMOTaM.

Ananiz ingpopmauyintnux puszuxie

Mertoro aHanizy iHQOpMAIIHHUX PUBUKIB € pO3poOKa €KOHOMIYHO e(EeKTHB-
HOI 1 OOrpyHTOBaHOI CUCTEMU 3a0e3MeueHHs 1HPOpMaLIifHOI Oe3MeKu.

3aBaHHSIMU aHANI3y €: KOMIUIEKCHA olliHKa 3axuileHocti IC; oiinka BapToc-
T1 1H(opMmaii (MOTEHLIMHOro 30UTKY); OI[IHKAa PU3UKY (MMOBIPHOCTI LIKOAM); PO-
3poOKa KOMIUIEKCHOI cucTeMH 3a0e3nedeHHs [b BiAMoBimHO 10 OmiHOK 1H(pOpMa-
IMHUX PU3UKIB.

AHnam3 iHQOpMaIIMHUX PHU3HUKIB HEOOXIMHHHN I BHU3HAYCHHS MOXKIIMBOI

KoM (pU3MKY) 32 ICHYFOUMMHU BHJIaMU I[IHHOI 1H(opMallii, CliBBIAHOIICHHS PU-



3UKY 3 BUTpaTaMu Ha 3a0e3neyeHHs 1iHpopMalliitHoi 6e3neKku, OIliHKN e(PeKTUBHO-
CT1 BUTpAT Ha 3a0e3nedeHHs 1HPpopMaIliiHOT Oe3MeKH.

Inghopmayitinuti puzuxk — 11e BeIMUMHA, 110 3aJCKUTh B1Jl PIBHS 3aXUIIEHOCTI
00'exTa 1 sika GOPMYITIOETHCS SIK:

PU3UK = P (iimosipnicms peanizayii 3aeposu) * Bapmicms 30umxy

B sxocTi kpuTepiiB OIIHKHM 3aXHUIIECHOCTI 1H(OOPMALIMHUX CHUCTEM MOXYTh
3aCTOCOBYBATHUCS SIK KIJTBKICHI, TaK 1 IKICHI METOI! OI[IHKH.

Kputepii npoBenenHsa ayauty iHpopMalliiiHoi 0e3MeKu BCTaHOBIIOIOTHCS Ha
OCHOBI 3arajJbHONPUUHATHX MDKHAPOAHUX CTAHAAPTIB (HAMpPUKIaA, MDKHApPOI-
Huiuit ISO 17799, nimeupkuit BSI 1 1H.), BHYTPILIHIX CTaHJAPTIB ayJUTOPCHKUX
KOMIMAaH11 1 BITYM3HSIHUX BIJOMYUX CTaHIAAPTIB.

Sx mpuknan B miapo3ain 11.2 mpencrtaBieHi 3arojOBKH OCHOBHUX TEM
cranmapty BSI.

11.2. Himeubkmuii crangapT Ay BU6opy kpurepiro ayauty BSI

CrangapT CKIaa€ThCs 3 IBOX OCHOBHMX YAaCTUH : Memo00.102is YNPAGIIHHSL
IF; komnonenmu ingpopmayitinux mexrnonoeiti. OKpiM TOTO CTaHIIAPT MICTUThH Ka-
manoeu 3azpo3 beznexku u konmp3axooie (0au3zpko 600 HaliMEeHyBaHb B KOKHOMY
KaTano3si).

Memoodonoezia ynpaeninus
1. Opranizaiisa MmeHeKMeHTy y cepi Ib.
2. MeTomomoris KepiBHUIITBA.

Komnonenmu ingopmayivinux mexnonoeai

1. OcHoBHI KOMIIOHEHTH (OpraHizaiiinuii pieHs 1b, mpouenypuuii piBeHs,
oprasizailisi 3aXUCTy JaHUX, JIaHYBaHHS A1 Y HAJA3BUYAHUX CUTYaIIisX).

2. Indpactpykrypa (OymiBii, MPUMIIIEHHS, KaOEJIbHI MEPEXKi, OpraHizaiis
BIJITAJICHOTO JTOCTYIIY).

3. Kuientcoki kommonenTr pisaux tumis (DOS, Windows, UNIX, Mo6ibHi
KOMITOHEHTH, 1HIII THUIIH).

4. Mepexi pi3HuX TumiB (3’€aHaHHS “‘Touka-Todka”, Mmepexi Novell
NetWare, mepesxi 3 OC UNIX 1 Windows, pizHopigHi Mepexi).



5. Enementn cucrem mepenadi maHux (€IEKTPOHHA TIOIITa, MOJIEMH,
MDKMEPEKEB1 eKpaHH 1 T.J1.).

6. TenexomyHnikariii (¢akcu, aBTOBIJINOBIa4l, IHTETPOBaHI CUCTEMHU Ha 0asi
ISDN, iH1I1 TEIEeKOMYHIKAIIHHI CUCTEMH).

7. Crannmaptae I13.

8. basm maHux.

Kamanoe 3a2po3 b6e3nexu (3aepo3u i koHmp3axoou) 3a Kiacamu
dopc-MakopHI 00CTaBUHU;

Henomniku opranizaiiifHiuX 3ax0/iB;

[TomMumku mr0UHY;

TexHiuHI HECPAaBHOCTI;

VYmucH1 aii.

[Tominmenns iHGpacTpyKTypH;

AJIMIHICTpaTUBHI KOHTP3aXO0/IH;

[IpouienypHi KOHTP3aX0IH;
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[TporpamMHO-TeXHIUHI KOHTP3aXOIH;

l_\
©

3MEHIIICHHS BPa3IMBOCTI KOMYHIKaIliif;

l_\
=

[InanyBaHHs 11l B HAA3BUYAMHUX CUTYaIlIsX.

11.3. IlopiBusinus miaxoais 3a ISO 17799 i BSI

YV miscnapoonomy cmanoapmi NEKIAPYIOTHCS JIESIKI 3arajibHl MPUHIIUAIH, K1
MPOTIOHYETHCSI KOHKPETU3YBaTH CTOCOBHO JIO JOCHIIKYBAaHUX 1H(OPMAIIMHUX
TEXHOJIOT1H.

VY npyriii 4acTHHI OCHOBHa yBara npujiuieHa cepTudikalii 1HPpopMaliiHOi
CUCTEMHU Ha BIAMOBIAHICTh CTAHJAPTY, TOOTO (PopMaIbLHOI TPOLIETYPH, 110 JO3BOJISIE
MEePEeKOHATHUCS Y pealtizallii AeKiIapoBaHux MpuHIUIMiB. OOCAT CTaHAAPTYIOPIBHSIHO
HeBeNUKH — MeHIe 120 cTopiHOK B 000X YacTHHAX.

Heoonikom cmandapmy € BHCOKI BUMOTHU A0 KBamidikamii (axiBuiB, sKi
3MIIACHIOIOTH MIEPEBIPKY HA BIAMOBIAHICTH BUMOraM ctanaapty. Kpim toro, B HbO-
MY HEJOCTaTHBO BPAaXOBYEThCS CleM(PiKa CydaCHUX PO3MOALICHUX CUCTEM.

YV Himeyvkomy cmamoapmi, HaBNaKH, PO3IJISTHYTO Oarato “OKpeMUX BHIIA[-
KiB” — pI3HUX €JIEMEHTIB 1H(POpMaliMHUX TeXHOJOrid. OOCAr JOKyMEHTa IyKe
BEJIMKHUM — KUJIbKa THCSIY CTOPIHOK 1, 0€3CYMHIBHO, BiH OyJ€ 3pOCTaTH.

Takuit miaxig Mae cBOi mepeBar i HeIOMIKH.



Ilepesacoio BSI € BpaxyBaHHs crienn(iku pi3HUX €IEMEHTIB. 30Kpema, Haba-
raTo Kpaiie, y MOpiBHSIHHI 3 OpUTAHCBKUM CTaHAApPTOM, PO3TJISHYTI OCOOIMBOCTI
3a0e3nedeHHs Ib B cydacHuX Mepexax. [HIIOI mepeBaror0 € BHKOPHCTAHHS
riNepTEeKCTOBOI CTPYKTYPH, LIO JO3BOJISIE OMIEPATUBHO BHOCUTH 3MIHU 1 KOPUTYBa-
TH 3B’SI3KM M)XK YaCTUHAMU CTAHJAPTY.

Henoinik — HEMOXKIIMBICTh OCATHYTU HEOCSKHE. besliu eneMeHTIB CydyacHUX
iH(QOpMaIITHUX TEXHOJIOT1M BUKJIQJICHO Ha OJHAKOBOMY pPiBHI jaeTamizamii. Hemu-
Hy4e JIOBOJUTHCS BBOJUTU PO3UT “iHINE”, B AKOMY B 3arajJbHOMY BHIJISIII PO3-
TJIS/1aI0THCSl MEHII MOLITUPEH] €JIEMEHTH.

11.4. . Mixxknapoaunuii cranaapt 3 ynpasjinua CYIB 1SO 27001

Lle¥i cranapT CTBOpPEHU AJ1 HAJaHHS MOJIEI pO3pOOJICHHS, BIPOBAHKEH- HS,
(GyHKIIOHYBaHHS, MOHITOPUHTY, TEPErJisiny, MIATPUMYBaHHS Ta BIOCKOHAJIEH- HS
cuctemu ynpasiiHHg 1HQopmariiinoto Oesnexoro (CYIB). Ilpuiinsarrs CYIb
MOBUHHE OYTHU CTpaTeriyHUM pileHHsIM s opraHizamii. IlepenbavyaeTses, 1o
BrpoBapkeHHS CYIb Oyne macmrabyBaTucs BiANOBIIHO A0 MOTpeO® opraHizariii,
HaIpUKIIaa, MpocTa cuTyalis norpedye npocroro pimeHns aig CYIb.

Lle#t cranmapT Moke OyTH BUKOPHCTAHHWM 3alliKaBIEHUMM BHYTPIIIHIMU Ta
30BHINIHIMH CTOPOHAMH JIJISl OIIIHKY BiAMOBITHOCTI BUMOTaM.

CraHmapT ckjiamaeTbes 3 5 OCHOBHHMX posaun: Cucmema YnpaeninHs
ingpopmayitinoro 6besnexoro (CVIB), 0608 ’a3xu kepiesnuymea xomnauvuu; Brym-
piwnit ayoum CVIB; Ilepesipxu CVIB kepisnuymeom komnanii; Boockonanen- s
CVIF.

[IpouiecHuii miaxij a0 yNpaBiiHHA 1HPOPMAIIMHOW O0E3MEeKO0I0, 3arpOTrOHO-
BaHWW I[MM CTaHAAPTOM, 3a0X0Uy€ HOTO KOPUCTYBadiB POOUTH HArojoc Ha
BOXIUBOCTI: 1) po3yMiHHS BHUMOTr iH(opMaliiHoT Oe3neku opraHizamii i
HEOOX1THOCTI pO3pOOJICHHS MOJITUKH Ta 1ieH iHdopMaIliitHoi 6e3nexu; 2) BIpo-
Ba/DKEHHSI KOHTPOJIB Ta iX (YHKUIOHYBAaHHI I YIPaBIiHHA pPU3UKAMHU
iHdopmariiiHoi Oe3mekyu opradizaiii B KOHTEKCTI 3arajJibHuX Oi3HEC-pU3UKIB
opranizaitii; 3) MOHITOPHHTY Ta NEeperisiii MPoAYKTUBHOCTI Ta epektuBHOCTI CYIB;
4) MOCTIHHOMY BJIOCKOHAJICHHI, OCHOBAHOMY Ha 00 €KTHBHOMY BHMipIOBaHHI.

Le#t crangapt npuiimae moxens “Ilnanyii-Bukonyii-lIlepesipsii-Ziit” (Plan-
Do-Check-Act — nagani PDCA), siky 3aCTOCOBYIOTH JIJIsl CTPYKTYpH3allii BCiX Mpo-



nieciB CYIb. Crangapt y3romxkeno i3 craamaptamu [SO 9001 (crarmapT 3 po3po6-
ku cucreMu sikocti) Ta [SO 14001 (craHgapT 3 OXOPOHHM HABKOJUIIHBOTO CEpe/o-
BHUIIA) 3 METOIO MIATPUMKH MOCTIAOBHOTO 1 KOMIUIEKCHOTO BIPOBAHKEHHS 1 PyH-
KI[IOHYBaHHS CUCTEMH SIKOCT1 OpraHi3ariii.

TaxuM yuHOM, O/IHA BIATIOBITHUM YHHOM 3allPOCKTOBaHA CHCTEMa YIPABIIHHS

MOJKC 3aJOBOJIBHIATH BUMOI' BCIX TPbOX CTaHI[apTiB.

11.5. OuiHOBaHHA MOKJIMBOI0 30MTKY (BTpPAaT)

O1uiHIOI0YM HACHIJIKK 30UTKY, HOTPIOHO PO3YyMITH, III0 BUHUKAIOTh BUTPATH:

- be3nocepeoHi Ha 3aMiHy 00JIaIHaHHS, aHATI3 1 JOCIIKCHHS MPUYHUH 1010~
JIaHHS 3aXUCTY, BIIHOBJIEHHA 1H(popMarlii 1 pyHkiionyBanHs [C;

- HenpsAMi, 3B’S13aH1 13 3HIKEHHSIM OAaHKIBCBKOI JOBIpH, BTPATOIO KIIEHTYPH,
NoCJIa0JIeHHSAM pemyTallii Ta MO3ULII Ha PUHKY.

JI1st OLIHIOBAaHHS BTpAT HEOOX1IHO MOOYAyBaTH CLEHApiil A1l TPhOX CTOPIH:
MOPYIIHUKA TI0 BUKOPUCTaHHIO 0OyTOi 1H(opMallii; ciayxou iHbopmailiitHoi 6e3-
NEKH 11010 3an00IraHHs HACHIJIKIB 1 BIAHOBJIEHHS HOPMAJIBHOTO (DYHKIIOHYBaHHS
CUCTEMHU; TPETHOI CTOPOHHU.

MoTuBaMu 3JI0YMHIB € HEIOCBITYEHICTh, KOPUCIUBHUI 1HTEpeC, OE3BiIMOBI-
JTaNBHICTH (caMocTBepKeHHs ). OCHOBHHM IPUHIIUI TTPH 00J11KY MOTIBIB 1 IPH- YHH
NOPYIIEHb — MPUHIHUIT PO3YMHOI TOCTATHOCTI, a 1HOAI 1 ““30JI0TO1 cepeIuHn’.

OuiHIOYM HACIIJIKK BTPATH PECYpPCy MOTPIOHO BPaxOBYBaTH BapTICTh:

- pecypcy (BUTpaTH Ha BUPOOHHUIITBO), BIAHOBJICHHS a00 CTBOpPEeHHS (TIpHU-
OaHHs) HOBOT'O pecypcy;

- BITHOBJICHHS MpaIe3/1aTHOCTI opraHizallii (mpu poOoTi 31 CIIOTBOPEHUM pe-
cypcom, 0e3 HbOTO, Ipu Ae3iHdopmartii);

- BUMYILIEHOTO MPOCTOIO 1 YIYIIEHOT BUTOIM (BTPAUEHHUI KOHTPAKT);

- BUTLJIAT 32 HEBUKOHAHHS 3000B’s13aHb KOHTPAKTY;

- BUTPAT Ha peabisiTaiiio miJIMOUYeHOI penyTallii, mpecTuxy Gpipmu;

- BUTpAT Ha MOIIYK HOBUX KIIIE€HTIB, HA MOWYK (200 BiIHOBJIEHHS) HOBHX

KaHaJIIB 3B’ 3Ky Ta iHQOpMAILIITHUX JHKepell.

Tunu sunuxauux KOHGIIKmMie
1. OGmMmexeHicTh pecypciB (00UHCITIOBATBHUX, 1HPOPMAIIITHIX ).
2. HesianoignicTh miyiek cniBpoOiTHUKIB CIb Ta 1HIIMX BiALTIB.



Bumoru pexumy.

[Tcuxodizionoriuni ocodmuBocTi criBpoOiTHuKiB CIb Ta 1HIIMX BiAUTIB.
HeBinmoBiiHICTh OYMKYBaHb PEATHHOCTI.

Kondmikti B 0cOOMCTOMY KUTTI CIIBPOOITHHUKIB.

lepapxiuHi KOHPIIKTH.
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Kondmikt moanHa-mManimHa.

Jns ycyHeHHsT KOH(UIKTIB Ta iX 3amoOiraHHs MOTPIOHO 3adisiTH TIeBHI
cmpamezii YAPAGNiHHA PUSUKAMU, HANPpUKIAd. 3MIHA XapakTepy pHU3UKYy; HOTro
3MEHIIICHHS; YXWICHHS BiJl pU3HUKY; PUHHATTS PU3HKY.

Pisni ananizy puzukis: 6a30BUi; MOBHUH.

Ananiz puzuxise ons 6a306020 pisHs Ib

Jlns Toro mo6 3abe3neunTH 0a30BUK PiBEHb 0€3MEKH, JOCTATHRO Oy/e mepe-
BipHUTH BUKOHAHHS BUMOT BiIOBIAHOTO cTaHAApTy (crienudikartii), Hanmpukiaan 1SO
17799. IlporpamHi OpOAYKTH, MPU3HAYEHI IJs 1€l METH, T03BOJSIOTH ChOp-
MyBaTH CIHCOK MUTaHb, 0 CTOCYIOTbCS BUKOHAHHS IMX BUMOr. Ha ocHOBI Bij-
MOBI1JIEH T€HEPYETHCS 3BIT 3 PEKOMEHAIISIMUA 1I0JI0 YCYHEHHS BUSIBJICHUX HEJ0Ji-
KiB.

[IpuknagoM mporpaMHOro npoaykry uporo kmacy € npoaykru KOHJIOP 1
COBRA. Jlani mporpaMHi 3aco0u JA03BOJISIOTh ICTOTHO MOJIETIIMTH TIPOIIEC Mepe-
BipKH 1H(QOpPMAIIIHHOT CUCTEMHU Ha BIAMOBIIHICTh BUMoraMm ctanaapty [SO 17799.
€ kipKa 0a3 3HaHb: 3arajibHi BUMOTI'H 1 crelliani3oBaHl 0a3u, OpIEHTOBaHI Ha Pi3HI
cdepu 3actocyBanns. e onun npuxnan — nporpama RiskPAC dipmu CSCI (AB-
ctpaiis). ObnacTh 3aCTOCYBaHHS — MEpPEBIPKa Ha BIJMOBIIHICTh BUMOraM 0a30BoO-
ro piBHS 3aXHUIIEHOCTI opraHi3aiii. € MOXJIMBICTh HAJAIITYBAHHS Ha pi3HI chepu
3aCTOCYBaHHS IUISIXOM JOJaBaHHS (BUKIIOUEHHs) NOJAATKOBUX 3amuTaHb. Kpim
TOT0, € KaJbKYJATOP OUIKYBAaHUX CEPEAHBOPIYHUX BTPAT, IO JO3BOJISE OI[IHUTH

OUIKyBaH1 BTpaTH 3a PI3HUMHU BHJIaMH 1HPOPMAIIIMHUX PECYPCIB.

IlosHuii ananiz pusuxie
[IporpamHui 3acobu, 110 JO3BOJISIIOTH NMPOBECTH MOBHUM aHal3 PU3HKIB, Oy-
TYIOTBCS 3 BUKOPUCTAHHIM CTPYKTYPHUX METOIB CHCTEMHOTO aHaTI3y 1 MPOEKTY-
BaHHs (SSADM - Structured Systems Analysis and Design). Bonu siBis10T c0- 6010
1HCTpyMeHTapii aist: mooynosu mojeni IC 3 Touku 30py Ib; orinku MiHHOCTI



pecypciB; CKJIaJaHHS CIHCKY 3arpo3 1 Bpa3IUBOCTEH, OLIHKH iX XapaKTEPUCTHK;
BUOOPY KOHTP3axoJiB 1 aHam3y iX e(deKTUBHOCTI, aHaji3y BaplaHTIB MOOYJIOBH
3aXUCTY; JOKYMEHTYBaHHs (T€Hepallis 3BITiB).

[TpuknagamMu mporpaMHUX MpoaykKTiB 1boro kiacy € CRAMM — po3poOHuk
Logica (Bemukooputanis), MARION — po3poorrnk CLUSIF (®panmis), RiskWatch
(Hamionanbuuii iHcTUTYT cTanAaptiB 1 TexHonorii CIIA 3a yyactio MO CHIA 1
Kanamn), [ PUD — po3poonuk Digital Security (Pocis).

OOOB'A3KOBUM €IIEMEHTOM IIMX MPOAYKTIB € 0a3a IaHuX, sika MICTUTh 1H(HOP-
MaIlifo no iHmuaeHTax B oonacti Ib, 1mo 103BosIs€ OIIHUTH PU3UKH 1 yPa3TUBOCTI,
e(eKTUBHICTh PI3HUX BapiaHTIB KOHTP3aXO/iB.

Ipunyunu, noxknadeHi 6 0CHO8Y MeMOOUK AHALI3Y PUSUKIB

OauH 3 MOXKJIMBHX IMIIXO/IB 10 PO3POOKH MOIOHUX METOIUK — HAKOTTMYEH- HS
CTaTUCTUYHMX JAHUX MPO peaybHl MOJii, aHami3 1 kiaacudikaiis iX NPUYHH, BH-
ABJIeHHS (hakTOpiB pu3KKy. Ha ocHOBI 1i€i iHPOpMallli MOKHA OLIHUTH 3arPO3U Ta
BPA3JIMBOCTI B 1HIIUX 1H(MOpMaIiiHUX cucTemax. [IpakThuHi CKJIaJHOCTI B peai-
3alii [bOro MIAXOAY TakKi: MO-MEepIle, MOBUHEH OyTH 310paHUil TOCUTH BEIUKHI
Matepiai mpo Moil B i raixysi; mo-Apyre, 3aCTOCYBaHHS 1bOTO MiJXOAY BUIIPaB-
JTAaHO JTaJIEKO HE 3aBK/IH.

Axmo iHdopMaliiiHa cucTeMa JIOCUTh BeluKa (MICTUTh 0araTto €JIEeMEHTIB,
pO3TalllOBaHa Ha BEJUKIN TEPUTOpIi), MA€ aBHIO ICTOPIO, TO MOMIOHMM MiAXI1,
IIBUJIIIIE 32 BCE, MOYKHA 3aCTOCYBAaTH. SIKIIO cucTeMa MOPIBHSHO HEBEJIUKA, BUKO-
PUCTOBYE TIIbKH HOBITHI €JIE€MEHTH TEXHOJOTIi (s SKMX [MOKU HEMa€ JI0CTOBIp-
HOT CTaTUCTHKH), OLIHKU PU3UKIB MOXKYTh BUSBUTHUCS HEJOCTOBIPHUMU.

AJIbTEpHATUBOIO CTATUCTUYHOIO MIIXO0AY € MiJIX1J, 3aCHOHUN Ha aHaJli31 0CO-
onmuBoctelt TexHouorii. [Ipukmanom € sraganuit Himeupkuii cranmapt BSI, Benu-
KHMI KaTajior 3arpo3 1 KOHTP3axo/IiB, sSIKUi JocTynHui B [HTepHeT. BTiM, me# mia-
X1 TAaKOK HE YHIBEpPCAJIBbHMI: TEMIIU TEXHOJOTTYHOTO Tporpecy B obnacTti IT Taxi,
10 HAsSIBHI OI[IHKY BITHOCATHCS IO BXKE 3aCTApPILIUX TEXHOJIOTiH. JIJis HOBITHIX Te-

XHOJIOT1M TaKUX OI[IHOK MOKH HE ICHYE.

Oyinka ehekmusnocmi 6KIAOEHUX KOULMIB
ROSI — Return of Security Investment — koedilieHT OKyITHOCTI 1HBECTHUIIIH B
iHpopmarriiiny 6e3nexy. ROSI BuzHauae edekTHBHICTH KOXKHOI OJAMHHII TPOIIIO-

BUX KOUITIB, BKJIaJIeHUX B 1H(OpMalliiiHy Oe3neKy.



B 3aranpHOoMy Bumaaky ROSI Bu3HauYaeThCs sIK BIAHOIIEHHS MPUOYTKY 10
BKJIaJICHUX KOIITIB. Y cdepi iHpopMaliiftHOi Oe3neku NpruOyTOK — BEIMUYHUHA, Ha SKY
3HU3HUBCS 1H(OOPMALIMHUNA PHU3MK TICJIA BIPOBAKEHHS KOHTP3axO[iB. Takum

YUMHOM, OTPHUMAEMO
ROSI = (R1-R2):C,

ne R1 — pusuk 10 BopoBajikeHHs1, R2 — pu3uk micis BrpoBamkeHHs, C — BUTpATU
Ha BIPOBAPKCHHS KOHTP3aXO/IiB.

11.6. OuinoBanHsa edekTUBHOCTI icHyro4oi cucremmn 3axucry IC 3
BUKOPHMCTAHHAM CIIeliaIi30BaHUX iHCTPYMEHTApilB

OuiHroBaHHS €(PEeKTUBHOCTI iIcHYI04O1 cucteMmu 3axucty IC Bkirovae:

- BU3HAYCHHS 1 (PIKCyBaHHA Ha MOMEHT IEPEBIPKH pPeaIbHOI KOH}Iryparrii
3aco0i1B 3axucty IC;

- IPOBEACHHS BUNPOOyBaHb MPOTPaMHHUX 1 MpPOrpaMHO-alapaTHUX 3aco0iB
3aXHUCTY, a TaKOXk BOYJIOBaHUX MEXaHI3MIB 3aXUCTY 3araJlbHOCUCTEMHOI'O Iporpa-
MHOTO 3a0€3MeYeHHs], 0 BUKOPUCTOBYIOThCS B IC 11 3axucty iHpopMalii npu:
TECTOBUX BHUIPOOYBAaHHSAX MPOrpPaMHUX 3aCO0IB 3aXUCTY; TECTOBUX BHUIPOOYBaH-
Hax 3axucTy [C BiJg BUTOKY 3a paXyHOK HaBeJI€Hb 1 MEPELIKO]l B/l €JIEKTPOMArHiT-
HUX BUIIPOMIHIOBaHb; TECTOBUX BUIIPOOYBAHHSIX 3aXUCTY 1H(pOpMAIIii BiJl BUTOKY
aKyCTUYHHUM 1 BIOPOAKYCTUYHUM KaHaly; MPOBEACHHI BUMPOOYBaHb (PYHKIIIH cuc-
TEeMH 3aXUCTy 1H(OpMaIlil METOJOM MOJICIIFOBAHHS A1l 3JIOBMUCHUKA 1 1H.

Hacamkinenp BiJI3HA4MMO, 10 B OCTaHHI KUJIbKa POKIB y 3B’s3Ky 3 Oararbma
XaKEepChbKUMH aTaKaMH HE TUIbKHU B 1H(GOpMAIlIiiHI cUCTeMH MIANPUEMCTB, a i B IC
KIIFOUOBUX JIEP’)KaBHUX CTPYKTYp, MOHATTA ‘“‘iHPopmOe3neka” po3MUPHIIOCS 0
MOHATTS “Ki10epOe3neka’.

Kibepbesmeka — 11e nporec BUKOPUCTAHHS 3aX0/(1B O€3MeKu /sl 3a0e3rneyueH-
Hs1 KOH(Q1IEHIIHHOCTI, HITICHOCTI Ta JOCTYITHOCTI €IEKTPOHHUX TAHUX OpTaHi3a- 1ii
pHu crpoOi CBIIOMO 3aBJIaTH MIKOAW HEe TUIbKK Bb/I, a i ofHOYacHO omepariii- Hii
CHUCTEMI cepBepa 3 KUIbKOX CTOpiH (Mepex). Taki 3aX0/ii CTOCYIOThCS HE TUIb- KU
koprnopatuBHux IC, a i1 iHpOKOMYHIKALIMHUX MEPEXK Ta CEPEOBUIIA, B IKOMY J1aHi
nepenarThes (3Biacu TepMmiH — “kibepcepena”). [HmmMu cioBamu, mia 3a- XUCT
OepyThCsl HE TUIBKM JIOKaJbHI MEPEXI KOMITIOTEpiB 1 cepBepiB, a ¥l OymiBil,

MepCcoHal 1 cepenoBuile nepenadi iHpopmarii (kabemi, JiHIT 3B'I3Ky 3 BIAMOBIJI-



HUM O00JIaTHAHHAM, NpUiiMadi, epeaaBaibHi cTaHIli Toio). MeToro 3a0e3neyeH-
Hs KibepOe3neku € HalOIbI TOBHUM 3aXUCT JaHUX (CepBepa) K B MPOIlecl mepe-
nadi 1/abo 0OMiHY, Tak 1 B mpoiieci ix 30epiranus.

3apa3 B kpaiHax 3axoy MJIaHy€e€ThCS HaBYaHHS 3 KiOepOe3meKu BiKe 31 MIKLITb-
Hoi s1aBu. Tak, y BenmukoOpuTaHii mKospam 3arpornoHyl0Th YPOKH, Ha SIKHX BOHU
OyIyTh HAaBYATHUCSl HABUYKAM, 1110 TO3BOJISIOTH 3a0€31eUnTH Oe311eKy OpUTAaHCh- KUX
KOMITaHIi 1 opraHi3aimiii BiJi MEpeKeBHX aTak xakepiB. HaBuanpHa mporpama
po3pobneHa MinictepctBoM KynbTypH, 3MI 1 cniopty Benukobpuranii. Ypoku
MJIAHYIOTBCS pealli3yBaTH SK B OHJIaWH-(popMi Tak 1 B (hOpMI MO3aKIaCHUX 3aHATh,
AKi OyayTh TIPOXOAWTH YOTHPHU Pa3d Ha TIWKICHB 1 MPOBOIUTHCS BUKJIaIadyaMU-
excriepramu. [Iporpama cnpsimoBaHa Ha y4HiB y Billl Bix 14 no 18 pokis. Ilpose-
JICHHSI MIEPIINX MPOOHUX 3aHSITh 3alIAHOBAHO Ha BepeceHb 2017 poky.

Posrisin koHKpeTHUX 3ax0/11B 010 3a0e3MeueHHs KidepOe3neku opraHizaiii

VYKpaiHu BUXOAUTH 3a MEX1 KOHCIIEKTY JICKIII.
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