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TEXHONOrA NObyAoBU OBEI?_HEHOII' D,BOXO__I'IEPAHHHOT
HYOTUPbOXPO3PAAHOI ONEPAL|I MIHIMAIIbHOI CKNNAOHOCTI
AndA CTPOroro CTIMKoro KPUNTOorPA®IYHOroO KOoyBAHHA

B cmammi 3acmocoeano nociuni ¢ynkyii ¢ onepayii mampuuno2o kpunmozpagiunozo nepemeopents ingop-
mayii Ha ocHO8i 000asanHs 3a MoOyem 08a 0 3axucmy iHgopmayitinux pecypcis. Po3pobneno mextonozito nooy-
008U 00epHeHOT 080XONEePaHOHOT YOMUPLOXPO3PSAOHOL Onepayii MIHIMAIbHOI CKIAOHOCMIE 3 6IACMUBICIIO CIPO2020
cmitikoeo kpunmozpagiunozo kodysanns. Taxe cmpoze cmilike Kpunmozpadiune KoOY8anus € Cymmesum OJis 3me-
HueHHs 6Y0b-K0I Kopenayil Midic 3HaueHHaMU OImie He3aK0008aAH020 | 3aK0008AHO20 NOGIOOMIEHHS NPU CNPobax

0eK00YBAHHS 3aK0008AHO20 NOGIOOMIEHHSL.

Knrouosi cnosa: xpunmoepaghiune nepemeopenns, n02iuni Qyukyii, 000a6anHs 3a MoOyiem 06a, MAMPUYHI

onepayii, mamemamuyHa Mooeib, obepHena onepayis.

Bctyn

IHocTanoBka mpoOjevn. CTBOpEHHs HOBHUX Ha-
MIAHUX IIBUAKOMIIOYHX METOJIB KPHUITOTpadidHOTO
neperBopenHsi (KIT) Ha ocHOBI joriyHux (YHKIIH Big
BEJIMKOI KUIBKOCTI 3MIHHHX B@)KIHMBE JJISI PO3BUTKY
kpunrorpadii. PO3BHTOK METOIIB CTPOTOro CTIHKOTO
KpUnTorpadgigHoro KOAyBaHHA SIK OJHOTO 3 HAIPSMKiB
KII Ha ocHoOBI JOTiYHMX (QYHKIIH € BaXKIIMBUM, TOMY 110
MPUBOJUTH IO 3HAYHOI HEBU3HAUCHOCTI 3HAYCHHS KOX-
HOTO 0iTa HE3aKOJOBAHOTO MOBITOMIIEHHS MPHU CIIpodax
JICKOTyBaHHs MOBITOMIICHHS [1].

AHani3 ocTaHHIX aocaifkeHb I myOmikamiii. Y
kpunrorpadii maBuaHMA edpext (JIE) BimHOCHTBCSA IO
Oa’kaHOi BIACTHBOCTI KPUOTOTpa(iuHUX aIrOPUTMIB
(KA), zazBuuait 61oxoBux mudpis (BII) ta kpumro-
rpadivanx xemr-pyHkmiin (KX®) [2-3]. JIE npossisi-
€TBCA, SKIIO B CEpeIHBOMY ITIOJIOBHHA BHXIIHUX OiTiB
3MIHIOETBCS 1OPa3y, KOJIM OAMH BXIAHWI OIT 3MiHIOE
3HaueHHs. Skmo BII a6o KX® He maioTh 3HaYHOTO
JIE, TO BOHM MajJO pPaHAOMI30BaHI i KPHUITOAHATITHK
MOX€ POOUTH MPOTHO3M TPO AaHl BXOJY, MAIOUU TUTBKH
JlaHi BUXOJy, 1 4acTKOBO a0o MOBHicTIO po3kputu KA
[2]. JIE obpaxoByeThCs 3a hopmydoro [2]:

TIE = Kinvxicmo _3minenux _6im _ 6 _wugpomexcmi

3acanvua _kinbkicmv _6im 8 _wiugpomexcmi

Omxe, mis Bucokosikicuux BIII Hesenuka 3MiHa
a0o0 KiIroYa, a00 BIIKPUTOTO TEKCTY TIOBUHHA MPUBECTH
IO pi3Ko01 3MiHK MHADPOTEKCTY [4].

KIT € moBHMM, SKIIO KOKEH BHXITHHI OIT 3aie-
JKUTB BiJl BCiX BXimHUX OIT [5]. CTpOoruii TaBUHHUHN KpH-
Tepiii, akuii 3a0e3medye cTpore crilike KpunTorpagiuae
KoxyBaHHs, OyB BBeneHuii Bebcrepom i TaBapecowm [5],
06 00'exHaTH inei moHoTH KIT 1 JIE.

[ITo6 BigmOBiZaTH CTPOTOMY JIABHHHOMY KpHTe-
pito, KOXKeH BUXIJHUI OIT MOBUHEH 3MIHIOBaTUCH 3
imoBipHicTIO 0,5 mOpa3y, KOIM OAWH BXiTHUN OIT 3Mi-
HIOE 3HaueHHA. T00TO 3MiHA 3HA4YeHHS OyAb-SKOTO
OKpeMoro 0iTa BXIJIHOIO BEKTOpa JaHUX IOBHHHA MpPH-
BECTH [0 3MIHM DPIBHO IIOJIOBUHHM 3HA4€Hb BHXIJTHOTO
BeKTopa HaHuX, Tak K JIE = 50% € cyTTeBUM 11 3Me-
HIIEHHS1 OyAb-sKOi Kopensuii MK KoMOiHamisMu Ha
BXOJIl 1 BUXOAi 1 He jae BUTOKY iH(popmarii [6]. Tomy
Oynp-sike 3HadeHHs JIE, Onmspke 1o 0,5, 3aBXau BBaXKa-
eThcst mokasHukoM sikocti KIT [6]. Ile o3nauae, 30kpe-
Ma, 10 He icHye (YHKIIT 3 MEHIIO KUIBKICTIO OIT, sika
€ XOPOIINM HaOJIMXEHHSIM 10 1aHO1 QyHKILIT 1 BUKOpHC-
TaHHS SIKOI CYTTEBO CKOPOTHJIO O oOcsir po6oTH, HE0O-
X1JTHOT JUIsl IEKOJyBaHHSI TIOB1IOMJICHHSL.

B BIII npu BHKOHaHHI CUMETpUYHOTO HIM(pyBaH-
HS 3aJISKHICTh KJIFOYA | BUXITHUX JAHUX POOHUTHCS SKO-
MOTa CKJIQIHIIIOK 3 JOMOMOTO S-00KCiB (TabiuIlh
IiICTAHOBOK), SIK HEJIIHIMHUX KOMIIOHEHTIB, SIKi IpH-
3BOJIATH /10 CWIBHOI IUTyTaHWHU IpU crpodax memmd-
pyBaHHS IMOBiIOMJICHHS Ta 3a0e3medyioTh Oe3meKy Ie-
penaui ganux [6]. I[ToOynoBa onTuManbHUX S-OOKCIB €
HaWTOJIOBHILIOI TEMOIO, SIKa [IKaBUTh EKCIIEPTIB 3 IH-
TaHb Oe3rekH [6].

Ipsimi omHOOMEpPaHIHI YOTUPHOXPO3PSIHI Onepa-
Iii MiHIMaJIbHOI CKJIQAHOCTI 3 BJIACTUBICTIO CTPOTOTO
CTiliKOoro KpunrorpadivHOro KoIyBaHHS pO3poOJIcHi Ta
YacTKOBO JocIipkeHi B [1; 7-9].

Ane ockimbku KII cximamaeTbest 3 mpsiMoi 1 o0ep-
HEHOI oreparlii, 3aIMIIAETHCS HE BUPIMIEHOIO aKTyallbHa
3amada po3poOKM METOIIB CTBOPEHHS OOEpHEHOi MBOX-
OTepaH/IHOI YOTHPHOXPO3PSAHOT omneparii MiHIMaIbHOT
CKJIAZIHOCTI ISl CTPOTOTO CTIHKOI'O KPHUNTOrpadiyHOTo
KOJTyBaHHS.
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MerTo1o cTaTTi € po3poOKa TeXHOJIOTii 100y 10BH
00epHEHOT TBOXOIEPaHIHOT YOTUPHOXPO3PSIIHOT OTIe-
pariii MiHIMaJIEHOT CKJIaTHOCTI ISl CTPOTOTO CTIHKOTrO

KpUnTorpadigHoro KOIyBaHHS.

OcHoBHMK MaTepian

Sk BiOMO, mpancnosuyiero € NepecTaHoBKa, sKa
MiHsI€ MICI[SIMHU /IBA €JIEMEHTA, a BC1 1HIII JINIIAE HePYXO-

X ()@ x (V- »2) D )3

04 =

Xy -(n
Xy - (3]

s cunTesy omeparii, obeprenoi mo (1), HE0oO-
XiTHO MOOyyBaTu OOEpHEHI YOTUPHOXPO3PSIHI OJIHO-

oTepaHIHI omeparii no orepamii F74 —F242 (2). Hns

noOyZ0BH OOEpHEHHUX OImepaiiii CTPOroro CTIHKOTo
KpHIITOrpadiyHOro KoJyBaHHs 3aCTOCYEMO METOJ CHH-

MumH. [loBHUIT Habip NpsAMHUX OIHOONEPAHIHUX YOTH-
PHOXPO3PAIHUX ONepalliii MiHIMaIbHOT CKJIaHOCTI Mic-
TUTH 42 omeparlii B 3aJIeKHOCTI BiJl YHCIa TPAHCIO3UITIH
[1]. i omepamii cTBOPEHO MIISXOM iHBEPCii IBOX PO3-
psniB i TpaHcno3uiii [1].
3HaiiieMo OOCpHEHY OIeparlito i MPsiMOl YOTH-

PBOXPO3PATHOT ABOXOIIEPAHTHOI OTepartii 0% 3 Bnacru-

BICTIO CTPOT'OTO CTIMKOTO KPHIITOrpa(iyHOTO KOTyBaHHS:

X y2)®xy ()@ x3- (11 72)Oxg - (V- 72) Py y3V Yy Is
V)Ox3- (M @y D@ xg (V- ¥2) PV " Ya Y3V I V2 V3V I V2 V4
V)O3 (V) B x4 Y Y4V Y2 Y4V I V2 W3

)

Te3y omepaiiii 00epHEHOro MaTpUYHOTO Kpunrorpadi-
YHOTO MepeTBOpeHHs [9].

Hannit Meton 3abe3nedye MOOYIOBY OOCpHEHUX
OTHOOTICpAaHIHNX MATPHYHHUX OMepaIiii JOBIIBHOI Ki-
JBKOCTI apryMeHTiB. Pe3ysbpraTy moOyI0BY HaBEACHO B
Tabm. 1.

Tabmns 1
PesynpraTi moOymoBu BUOpaHUX 00CPHEHUX YOTHPHOXPO3PIIHNX OJHOOIIEPAHIHIX OMepalliii CTpororo CTiKoro
KpunTorpagigHoro KOXyBaHHS

OJTHOOTIEpaH/IHA OTlepallis OJTHOOTIEpaH/IHA OTlepallis OJTHOOTIEpaHIHA OTlepallis
[psima ObepHeHa [psima _ _ O6epHeHa [psma ObepHeHa
[ @1 x ®1] [1000] [1] X, X, [1000] [0] x, ®1 X, 0100] [0
i x @1 o |® 00010} |y (R @1, @1 0100 /1 B . |x®1| [1000] |1
% 7 |y, | ]0010 o |+ = @1 " |x, | 0001 (ol |x@1|["” |x®1| |0010] |1
ES x,®1| [0100] [1] x| [x,®1| [0010] |1] X, X, 0001| |0
x, @1 [x, ®1] [1000] [1] X, [x, ] [1000] [0] x, ®1 'x, ] [0100] [0]
R o X, ®1|_|0001| |1 F x, ®1 R %,®1| [0100| |1 P L ®1|_|1000| 1
x, x, 0010| |0 X, x,®1| [0001] |1 X, x, 0010/ |0
x, ®1 E 0100] |0] x, ®1 lx, | [0010] |0 x, ®1 x,®1] |0001] |1]
X X, 1000] [0 x @l [x,®1] [1000] [1] X, [x,@1] [0100] [1]
x, ®1 X, 0001| |0 @l 0010| |0 x, @1 X, 1000| {0
= E =" |= @ 15=X3 Fl‘gzxj = @ | |BH" o =
x, @1 x®1 [0010] |1 X, x, @1 (0100 |1 x, @1 x,®1| [0010| |1
X, x,®1] [0100] [1 X, E? 10001} |0 X, lx, | [0001] |0
X, [x, ] [1000] [0] x, ®1 x, ®1] [1000] [1 X, x, ®1] [0100] [1
X, po |5 ®1|_{0001] 1 i | % || [ @1 _[0010| Tl %@L, |5 | 1000 [0
10 10 — - 16 — 16 = - 22 = 2 = -
x, @1 x,®1| |0010] |1 x, ®1 X, 01000 \ x, 001070
x, @1 lx, | [0100] |O] X, X, 0001| |0 x, ®1 x,®1| (0001
x @l [x, ®1] [1000] [1] X ] (x| [1000] [0]
| | 0100| |0 =@ |, | |_|0010] [0
T xel oy, 0001| o] | |x 7oy @1] [0100] |1
x, lx,®1] [0010] |1 x, @1 x,®1| [0001] 1]
x @l [x, ®1] [1000] [1] X ] [x, [1000] [0]
E: P | 0100| |0 Ix |x,@1| |0010| |1
2y 2oy @1 |ooot] 1| [ |xert] | |x, | ]0100] |0
x, @l lx, | [0010] [O] X, @1 x,®1] |0001] |1]
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CuHre3yeMo 00epHEeHy orepailito Ui 3aCTOCYBaH-
HS B TOTOKOBHX IIU(pPax, 3 BpaxyBaHHSIM MOXIIHBOCTI
BUKOPUCTaHHs B MPSAMOMY Ta OOCpPHEHOMY KaHaJlax IIH-
(pyBaHHS OJHAKOBHX TaMYIOYHMX IIOCIiIOBHOCTEH. B
3araJloHOMy BI/IFJ'ISIZ[i MO/JICJIb MOKHA MMPEACTaBUTH:

FH omaky =05 ky =0,k =0; ky =0
R onak =0,k =0,ky =0; ky =1;
B, omk =0, ky =0,ky =1; ky = 0;
R, omak =0ky =0,ky=1; ky =1;
FY¥, ok =0, ky=1,ky=0; ks =0;
FY., omak=0,ky=1,ky=0; ky=1;
FA. ok =0, ky =1, ky =1; ky =0;
0 RY, omk =0 ky =Lky =1L ks =1;
FY. onak =1k =0,k =0; ks =0;
R, omak =1 ky=0,ky =0; ky = 1;
F¥ ., omak =1 ky=0,ky =1; kg = 0;
FY, omak =1ky=0ky =1 ks =1;
R, omak =1k =1,k =0; ky =0;
B, omk =1 ky =1k =0; kg =1;
B, omak =1 ky =1k =1; ky =0; @
B, omk=lky=lky=1ky=1.

Sk BumHO 3 Taba. 1, MOZENI CIPOIICHUX OTEpaIlii
NpsSIMOTO Ta OOEPHEHOTO TEPETBOPEHHS CIIBNAIAIOTh
(2). lMobymyeMo TaOIMIIO ICTUHHOCTI UL CHHTE3Y MO-
neni oO0poOku curHaiiB iHBepcii ¢yHKuii. Pesynbraru
no0y0BH HaBeIEHO B TabII. 2.

[MoGynyemo Mozmenb 0OpOOKHM CHIHANIB iHBEpCIi.
3a pe3yipTaTaMu MiHiMi3aIlii OTpUMAaHO:

xp ()@ x3 - (V1 32)

h=017)®ys;
fr=yav - (1 ®y3);

F3 =V -YavI T2 V3V Yy vas
Ja =T T4V Yy YaNv v Fa- 3

(71-32)® y3

_ v, - . @

Or: Y2 1}4 Vi}Z _(yl y3z (3)
NVaNvIYI- Y2 Y3V 1YV Vs
NVaN V2 YaNv V2 W3

Tabmums 2

Tabnuis icTHHHOCTI MapaMeTpiB iHBepcii
MoOJIeIi orneparii

Komannu [MTapamerpwu inBepcii
(aprymenrt y ) ¢byHKIiH
nl | nlnl Al Al A K
0 0 0 0 1 0 0 1
0 0 0 1 1 1 0 0
0 0 1 0 0 0 1 1
0 0 1 1 0 1 1 0
0 1 0 0 1 0 0 1
0 1 0 1 1 0 1 0
0 1 1 0 0 1 0 1
0 1 1 1 0 1 1 0
1 0 0 0 1 0 1 0
1 0 0 1 1 1 0 0
1 0 1 0 0 0 1 1
1 0 1 1 0 1 0 1
1 1 0 0 0 1 1 0
1 1 0 1 0 1 0 1
1 1 1 0 1 0 1 0
1 1 1 1 1 0 0 1

Ha ocHoBi BupasiB (2-3) moOymyemo oGepHEHY
YOTUPHOXPO3PSIHY ABOXOIEPAHIHY OIlepalilo CTpOro-
O CTifIKOro KpunrorpagiyHOro KoayBaHHS:

1 32)® 3

o - X y2)®x0 (V1 y2) @ x3 (V1 12) x4 - (V- 12) ® V2 yavyr- (@ y3)

Xy (V1)@ x3-(y =12) DO x4-(31-32)

Xy (V' 32)@x3-(3 - y2) @ x40y

NVaNI V2 Y3V VI V2 V4
NVaNI Y2 YaNv V2 N3

X (1)@ x-(1:32) O (117 12) D@ 3

o - X 12)®@x - ¥2)@x3- (31 1)@ x4 (V1 12) Yy - ya v yy (1 D y3)

“

Xy (1)@ x3- (¥ =02) @ x4 (V- 32)O Y " VaV IV V2 V3V I V2 Vs
Xy (V1 32)®x3-(V 1) Oxg OV - Va VY1V YaV IV W3

Omnepaii (1) 1 (4) 3abe3neuyroTh peanizamilo oj-
HOTO 3 BapiaHTIB MapajeIbHOr0 YOTHPHOXOITOBOTO TIO-
TOKOBOTO MH(PYBaHH:, B PE3yNbTaTi IKOTO Oyae mocs-
raTHCS MaKCUMallbHA BIJICYTHICTh KOPEJNALIl MiX JBil-
KOBHUMH KOMOIHAITIsIMA HE 3aKOJ0BAHOTO i 3aKOJI0BaHO-
TO TIOBIOMIICHHS 1 3a0e3MedyBaTHMETHCS BiACYTHICTh
BUTOKY iH(OpMaIIii.

BucHoBkuU

B crarri 3anponoHoBaHa TeXHOJIOTIsS OOYA0BH 00e-
pHEHO{ JBOXOMEpPAaHAHOI YOTHPBHOXPO3PSAAHOI — Omeparii
MIHIMATBEHOI CKIIQJTHOCTI 3 BIIACTHBICTIO CTPOTOTO CTIHKOTO
KpunTorpaiyHOro KOIyBaHH:, sKa IepeBipeHa IMUIIXOM
CTBOPCHHSI OJHI€T 3 OOCPHCHUX IBOXOICPAHIHUX YOTH-
PBOXPO3PSIIHKX OIEPaLliil VTS MOTOKOBOTO MH(PyBaHHSL.
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MOAENIMPOBAHUE OGPATHOM HBYXOI'IEPA[-IHHOVI YETLIPEXPA3PAAHOW ONEPALMUA MUHUMATIBHOWN
CINOXHOCTK ANnA CTPOIroro yCton4msoro KPMNTorPA®U4YECKOro KOoaonPOBAHUA

N.H. ®enorosa-ITusens, H.B. Jlaga, O.I'. Mensauk, M.A. IlycroBur

B cmamve npumenenst no2uueckue yHKyuu 6 onepayuu MampuiHo20 KpUunmozpaghuueckozo npeo6pazoeanus uHgpopma-
YUU HA OCHOBE CILOJICEHUs. O MOOYIIO 084 OISl 3auumbl UHGOPMAYUOHHBIX pecypcos. Pazpabomana mexnonous nocmpoeHus
00pamuoll 08yXONEPAHOHOU YemblpexpaspsOHOl ONepayuu MUHUMALLHOU CIONCHOCMU CO C8OUCMEOM CMPO2020 YCHMOUYUBO20
Kpunmoepaghuueckoti koouposarnus. Takoe cmpozoe ycmouuugoe Kpunmozpaghuueckoe KoOUposanue a6isaemcst CyuecmeenHbim
011 yMeHbuleHusl 000U KOPpeayuu Mexcoy 3HAYeHusMu OUumos He3aKoOupo8aHHO20 U 3aK0OUPOBAHHO20 COOOWEeHUs NPU No-
NbLIMKAX 0eKOOUPOBAHUS 3AKOOUPOBAHHO20 COODUEHUSL.

Knioueswie cnosa: kpunmozpaghuueckoe npeobpazosanue, io2udeckue QyHKYUL, CL0AHCeHUe no MoOynio 08d, MampuiHle
onepayuu, MamemMamuyeckas Mooeib, 06pamuas onepayusl.

MODELING A REVERSE TWO-OPERAND FOUR-DIGIT OPERATION OF MINIMAL COMPLEXITY
FOR STRICTLY SUSTAINABLE CRYPTOGRAPHIC CODING

I. Fedotova-Piven, N. Lada, O. Melnik, M. Pustovit

The article is devoted to the modeling of matrix operations of cryptographic transformation of information. The logical
functions were applied in the operation matrix cryptographic transformation of information based on addition modulo two for
the protection of the confidential information resources. It was developed a construction technology of the reverse two-operand
four-digit operation of minimal complexity with a property of strictly sustainable cryptographic coding. Initially, the reverse
four-digit single-operand operations of minimal complexity were constructed by the method of synthesis of reverse matrix cryp-
tographic transformations. A model of a simplified two-operand four-digit operation of minimal complexity was constructed
without taking into account the signals of the inversion of functions, then a truth table was constructed for the synthesis of the
inverse function signal processing model. A model for processing inversion signals is constructed. As a result of minimization, a
reverse four-digit two-operand operation of minimal complexity of strictly sustainable cryptographic coding is constructed. Such
strictly sustainable cryptographic coding is essential for reducing any correlation between the values of digits of an unencoded
and coded message when attempting to decode a coded message. The proposed technology for comstructing a reverse two-
operand four-digit operation of minimal complexity with the strictly sustainable cryptographic coding property is verified by
creating one of the two-operand four-digit operations for stream encryption. The applying of proposed technology of construct-
ing a reverse two-operand four-digit operation of minimal complexity with the strictly sustainable cryptographic coding property
allows to construct of highly reliable systems of cryptographic information protection systems and to improve their crypto-
graphic strength.

Keywords: cryptographic transformation, logical functions, addition modulo two, strictly sustainable cryptographic encod-
ing, matrix operations, mathematical model, reverse operation.
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