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Summary. The article shows new information and technical method
development to prevent emergency situations of a terrorist nature using
databases of motor vehicles obtained from external surveillance video systems.
Emergency situations of a terrorist nature over the past decades and the
possibility of their occurrence at critical infra to prevent emergency situations
of a terrorist nature at protected objects were considered. New information and
technical methods of preventing emergency situations of a terrorist nature have
been developed using motor vehicle databases obtained from external
surveillance video systems.

Key words: motor vehicles, video surveillance, critical infrastructure object,
controlled zone, violator, physical protection.

1 Introduction

Prevention of emergencies of a terrorist nature is an urgent problem of our time. This
issue caused discussions in Ukraine's scientific and administrative circles a few years
ago. Now, there is no doubt that nothing is impossible for terror.

The use of motor vehicles for terrorist purposes is easy to understand. It is not easy
to purchase firearms. In the USA there are tens of millions of firearms in civilian
circulation. Even there, the terrorist could not obtain anything more terrible than an
air pistol. But a low-tonnage truck is easy to rent. Note that the criminal who crushed
people in Nice [1] also rented a truck a few days before the terrorist attack.
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Of course, cars cannot be controlled as closely as weapons, explosives, or their
precursors. However, tracking systems become widespread in transport. It will
theoretically make difficult or even completely close access to intruders [2-8].

2 Description of hypothetical critical infrastructure object

A state’s critical infrastructure comprises enterprises, networks, and systems. Their
failure or malfunction can cause loss of control or significant damage at the national
or regional level [9-17]. It includes the following: nuclear, thermal, and hydroelectric
plants, metallurgical, chemical, and petrochemical plants, aircraft, machine, and
shipbuilding plants; other state and private enterprises of strategic purpose. They are
protected objects of critical infrastructure (OCI) [18-24] (Fig. 1). Special sanitary and
controlled zones are established around them by the decision of the local and regional
authorities in the interests of ensuring the reliable functioning and protection of these
protected objects. Protection of these objects from terrorist action is an urgent
problem. Its solution determines the survival of the civilian population and Ukraine as
an independent state [25].

Fig. 1. Typical objects of critical infrastructure



Let’s consider a hypothetical object of critical infrastructure (Fig. 2).

The object itself is located in the center. The guarded perimeter consists of the
main perimeter (MP) and the territory of high-voltage transformers where two high-
voltage power lines depart. They are marked as PTL-1 and PTL-2 on the diagram.

There is an administrative building, nuclear reactors, and related turbine shops on
the main territory of the protected facility. Their regular electricity was supplied.
There are also rooms with emergency diesel generator sets, auxiliary rooms, garages,
loading and unloading platforms, storage facilities for spent nuclear fuel and
radioactive waste, and a cooling pond that provides the main production cycle. It is
located in the lock connected with the river that flows nearby.

The protected perimeter of the OCI is equipped with six video systems with
sufficient video cameras (shown by red dots on the diagram) to monitor the perimeter
and the adjacent sanitary zone.

There are three more sites next to the object that are directly subordinated to the
object: the car park, marked on the diagram as CP, and warehouses located on the
sites marked on the diagram as Warehouses 1 and Warehouses 2. Four video systems
(shown by blue dots on the diagram) are installed on these sites. They have sufficient
video cameras to monitor the perimeter of the sites adjacent to this territory, entrance
and exit from them. In total, video surveillance of the hypothetical OCI contains 21
video systems. Six provide the main territory and fifteen are auxiliary.

The facility is equipped with two railway checkpoints (checkpoints). They control
railway access roads. Three road checkpoints prevent car access roads, and two pass
through the car park.

Five villages are located around the protected object. There are farms in the first
village. Two security video systems (blue stars) are installed within its borders. It
protects farms and controls access roads. In the second village, there are greenhouses.
Two security video systems (blue stars) are also installed there. It protects farms and
controls access roads. The third village is a country where three video systems are
installed (blue stars). The fourth village is characterized by the local population who
work at the enterprises listed above. It is not equipped with video systems. Two video
systems serve the railway station and approach roads (red stars). Nine video systems
were installed in five villages, and a railway station was located next to the protected
object. It provides their protection and control of access roads to them.

The CIF satellite city was built in close proximity to it. The facility staff and their
families live here. A railway station is also equipped with two video systems (red
stars on the diagram).

The railway line in this area is equipped with three more video systems (red stars
on the diagram) in addition to the above-mentioned stations. They are installed on the
branch roads and on the railway bridge on two sides.

The city is located on the bank of the river. The river shipping has two video
systems installed on the river pier and two on the road bridge across the river (red
stars on the diagram). It provides control over the river water area and record of the
cars' flow crossing the river., The river shipping company installed a panoramic video
system on the hill near Warehouse 1 (red stars on the diagram) in addition to
monitoring the water area on the approaches to its berth.
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Fig. 2. Diagram of a hypothetical protected critical infrastructure object
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Three more video systems are installed at all checkpoints of the protected object.
One of them is located on the branch of the railway tracks connecting the railway with
the object. The other two are located on the track before entering the satellite city, on
the edge of the forest massif (green circles on the diagram).

CIF and its adjacent villages and the industrial site are connected by roads
controlled by the patrol police of the Ministry of Internal Affairs of Ukraine. Video
systems are installed to ensure automobile traffic safety on the roads. It provides
control over the movement of vehicles in accident-hazardous places: at key
intersections before entering the satellite city, at the intersection in front of the
automobile bridge on both sides, at the intersections in front of going to the fourth and
fifth villages, and to the satellite city (shown in the diagram with red circles).

Thus, the considered hypothetical guarded critical infrastructure object is equipped
with 54 video surveillance systems that monitor the movement of all motor vehicles
in a thirty-kilometer zone around the object. There are a total of 54 video systems.
Twenty-four belong to the protected object, private structures, and other agencies
install 19 systems, and 11 specialized video systems are intended for traffic safety
control by the Ministry of Internal Affairs.

3 Scheme of collecting and filling a database

There is a huge flow of motor vehicles (motor vehicles) for various purposes near any
critical infrastructure object.

Some move directly to the object, providing it with the necessary resources. Other
vehicles ensure the functioning of enterprises and institutions located in the
immediate vicinity of the protected object. The third ones transit through the
controlled zone of the protected facility, the fourth ones provide intra-city needs,
long-distance flights, and others.

Any vehicle belonging to one of the above groups can act as a potential violator
(intruder) from the point of view of the anti-terrorist security of a critical
infrastructure object. Therefore, we will classify motor vehicles.

It is possible to single out the first group of identification features, which consists
of ten subgroups: 1) belonging to the protected object (object, near object, transit) and
the owner of the vehicle; 2) destination (cargo, passenger, special); 3) appearance
(brand, color, damage and other individual characteristics); 4) state, departmental or
international registration number; 5) characteristics of the driver of the vehicle; 6)
engine type and location; 7) structural features of the motor vehicle; 8) availability of
a trailer, tug, and other auxiliary devices; 9) presence and characteristics of
passengers; 10) availability and characteristics of the cargo.

The first group of identification signs can be conventionally called a group of static
indicators (they remain constant during the vehicle operation). They allow you to
fully identify the motor vehicle.

The identification features of the second group are dynamic characteristics that
describe vehicle movement entering the control zone around the protected object.
They include subgroups of markers that determine the car’s route: 1) departure point;



2) destination; 3) departure time; 4) time of arrival; 5) time and place of stops; 6) the
purpose of these stops and their duration.

The database and knowledge base (Fig. 3) of motor vehicles operating near critical
infrastructure facilities are formed based on groups of identification features. They
include static and dynamic parameters that allow you to determine the vehicle and the
nature of its movement unambiguously.
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Fig. 3. Scheme of collecting and filling the database

Each vehicle's video recording clarifies, systematizes, and updates these
characteristics.

An individual form of a motor vehicle includes special marks in addition to static
and dynamic characteristics. These include all violations recorded by the system
(deviations from the standard mode of vehicle use), the type of preventive effect on
the driver, its results, and other data.




4 Mathematical model of detection of non-typical situations of
terrorist nature

All vehicles passing by the protected object and located in its immediate vicinity are
divided according to their belonging to the protected object into object, near-object,
and transit.

There is a functional dependence w of the type (1) that connects the average
statistical intensity o traffic of motor vehicles (MV), which depends on the current

fragment of the transport background q)i , traffic intensity | (N ,t) registered for a

fixed period of time with the number of violators of the 1st and second H2 levels.

At the same time, the attacker may or may not be among them. This dependence
determines the regular state of the situational background of motor vehicles moving
near the critical infrastructure object.

W[ o (@,t),1(Nt), Hy, Hy | =Const @

Constant values are also determined by the limit value of the traffic intensity of
vehicles registered by the video system at which reliable detection of violators is
ensured.

The software used in the database and knowledge base allows for detection
deviations from the standard characteristics of its use on five levels: violations of the
1st level are single deviations from the standard indicators of the MV use; violations
of the 2nd level - are systematic or repeated deviations; violation of the 3rd level - are
provocative actions; violations of the 4th and 5th level - are dangerous and clearly
hostile actions.

Violations of the 3rd, 4th, and 5th levels are reported to the main control panel of
the object’s physical protection. The instructions describe these situations, and an
adequate response is taken according to them.

Deviations from standard indicators of the use of 1st and 2nd levels of MV are
collected in a particular risk group in the database and analyzed by specially trained
personnel. The conclusion is made about the presence of signs characterizing the
preparation of a terrorist act or other hostile actions against the guarded OCI based on
the conducted analysis.

The number of violators is determined by specific fragments of the traffic
background in the area controlled by video systems and by the amount of traffic
intensity thresholds determining the mode of operation of video systems.

The total number of registered violators in the controlled zone of the protected
object is determined by formula (2), taking into account the time factor that
determines the relevant fragments of the traffic background

iz 2 (o
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where k — number of car traffic background fragments in the controlled zone
around the protected object;



I — number of working video systems.

In other words, the number of abnormal situations detected by MV operating near
OCI (violators) depends on the number of fragments of the traffic background and the
number of working video systems in the controlled area and their modes of operation.

The process of registration and identification of MV, determination of violators of
the 1st and 2nd level, and identifying potential intruders among them on a fixed
fragment of the traffic background is a stationary Poisson flow. Now, the transition
probabilities in the system do not depend on time. They are found by solving the
system of differential equations (3) with constant coefficients:

dpP: (t N
J()z_z HijR, i=12,...N. ®)
dt i=1
Moreover, several deviations from the standard characteristics of the use of the

vehicle determine its transition from the group HO (supersets of registered vehicles)
into Hy (set of offenders of the first level) from H4 to H (set of offenders of the

second level) from H2 into H3 (multiple potential intruders) regardless of the time

interval during which these deviations were recorded.

Similarly, several measures regarding operational research, operational-preventive,
and other actions are carried out by the competent authorities together with the
physical protection service of the object, regardless of the period during which they

are carried out. They determine the system's transition from the state H3 into H2 :

from H2 into Hl,from Hl into HO’ i.e. return to normal state.

By combining dependencies (1), (2), and (3), we will obtain a system that is an
unknown mathematical model to detect non-typical situations of a terrorist nature
using motor vehicles operating near a critical infrastructure facility:
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The mathematical model for detecting non-typical terrorist situations using motor
vehicles operating near critical infrastructure facilities consists of three dependencies.
The first describes the standard state of the situational background of motor vehicles
operating near the object of critical infrastructure. It determines the limit value of the
intensity of movement of vehicles registered by the video system when reliable
detection of violators is ensured. The second equality allows you to choose the



number of violators or abnormal situations detected with motor vehicles operating
near the protected critical infrastructure object, depending on the number of detailing
fragments of the traffic background, the number of working video systems in the
controlled area, and their modes of operation. The third dependence shows that the
transition from the superset of registered vehicles to the set of violators of the 1st
level, from it to the subset of violators of the 2nd level, and then to the set of potential
intruders is determined by the number of deviations from the standard characteristics
of the use of the vehicle, regardless of the recorded time interval. Similarly, the
system's return to the normal state is determined by the number of measures carried
out by the competent authorities and the protected object's physical protection service,
regardless of the time interval during which they are carried out.

5 Scheme of the control algorithm of the information
technology method

The control algorithm of the information-technical method of preventing terrorist
emergencies using databases of motor vehicles obtained from external surveillance
video systems is synthesized considering all the described schemes. Its scheme is
shown in Fig. 4.

In general, the control algorithm consists of eight levels.

At the first level, there is a unit for determining gradations. The flow of incoming
information is discretized while the operator manually enters the operating modes.

At the second level, the initial vehicle registration and data update unit
automatically receives information on detecting new vehicle characteristics. It is
delivered from lower levels via feedback lines. This is also the detailed information
on the situational traffic background developing near the protected object.

The operator sets the sequence of updating data on motor vehicles in the database
and knowledge by manual input.

At the third level, there is a unit for collecting, processing, and systematizing data
on the situational background of motor vehicles. It compares data from external
surveillance video systems on the static and dynamic characteristics of vehicles
falling within the range of video cameras.

Systematic comparison of the registered (new ones coming from the video
systems) characteristics with the parameters stored in the database and knowledge
allows for detecting violations (deviations from the standard mode of use of vehicles).
They are sent to the fourth level in the unit for detecting and systematizing violations.

Here, daily groups of violations are formed. It includes sets of monthly violations
of the 1st level and subsets of violations of the 2nd level. Detected and systematized
data on violations are sent to the two blocks located on the fifth level: the block for
detecting new characteristics of vehicles and the block for detecting and systematizing
violators. First, the registered violations (deviations from the regular mode of use of
vehicles) are interpreted as new, previously unknown vehicle characteristics. They are
automatically translated to the third level to the unit of collection, processing, and
systematization of data on the situational background of motor vehicles and to the



second level to the unit of initial registration of vehicles and updating of data.
Systematization and preparation for the separation of violators is carried out in the
second.

Input by the operator . .
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Fig. 4. Scheme of the control algorithm



There are two blocks on the sixth level. One divides violators according to
gradations or by the criterion of belonging to a protected object. The second is divided
by reference to the area or by geo-informational criterion. In both blocks, intruders are
automatically classified by rating according to two characteristics: according to
criterion H - the number of violations during the analyzed period, and according to
criterion | - the intensity of violations during the analyzed period.

The received data is sorted by rating in the order of decreasing violations. It is
translated into the corresponding blocks of the seventh level: selection block of
influence according to the object principle and selection block of influence according
to the geo-information principle. The developed types of influence are introduced
manually by the operator.

Information from these blocks, together with the data from the block for detecting
and systematizing violations (fourth level) and the block for detecting new vehicle
characteristics (fifth level), is sent to the eighth level (the block for clarifying the
situational background near the protected object). Then, the output data is sent to the
second level from this block.

Thus, the control algorithm of the information and technical method of preventing
terrorist emergencies using databases of motor vehicles obtained from external video
surveillance systems is a hierarchical eight-level structure consisting of eleven
sequentially connected blocks with four feedbacks. Its implementation ensures the
processing of information constantly received from external surveillance video
systems installed in the controlled area around the protected object. It detects violators
(potential intruders) by double rating selection and preparation of the impact on them
according to the object and geo-informational principles.

6 Description of the information and technical method of
preventing emergencies of a terrorist nature

Use of the given method involves the following procedures: 1) determination of
gradations and initial registration of vehicles; 2) systematization of data and
knowledge about the situational background of motor vehicles in the controlled area
around the protected object; 3) registration of violations and violators; 4)
identification of potential intruders; 5) choice of impact on potential attackers.

The first procedure is a determination of gradations and initial registration of
vehicles. It ensures the formalization of the entire hardware and software operation by
defining appropriate time intervals. This is the definition of daily gradations into
which investigated time intervals are divided (the period from 0 to 24 hours, set by
default), monthly, quarterly, and annual gradations, seasonal, intra-season, and other
gradations. The operator sets them based on the protected object's management
decision. Theoretically, the number of gradations is not limited. Their choice
determines all further work of the hardware and software complex on the formation
and updating of the database and knowledge about the situational background of
motor vehicles in the controlled area around the protected object.



It is necessary to enter into the database information about all MV object and their
static and dynamic characteristics for the initial registration of vehicles. Forms of
individual MV employees of near-object and transit transport enterprises are formed
similarly. Thus, the data necessary for the start of the system (hardware and software
complex) is accumulated. At the same time, more incomplete individual MV forms
entering the system lead to faster adjustment.

The second procedure is the systematization of data about the situational
background of MV in the controlled area around the protected object. It provides
constant replenishment of the database by new individual vehicle forms. Of course, it
may seem that this process is endless while the database volume should constantly
increase. Eventually, the system will stop. However, modern hardware and software
tools with relatively small dimensions can ensure the storage and use of large amounts
of information (tens of millions of forms. The multitude of MVs operating near the
objects of critical infrastructure is countable and much less than ten million.

The third procedure is the registration of violations and violators. The external
surveillance data are constantly received from the video systems. They contain
information about the static and dynamic characteristics of the MV that fall into the
range of the video cameras. The received information is immediately compared with
the parameters of vehicle characteristics stored in the database and knowledge (in
individual MV forms). At least one discrepancy in the typical vehicle behavior is a
deviation from the standard mode of its use or a violation of the 1st level. A vehicle
that commits several violations is considered a violator. So, number of violations is
much greater than the number of violators.

The fourth procedure is the identification of potential intruders. The main idea
of detecting intruders is to register changes in their typical behavioral characteristics.
Constant comparison of registered (new, from video systems) characteristics with the
parameters in the database and knowledge only allows the identification of potential
intruders. They can act unconsciously under particular circumstances and consciously
understand what they are doing. Unfortunately, the system cannot conclude the
intentions of potential violators. Operational workers take care of this.

The fifth procedure is a selection of influence on potential attackers
performed by operative workers. The system, after a double rating selection of
violators, issues a list of potential intruders in order of decreasing danger. Then,
workers determine in what sequence, content, and how to work based on closed
information at their disposal.

Preventive operative work allows the identification of new (previously unknown)
characteristics of the vehicle, entering them into the database, and conducting
preventive work with the violator if potential intruders act unconsciously under the
influence of particular circumstances.



7 Conclusions

The developed mathematical model and information-technical method can be applied
in the services of physical protection of critical infrastructure objects of Ukraine and
strategic objects protected in the following five directions:

— process optimization to identify intruders in controlled zones around critical
infrastructure objects in the interest of preventing emergency situations of a terrorist
nature at the stages of planning and preparing terrorist acts against these objects;

— identification of potential gathering places of sabotage groups, hidden storages of
weapons and ammunition and equipment;

— timely planning and effective implementation of operational measures to prevent
terrorist acts at various stages of their preparation and implementation;

— development and creation of fundamentally new (intelligent) systems of
protection and protection of protected objects;

—management of traffic flows on roads in cities and megacities.
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