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Abstract

The article deals with topical issues of knowledge system implementation in research, enterprises work, IT companies as a base for decision making
on certain innovative issues. Attention is paid to environmental security research as a major component of national security and providing a sound
solution to human and environmental (E) health tasks.

The basic tendencies in the knowledge-oriented databases formation as knowledge bases for scientific research of system objects of the type
"natural-technogenic system — environment™ are considered. Priorities are given in corporate knowledge bases creation, which is the base for conducting
complex studies of complex systems and obtaining new knowledge. The scientific basis for methodological support creation in comprehensive study of
system objects has been determined. The benefits of cooperative methodology for assessing the state "system — environment" are substantiated. It is
suggested to use cognitive and entropy approach for state conformity estimation and complex systems functionality with knowledge about requirements
of equilibrium "system — environment", use of theoretical base and knowledge of named approaches for solving problems of complex systems (system
objects) modeling for their state and functional correspondence estimation, software for implementation of such assessment in accordance with the
methodological foundations of these approaches. The advantages of these methods in the study of complex objects from the standpoint of their
versatility and the possibilities of using in creating the necessary knowledge base and obtaining complex models of system objects and working with
them to identify the estimation state characteristics and development tendencies of interacting with the environment systems are shown.

Practical application results of the proposed solutions to the security for system objects "system — environment” on the example of a technological
solution for the protection of the environment from man-made slurry contamination, showing the universal ability of developed methodological support
for the study of complex structured systems is given.

Keywords: Knowledge-system (KS), Knowledge Management Systems — KMS, system object, cognitive approach, complex evaluation,

equilibrium, entropy state function, research model, natural-technogenic system, environmental assessment

Problem statement. Introduction: relevance, aim
and research objectives. Regardless of the time and
business situation, the guarantor of the successful
scientific research of complex systems, manufacture
work has always been the fundamental knowledge
system, the so-called Knowledge-system (KS), and
knowledge management system —  knowledge
management, which consists of knowledge management
systems — KMS. Globally, IT companies have
successfully used KM to capture best practices, improve
project management and customer service, develop
innovation, reuse software code, and extend the
boundaries of technological generations and different
market maturity levels.

Knowledge system is considered as a system
formation, organizationally and technically connected
with the provision of the company's activities and
development. According to the generalization of various
information sources definitions it is proposed to
consider the Knowledge Management System (KMS) as
an information system that provides a high level of
effective company activity based on its application for
solving the following tasks:

— management of organizational knowledge to
support and improve the creating knowledge process,
storing / searching, transferring and using them:;

— achievement of an effective communication
mechanism between the organizational and technical
structure and company staff;

— ensuring hierarchical organization compliance of
gathering information into the knowledge base and its
distribution through a certain set of channels, processes
and protocols [1].

Search model meaningfulness should reflect the
physical and chemical nature of the research object
"system — environment” due to certain information
saturation and functional capacity of elements and
connections in combination with heuristic techniques
for constructing topological structures. Relationships
complexity in the system and its connection with the
external environment is established thanks to
operational causality concept with considering rules
marks, formally logical connection substance flows
rules in local space point and association rules
individual blocks and elements in a coherent diagram
that allows to develop topological communication
structures (communication diagrams). Problem solving
synthesis and optimization regulatory decision-making
is based on certain topological model type in form of
parametric flow graphs (PFG), material flow graphs
(MFG) and energy or information flow graphs (EFG or
IFG).
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In order to study the structural properties, behavior
and development system based on the experiments
scenario results, establishing processes that lead to
desired solution, it is advisable to topological modeling,
with some input data by previous system state
consideration, go to identify it as a cognitive model.
This allows to determine factors by significance of
violation in system "object — environment" and to
establish the conditions for returning to the original
structure, finding a new systems ordering in object and
its internal and external submission connections [2].

There are no infinite straight lines in nature, so there
is invariance at infinite scales number in nature. Each
system can be highly organized, that is, have a
developed and complex structure, less organized with a
simple structure, completely chaotic, when its elements
are distributed randomly and, on average, in a
homogeneous manner. According to the fundamental
provisions structures formation theory in irreversible
processes, there is necessity appeal to fractal geometry
with getting connection between the basic concepts of
chaos and structure, the entropy of different nature
systems state quantitative assessment.

Systems structural organization measure entropy
function is adopted in relation to the implementation of
equilibrium or imbalance, the direction determination of
structures development or degradation in the system object.

In process of development and evolution (new
structures sequence) of a complex system by important
factors in maintaining stability and integrity are the self-
organization within the systems internal environment
and their interaction with the environment, the links
maintenance that homogenize the system space, not
allowing voltage points creation — an entropy explosion,
the chaos realization. The main task for complex
systems synergetic analysis is to identify the main
factors at each stage of successive and irreversible
transition from one systems state to another with the
implementation of a certain internal organization level
and the structural elements connection degree with the
predominance of a certain communication type between
them. To identify pre-crisis states, an integrated
signaling approach is implemented based on modern
synergetic, multifractal and wavelet analysis methods,
entropy methods, graphological models, etc [3].

Analysis of the recent researches and
publications. in today's knowledge the Knowledgebase
[KB] is defined as a set of software that provides the
search, storage, transformation and recording of
complexly structured information units (knowledge)
that form a holistic description that corresponds to a
certain level of awareness of the subject under study,
event, problem, etc. [4-12].

The corporate knowledge base is a single
information space (SIS) of the company [12, 13].
Knowledge resources vary by industry and applications,
including leadership, newsletters, customer information,
competitor information, and data accumulated in the
workflow.

In artificial intelligence systems, knowledge bases
are generated for knowledge-based experts and systems,
in which computers use withdrawal rules to get answers
to user questions. Knowledge acquisition is based on
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modern developments of KB in KM, which are related
to solving the following issues:

— providing knowledge in a form suitable for
perception,

— software for processing this knowledge.

Knowledge acquisition is based on self-regulation
theory in terms of knowledge management consists of
two main dimensions: the collection frequency and the
information gathering intensity; transfer it during
performing any work, including life cycle research [4—
13].

The main disadvantage of the proposed
methodology of organizing system objects regarding
their quality and safety management is the application
of concepts, definitions, formalized representations, etc.
the traditional synergetic G. Haken concerning the self-
organizing ordering in order to obtain purposeful
systems in the plane of the concepts of chaos and the
order by random nature trajectory of systems motion in
the phase space [14, 15], the introduction of a synergetic
information theory for statistical representation of the
chaotic system state in form of its uniformly distributed
elements by any sign value [16]. In defining the system
state from the thermodynamic approach standpoint,
according to I. R. Prigogine [17 — 19], is used concepts
of stability and destabilization with disorder
maximization, that is, the entropy growth and
bifurcation point attainment.

Self-organization concept as a transition from a
chaotic to a more orderly state is the base of dissipative
structures formation. Such systemic transitions are the
result of irreversible non-equilibrium  processes
considered [20-22].

To describe the relations with available input and
output information in the form of knowledge about the
state and process, data on the intermediate variables that
determine the transformation in the system using logical
networks [23].

Imitation models are widely used in the study of the
environment and individual objects, usually to
determine their state and forecast changes in order to
avoid environmental hazards, planning threats
elimination measures [24]. At present, an appeal to the
information component of the external person world is
relevant. In this sense, the use of models based on the
theory of information entropy, namely the Shannon
entropy, which is used to solve problems from many
different knowledge fields, first of all, the study of
ecological and economic systems became widespread.
Thus, based on the results of remote ecosystems
sensing, the prospect of applying this approach in
natural objects monitoring data assessment [25] has
been established. The prospect of the entropy approach
introduction is also defined for the social issues analyze,
for example, the assessment of business processes
development and economic decisions adoption [26, 27]

In general, in a large number of decision-making
tasks, the analysis of the man-made object state of
socio-ecological and economic content and its quality
management is based only on experimental data
(training sample) [28]. Decision-making in the
conditions of local information and implicit knowledge
leads to errors in the decision-making on the
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homeostasis maintenance in  natural-technogenic
formations. The sequence of factors, events, conditions
of real processes is characterized by a certain causal
connection of explicit and implicit dependencies. The
formalization of implicit dependencies is associated
with indirect causative relationships based on the
construction of formal algebra-logical models of
implicit selection constructs [29].

Statement of the problem and its solution

The study of complex systems is associated with the
solution of problematic tasks, so it must rely on the
knowledge system, which is responsible for the
information resource about the state of task solution
components of object state "system — environment"”,
knowledge about the methodology of studying such
system objects and obtaining new knowledge.

Problem solving requires a conceptual approach in
studying the cooperative dynamics of systems involved
in the structure of an object, in particular, such are
natural-technogenic systems, processes and tasks related
to its equilibrium (stationary) stable functioning.

In the paper, approaches based on system analysis
are proposed, which allow to identify, in general,
knowledge gaps for solving problems of system objects
research (to focus on all aspects of problem tasks). In
this connection, the following issues are considered:
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1) analyze the main advantages of introducing the
knowledge base and KMS to support complex system
research and possibilities of choosing an approach to
study them;

2) substantiation of a comprehensive framework for
the study of systemic objects, in particular cognitive and
entropy;

3) putting into practice the proposed propositions
regarding the combination of knowledge bases and
information and software support in solving problem
tasks comprehensively.

To study system objects state, a complex
information base should be created in the form of a
corporate knowledge system for the purpose of its use
as a resource capital, which allows to provide dynamic
abilities of knowledge obtaining and transfer in the
course of work on set tasks solution for the study state
and functioning of system objects in the conditions of
interaction with environmental systems, the basis for
innovative proposals to find approaches in such task
solution. To this end, it is suggested, according to
resource theory of knowledge management [4], to
allocate the target and value aspects of the knowledge
base (KB) and to manage the available and up-to-date
information resources in the research related to the
accumulated experience of internal and external origin

(fig. 1).
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Figure 1 — Definition of company’s target knowledge base according to the resource theory (proposed by the authors)

The KM system provides an order for working with
information resources to provide access to knowledge
and reuse them using modern information technology.
Knowledge is classified and categorized according to
structured databases and knowledge bases.

Knowledge base (KB) is a special kind of database
designed for knowledge management, i.e. collecting,
storing, searching and passing knowledge [5, 6]. The

section of artificial intelligence, which studies
knowledge bases and methods of working with
knowledge, is called knowledge engineering.

In the activities of any company, organize
information subject to ensuring its receipt, manage and
update. In this case, a complex of informational
materials is provided, which is provided in the form of
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separate documents, databases, information systems,
which form a kind of corporate knowledge base (CKB).

Data repositories are significant. For example, the
Chase Manhatten Bank has a storage capacity of over
560 GB, MasterCard OnLine — 1.2 TB [6]. Provided
that data is stored in a single repository, it is possible to
study the relationships between individual data elements
and their analysis, which allows to obtain new
knowledge. Additional, hidden in the given knowledge
reveal through the so-called alternative approach
"intelligence of knowledge".

In today's knowledge the Knowledgebase [KB] is
defined as a set of software that provides the search,
storage, transformation and recording of complexly
structured information units (knowledge) that form a
holistic description that corresponds to a certain level of
awareness of the subject under study, event, problem.

The corporate knowledge base is a single
information space (SIS) of the company [30].
Knowledge resources vary by industry and applications,
including leadership, newsletters, customer information,
competitor information, and data accumulated in the
workflow.

In artificial intelligence systems, knowledge bases
are generated for knowledge-based experts and systems,
in which computers use withdrawal rules to get answers
to user questions. Knowledge acquisition is based on
modern developments of KB in KM, which are related
to solving the following issues:

— providing knowledge in a form suitable for
perception,

— software for processing this knowledge.

Knowledge acquisition is based on self-regulation
theory in terms of knowledge management consists of
two main dimensions: the collection frequency and the
information gathering intensity; transfer it during
project life cycle.

For KMS formation is used, as shown above,
different technologies: e-mail; databases and data
warehouses; group support systems; browsers and
search engines; corporate networks and the internet;
expert systems, knowledge base systems; intelligent
systems. Thus, KMS is formed as a system education,
which generally includes a database, a knowledge base
and an organizational structure or knowledge
management system. To implement the KM approaches
for knowledge processing in the any applied research
field and in practice, an important element of KM
corporate system is the knowledge management
provided by the concepts and tools of different
functional areas, which promotes understanding KM
approach oriented on work in the IT space.

Thus, according to Ronald Mayer's research papers
[7, 9], the corporate system KMS is defined as a
structured system of KM models to support decision-
making on the effective uccnemoBatenbckoir work,
indicating 3 information areas (fig. 2):

1. A knowledge management task and flow model
combines several models for describing KM processes
at the operating level and knowledge strategies level in
scenarios (see Fig. 1). This model defines the design of
information flows associated with collection systems,
information organization according to learning + e-
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training system (area 3 at fig. 2), which affects tasks and
flows in knowledge management.

2. The model of knowledge management roles and
teams is the structure of structural scenarios
organization (area 2 at fig. 2).

3. Knowledge type classification determines the
KMS content, primarily aimed at the KM initiative
(area 1 at fig. 2).

Knowledge structures associate diverse, individual
or group elements of knowledge with the basics of a
decentralized organizational framework that has been
developed independently. This allows you to decide on
the navigation of the entire organizational knowledge
base — many knowledge processes cross the boundaries
of organizational wunits or entire organizations,
standardization of knowledge representation methods,
for example, based on XML-themed maps, plays an
important role in providing organizations of exchange
(documented) knowledge.

Knowledge should be maintained by official
organizational units, such as working groups,
departments, departments or projects, etc., so that
resources are accountable to them. This is the main
mechanism for integrating knowledge from the
following components:

— formal organizational design focused on effective
day-to-day work (working groups, business processes)
and work processes improvement (projects);

— informal secondary and personalized knowledge
organization.

Based on the above analysis of the knowledge
system definition, KMS and KM, and their composition
and type, it is proposed to present the structure of the
corporate knowledge system in according to an
integrated knowledge management approach to increase
the efficiency of software development processes under
the IDEFO modelling standard (fig. 3).

The knowledge base undergoes modification and
development in according to company's development,
the technologies it employs and the products it produces
or distributes. Effective use of it for training personnel
requires the development of compact training courses
focused on the particular person being trained, taking
into account the knowledge of the CKB. The proposed
structure of the corporate knowledge system is
presented at Figure 4 as packages in the UML notation.

Information system creating task in both object of
analysis and its own toolkit, corresponding information shell
in scenario-target approach, which allows evaluating and
integrating into single information space knowledge about
the system and process. Such space is a constant information
purposeful knowledge system from state aim reflection,
functionality, stability or adaptability of study various nature
objects.

According to defined concept of creating research object
as a systemic integrity, which directs its activities to achieve
the goal, it is proposed to use cooperative links between
systems and the formation of corporate associations.

To develop methodological approaches for informational
decision-making support on establishing state and
functionality of system objects based on the analysis and
evaluation of information flows using knowledge bases
models is proposed (fig. 5).
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Figure 3 — Functional model development of the
corporate knowledge system (author’s proposal)

Objects, tasks and research methods of system
formation diversity are avoided due to introduction of
an entropy-information quality assessment (fig. 6).

On condition of complex objects study more
possible is reliable data (information from natural state

34

Figure 2 — Schematic structure of corporate knowledge system and knowledge management model [7, 9]

of object) n=y; and the conditional distribution

g:P{gzxi |n:yj}= Pijj Usually, in study of
natural-technological complexes monitoring
information and  knowledge base is  used

(phenomenological approach) for system analysis and

formation within it models and decisions on quality

management "object social and natural environment".
Information amount to set the exact value & in the

presence of known and sufficient volume of values
n=yj equals

S(§|ﬂ= yj):_z Pi1092 Pyjj
i
which is on average

MS(&[m)=->_Pln=y; > py;log; py;, (2
J i

M

where S(§|n) — conditional entropy n at £=x;
MS(&|n) — expected value of conditional entropy at
value ¢ [31].
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For analysis according to the problem of complex
systems quality by chosen algorithm (fig. 6), the amount
of information relative to &, which is contained in

results of previous stage (task) or determined by the
characteristic for system n, is equals to difference

1&[n)=S()-Ms(&[n);
n1g)=-Eploge g b @)

At the final decision-making stage on object state
conformity carried out on research requirements its
quality approaches are used to determine Kolmogorov's
entropy [31], with attribution to certain specified stages
of analysis in following sequence: algorithmic,
probabilistic, (combinatorial, probabilistic).

Within the system object analysis, this means that,
for both stationary and dynamic conditions, their state is
described by a certain function whose changes indicate
an approximation to a certain point of homeostatic
relations with the environment (S, (K )),by establishing

factors that are significant in destabilizing the situation
in the "object — external nature environment" and
“object system — internal object environment” (C,(K)).

Interaction between systems & (set X) and n (set V)

according to their existence space requirements X xY
realized on the set of possible pairs U at ae X for
such y from Y, provided (a,y)eU, conditional
entropy is determined by the equation
S(yla)=log,N(Y,), (@)

where N(Y,) — number of set elements Y, .

State system information & (in x) regarding the
available information about n (relatively y) is set by
the formula

1(x:y)=S()-S(rx). ©)

If necessary regulation / management justifies
measures to support stabilizing processes, increase the
factors of positive changes / influence on system based
on the results of combinatorial approach on base of
algorithmic data using integral conditional entropy
(information) function.

The overall unambiguous representation of
continuous variables of real objects for which entropy is
infinite through the function of information in a wide
variety of cases is finite by the probabilistic concept (3):

P, (dxdy)
Iy (x, P, (dxdy)log, —2~——~ 6
w y JI J’) gzP(d)y(dy) (6)

Compliance to natural homeostatic condition, the
final object quality assessment is established on
knowledge-oriented systems base (fig. 7).

In the case of a system object from different
monitoring sources, which consists of unrelated or
loosely related information  (metrics, factors,
measurement parameters, etc.) subject to certain
probabilistic patterns, a probabilistic approach is
practical.
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Within its limits, mixing of probabilities and
frequencies is allowed at considerable time and volume
of observations; formation of mathematical expectation
for entropy MS,,(y|x) and information Ml (x:y),

the value of which can take different value (in the

combinatorial approach, it is always a positive value,
which should be in the representation of information
amount). According to Kolmogorov A.N. [16] the true
information amount measure is central importance
IW(x,y), characterizing the density of communication
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between systems & and m, state parameters x, y
symmetrically: S, (x|x)=0, I (x:x)=5,(x),
Iy (x, )= M, (x - y) = MI, (v : x) despite the fact that
Sy (v|x) and I,,(x:y) is functions from x. For system
analysis imposed values as defined by (1-5):

Sy (x)==2 p(x)-log; plx);
Sy (v x)==2 p(y|x)-log, ply|x);

Ly (v 9)= Sy (v)=Sy(v]2). Y

The choice of an effective system development way
(object) at expense of internal regulatory mechanisms
requires a certain information amount, its receipt,
storage, transmission and processing — knowledge-
oriented databases formation. Correspondence state for
analyzed systems by Martin-Leof proposal [32] and
introduced provisions of comparator identification is
established in accordance with

— zero relative measure:

¢ 0 — constructive —achieving natural quality
probability by condition and functionality -
AS ->min—>0;

+ 1 —disorder, accidental —stationary violation, low
probability of self-recovery manifestation and
organizational mechanisms of homeostasis stabilization
— AS > .

— the entropy-information evaluation base of
consequences:

— S,— planned events in range [t, 7] with self-
regulation processes, self-organization in avoiding
negative events;

— S, — permissible deviations from acceptable

events development S,,S; (at this time interval or

throughout the time), compliance with stationary state
and functionality in general;
— §; — structure disorder with self-organization of

new steady state: S, — changes in interaction nature

between object components; S(')' — stabilization state,
norm.

According to monitoring information initial data
samples are formed, taking into account presence of
well-known and sufficient values amount n =y, to set
the exact value & (1), which are educational sample

base in such form:
(9,09 00y, £ 1K), ®)

where xl(”‘g),xz(”‘g),y(”'é) — respectively, input and
output variables value from experiment objects
characteristics n=y, and &; K - total number of
experimental data in training sample.

Among the monitoring objects characteristics set
their minimum and maximum values, which under these
conditions reflect the ability to achieve desired goals.
Similarly source data is analyzed — systems state at

unsatisfactory (y™ ) and conforming to requirements at
an acceptable natural / permissible level ( y™):
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X € [lein ’ leaxl X, [szin , szax l ye [ymin ’ymax] .

The discrepancy conditional entropy is defined:
S(E(x)/ n(x))= - J' f(x)In f(x)dx = In+2nc J' f(x)dx +

00

+izjlf(x)x2 dx =In ov/21 +In /e = In ov/2re,

2c

where Tf(x)dx: 1, O‘ff(x)x2 dx=D=c".

For the information-entropy system assessment
according to analytical expressions (4-6), functional is
used:

n
1(x)=logyn+ plx;)-log, plx;).  (9)
i=1

Object interaction with external systems is
characterized by unstable dynamic equilibrium with an
objective reduction of ordering due to exchange
variations of information, substance and energy. The
irreversible processes in time and the future uncertainty
are identified as entropy dynamics, the quantitative
characteristics of which according to the content of a
certain level allows the membership function to be
accepted as changes in entropy AS .

The implicit situation with regard to the processes in the
system is characterized by the existence of several
alternatives and the need to synchronize selected events
within the fixed changes made. The implicit choice is thus
determined by combining the synchronization and selection
structures [14]. So, processes P, and P, can lead to
changes in processes functioning P, and B;, which
ultimately stabilizes the system (fig. 8), taking into
account intermediate events ¢, which contribute to the
satisfactory flow of processes by entropy assessment
=S — maX, AS;,, — —MaX, ASy i — min.

P, Ps

Figure 8 — The situation of implicit changes
processes choice in the system between P4 and Ps at
realization of initial situation C; into result of R

Thus, it is proposed to avoid uncertainty at decision
way to manage system objects of socio-ecological and
economic content using constructive mathematical logic
models, combining the state and processes analysis in
the systems and beyond with environment.

In order to acquire knowledge in uncertainty
conditions and to support the adoption of weighted
decisions, mathematical structures are used in form of
sets, graphs, hypergraphs, frames, algorithms, which
represent the real relationships and relations between
any objects in nature. The quality of such structures is
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determined by their effectiveness in seeking a non-
standard solution for a certain cognitive load.

According to the sequence of obtaining knowledge
adaptive strategy implementation about the object on
evolutionary modeling base used micro, macro and
mega-level research and data analyze with the general
information definition based on physical, substantive,
syntactic, semantic, declarative, procedural knowledge
with access to meta-knowledge are used — knowledge
generalization based on fuzzy (synergetic) knowledge
[33, 34].

IS has 3 DB units: general knowledge of certain
science branches, knowledge about internal system
connections, applied knowledge about processing and
knowledge organization — rules, limitations, algorithms,
etc. Knowledge bases are represented in frames form (a
set of procedural declarative knowledge, consisting of
slots — knowledge about particular situation),
hypergraphs, graphs. The frames are associated in
whole knowledge of the situation and predict objects
state and their functioning conditions, which is
displayed and analyzed on graphical representation
base.

In this case, maximum information principle as the
base for obtaining knowledge is realized:

1(X,Y)=max, S(X,Y)=S(X)+S(Y)-1(X,Y), (10)

where X — environmental conditions, external
action and system state; Y — useful result, efficiency
and knowledge gains.

According to (10), greater mutual information
(knowledge) and close connection in the system allow
us to obtain a stable system, that is, with a minimum
entropy voltage level or valueS(X,Y). Information

maximum determines the state, system behavior,
development processes, adaptation, growth,
adaptability, etc., that is, comprehensively knowledge
about the system:

— conclusions based on monitoring, transition to
argumentation;

— validity problem;

— explanations generation;

— search for relevant knowledge;

Table 1 — An example of the cognitive map concept influence
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— understanding of the state, processes, changes,
implementations, etc.;

— cognitive graphics;

— many agent systems and as a consequence a
network model (graphic);

— meta-knowledge [3, 34].

When planning the content of CKB materials it is
necessary to consider which CKB area sufficient for
studies of integrated systems interacting with the
environment. The CKB-model should be a valid
cognitive map with the relationship between the
concepts: the concept is included in the model, if it
contains all the concepts, to its previous. The resulting
numerical cognitive map is a weighted graph oriented
graph that reflects the use of knowledge in the research
process (fig. 9).

me}(@—\fss*@—eg 1 1—‘@

€106 €612

Figure 9 — An example of numerical cognitive map:
1-12 — concepts from the CKB materials,
ejj — arcs, the connection between the previous and the
next concept, i#j, i,j=1,2...,12

For the network models analysis and design of
subject areas and for constructing algorithms for
adapting the content according (accordaning) to the
purpose and knowledge level, use the following
characteristics: one concept influence on another;
concept influence on the system; system influence on
the concept [35]. Thus, in the matrix to the given graph
(see fig. 9), the last table column contains the values of
the total concepts influence on the map, and the last row
is map influence value on the concepts (table 1).

1 2 3 4 5 6 7 8 9 10 11 12 Yij
1 W12 W13 W18
2 W23 W2 g
3 W3
4 W5 Wae Wa7 Wa g Wag Wa 11 Wa 12
5 W5 7 Ws 8
6 Ws 9 We11 | We12
7 Wqs
8
9 Wg 12
10 W16 Wi09 Wio11 | Wio12
11
12
Yji
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Matrix elements w; determine the influence of the i-
th concept on the j-th with the established weights
calculated by the formula

Wi = maXIHWkS LS

where w; — are weight between i-th and j-th
concept; | — way number from i-th to j-th concept
RE = Horer- Ky

According to the results of a linear summation,
identify the knowledge elements that significantly affect
the learning process and the sum of the impact
assessments on the columns determine the sensory
elements to knowledge acquisition model state — system
impact on the concepts state. Thus, the coherent
construction of individual training courses models, the
base of personnel models and the corporate knowledge
base according to their logical and physical organization
in accordance with the stated goal of supporting the
staff capacity allows obtaining the content of employee
knowledge model (EKM).

The availability of experimental or statistical data
(the a posteriori object model) allows us to determine
the structure of systemic formation and the processes
that take place in the established interactions on the
constituents of the external environment and the
corresponding connections of internal nature.

For a structural model (matrix) elements are
determined by entropy load changes in system, which is
compliance  entropy  function with  co-operation
requirements, that is, the conditions for self-organization,
on operating factor transformation probability.

Organism system state entropy its components and
elements identifying the probability of processes progress
in the human body when deviation occurs in the state or
functioning of organs and systems according to available
information calculated, taking into account the nature of
quasi-stationary organism state destabilization as a
biochemical system in this way [36, 37]:

1) destabilization actions according to minimum
recorded:

length(X )-1
D (i -min(x)?
olx)= I=:Jength(x)—l

2) composition destabilization probability according
to the functional capabilities:

j_eﬁ[%ﬁwjg,@g<x)+

P(vabxz):# ’ o)
2-70(X) %eﬂ[%ﬁW)gﬁc(x)

3) violations entropy assessment S(P), information

entropy as a generalized characteristic of conformity
level SS(PP):

S(P)=In[P(X,x;,%,)];
length(X )-1

D (xi-oF
olX)= Ie:gth(x)—l ;
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%‘M(%ﬁwjgﬁm@(yr

PP(X,x,%,)= 2;()() ‘fG(X)
) o 0 =

SS(PP)=—PP(X,x,,x,)-In[PP(X,x,,x,)]. (11)

The system state and the destabilization factors are
determined by estimating disturbances deviation
probability from organism quasi-stability state, considering
the deviation probability more than 0.2 is significant.
According to obtained results from the entropy assessment,
the disturbances level and system stabilization direction are
determined by changing the entropy values to the
maximum values and minimum deviations.

In practice, this objective systematic study of
complex objects has been tested in solving
environmental problems in the study of the sludge
treatment module of the Kurakhovskaya Coal Mine
Effluent Plant and the sludge enrichment plant. It is
necessary to determine the optimal conditions for
suspended solids sediment kinetics from the sludge
water as a condition of final purification samples when
using a stirrer and wunder conditions of natural
deposition. When determining the optimal sediment
conditions for the obtained samples, a measure of non-
compliance with the target requirements for the entropy
function n of the measured characteristics of the
calculation L is established.

L

S= , (12)

n
L
i=1

The results obtained for each entropy characteristic
are analyzed according to the search for the segments
where the system reaches its maximum and minimum:

[min; min+AS-0,38]; [max—AS-0,38; max], (13)

where AS =S, —Smin — the segment length of the

analyzed values distribution.

If the considered characteristic falls within the
specified interval [a,b] — interval for max / min (4),
then get the optimal value identified by the rule:

1, xela,b}

_{0, x & [a,b],

Since the system requires multiple parameters to be
calibrated, it is advisable to enter a conjunction to meet
all the constraints at the same time:

t™ AH™ AH,

where t — sediment kinetics time, min., Hi —

illuminated solution height, Hs — condensed sediment
solution height.

To ensure continuity of production processes, rapid
response to industrial hazard situations with the system-
environment interaction “system — environment”, software
security control in the form of a mobile application is
offered. The software is aimed at users of gadgets with the
Android operating system, which is distributed on many
common electronic devices, which makes it possible to
quickly determine the state of complex natural-tech
entities. The design of the software takes into account the
difference between operating system versions with the
ability to install the application on various electronic

min =l,
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devices, from Android 4.1 to the latest version 6.0.
Developments take into account phone and tablet engaging
situations. Software development on the Android operating
system allows to obtain quantitative conformity
calculations of production processes with the target
functionality, for territorial objects — security level
assessment (Fig. 10) [38].

o Entropy MinMax

O TAMANBHOS AHEYEHWe NPK
MENONLEOBANAN MOLLATIKW
50,0, 49.5, 42,4,
OMTUMANLHOE AHaYEHAe NpY
PCTOOTHOMHOM OCIKABHWA
70.0; 926, 169 5,
OrumManiHsim
AHAMOMAQIRNeTEN!

1P NENONLAOBANKA MOLLATIKK!

(T P Y 0 N A O
50,0, 49,5, 42,5, |

e
ol

Figure 10 — Territorial determination of study points

Conclusions

1. Establishing, thus, exhaustive information about the
system is determined by an integrated approach in obtaining
knowledge about object, knowledge organization about
environment, which forms intellectual knowledge-oriented
systems base. The most recent practical aspects in decision-
making are taken as follows:
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— systems working with knowledge;

— intellectual tasks solving means;

— systems that imitate human activity and are related to
work with informal and vague information;

—concept in of information technology field (fig. 1-4).

2. In the proposed system of system objects complex
analysis methods, firstly, the spatial and functional
approach in research object simulation through the
successive flow of the acquired information through a
number of methods is provided: a topological analysis
to create a complex system "object — environment"
(system object) (see fig. 5-9); an entropy assessment of
the state and processes compatibility with synergetic's
elements for determining the final state, that is, the
detection of a dominant base level attractor, which is
crucial for the balance of system "chaos — order" and the
formation of system object stable structuring (see fig. 5—
7); establishment of a development vector, future state
parameters on the base of object systems cognitive
analysis (fig. 9).

3. On the basis of the proposed methodological
support for entropy-information assessment of systems
state compliance with the established requirements,
software development of support of measurement and
calculation operations, a security control system for the
study of production processes and quality management
at level "system — environment” (see. fig. 10).
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Ko3yas T. B., Kozyas M. M.

KOPIIOPATHUBHA BA3A 3HAHb TA HAYKOBI IIIAXOAU JOCJIIKEHHSI CTAHY BE3ITEKU TPUPOJJHO-TEXHOI'EHHUX
OB'EKTIB

CraTTs NpUCBAYEHA aKTyallbHUM IHUTaHHSAM 3alpOBa/UKEHHS CHCTEMH 3HAaHb y HAYKOBI JIOCHIIDKEHHS, poOoTy mianpuemct, [T-koMmnaHiil sik
0a3a MPUHHATTA PIlICHHb 32 MEBHUMH IHHOBAIIMHMMHU MUTAHHSAMHU. YBara NpHIiJIEHA TOCIIHKEHHSAM B Taily3i eKOJIOTiYyHOI Oe3MeKH SK TOJIOBHOL
CKJIQJIOBOI HaliOHATBHOI Oe3MeKH i 3a0e3leueHHs 3Ba)KEHOTO pIMIEHHs MO0 3aBaHb OXOPOHH 3I0POB’S JIOAWHM Ta HOr0 HaBKOJHIIHBEOTO
cepenosuina (HC).

Po3risiHyTI OCHOBHI TEHJIEHII{ y CTaHOBJICHHI 3HAHHS-OPIEHTOBAHUX 0a3 JaHUX sIK 0a3 3HaHb JUIS HAYKOBHMX JOCIIKEHb CUCTEMHHUX 00’ €KTIB
BUJTy «IIPUPOJHO-TEXHOTEHHA CHCTEMa — HABKOJMIIHE cepeloBHINe». HamaHi NpiopHTETH Yy CTBOPEHHI KOPIIOPaTHBHHX 0a3 3HaHb, IO €
(yHIaMEHTOM TS TIPOBEACHHS KOMIUIEKCHUX JOCIIKEHb CKIIaIHUX CHCTEM i OTPHMAaHHS HOBUX 3HaHb. BU3HaueHi HAyKOBI OCHOBH ISl CTBOP CHHSI
METOJMYHOro 3a0e3NeueHHs] BCeOIYHOr0 BMBYEHHS CHCTEMHUX 00’ekTiB. OOIpyHTOBaHi mepeBard KOOINEPaTUBHOI METOJOJIOTii 3 OLIHKH CTaHy
«CHCTEMa — HaBKOJIMIIHE CEePeJOBHINEY». 3aIPOIIOHOBAHO BUKOPUCTAHHS KOTHITHBHOTO Ta €HTPOMIHHOrO MiAXOMY 3 OL[HKH BIANOBIIHOCTI CTaHy W
(DYHKIIOHATHFHOCTI CKIaIHUX CHCTEM 3HAHb MPO BUMOTH piBHOBaru «cuctema — HCy», BUKOPHUCTAHHS TEOPETHIHOI 0a3H i 3HaHb HA3BaHHX ITiIXOIIB
[IOJ0 PO3B’SI3aHHS 3a7ad MOJEIIOBAHHS CKIAJHHX CHCTEM (CHCTEMHHX O00’€KTiB) Ui OWIHKMA iX CTaHy i (YHKIIOHATBPHUX BiAMOBITHOCTEH,
IIPOrpaMHOTro 3a0e3NedeHH s peasti3arii Takoi OMiHKY BiAIOBITHO JO METOXMYHUX 3acajl Ha3BaHUX ITIIXOJIB.

Hanano pe3ynbTaTi NpaKTHYHOTO 3aCTOCYBAHHS 3alIPOMIOHOBAHKUX 3aXO0/1iB BUPIIICHHS MIUTaHb OE3MEKU caMe JJIsi CHCTEMHHX 00’ €KTIB «CcHcTeMa
— HC» Ha npukiazi TeXHOIOTIYHOrO PIillIeHHs 3 3aXMCTY HaBKOJIHMIIHBOIO CEPEIOBHIIA BiJl TEXHOI€HHOIO 3a0pyAHEHHS IUIAMOBUMH BiJIXOJaMH, 110
MI0Ka3ye YHIBEpCAIbHI 3aTHOCTI PO3POOIEHOT0 METOJMIHOTO 3a0e3eUeHHS JOCITIPKEHHS CKIIQHO CTPYKTYPOBAHUX CHCTEM.
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EHTpOMiiHa QYHKIIiS CTaHy, MOJENb JOCIIKSHHS, IPHPOTHO-TEXHOTEHHA CHCTEMa, EKOJIOTIYHA OIiHKA.
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KOPIIOPATAUBHASI BA3A 3HAHMM M HAYYHBIE ITOJAXO/bl MCCJIEJOBAHUSI COCTOSIHUSI BE3OIACHOCTH
NPUPOJHO-TEXHOTEHHBIX OFBEKTOB

CraTbsl TIOCBAIIEHA aKTyaJIbHBIM BONPOCAM BHEAPEHUS CHCTEMbl 3HAHUI B Hay4dHbIE MCCIIENOBaHMA, paboTy npeanpustuid, UT-koMnanuii kak
0a3pl NPUHATHSA pEIICHHH IO ONpeJeleHHBIM HHHOBAIlMOHHBIM BOIpOcaM. BHHMMaHHE yAENeHO MCCIENOBAaHUSAM B OONACTH 3KOIOTHIECKOH
0€301acHOCTH, KaK TJIAaBHOW COCTABIAIONIEH HAIMOHABHOW 0€301macHOCTH M 00ecredeHHs B3BEIICHHOTO PEIEHUs OTHOCHTENBHO 3a]ad4 OXPaHBI
3II0pPOBBS YEJIOBEKA U OKpyxKatouiei ero cpeast (OC).

PaccMoTpeHB! OCHOBHBIE TEHICHIMH B CTAHOBJICHHU 3HAHUS-OPUCHTUPOBAHHBIX 0a3 JaHHBIX Kak 0a3 3HAHMH AT HAyYHBIX HCCIEIOBaHUH
CHCTEMHBIX 00BEKTOB BH/IA «ECTECTBEHHO-TEXHOTCHHAsI CHCTEMA - OKpYKaromias cpena». [IpenocTaBieHbl NPHOPUTETH B CO3IaHUH KOPIIOPATUBHBIX
0a3 3HaHMH, sABILETCS QYHIAMEHTOM UL MPOBEJCHHS KOMIUICKCHBIX HCCICIOBAHHUI CIIOXKHBIX CHCTEM U MOTy4YeHHs HOBBIX 3HaHUH. OnpenencHs
HAay4YHBIC OCHOBHI I CO3JAHHS METOJHYECKOTO O0O0eCHedeHUs BCECTOPOHHETO H3YUeHUS CHCTEMHBIX 00BeKTOB. OOOCHOBaHBI HMPEUMYIIECTBA
KOOIIEPATHBHOM METOJOJIOTUM II0 OLEHKE COCTOSIHMS «CHCTeMa — OKpyKamoomas cpenay». IIpeuiokeHo HCHOIb30BaHUE KOTHUTHBHOIO M
SHTPONMIHOTO MOAX0/A K OIIEHKE COOTBETCTBHS COCTOSHHS M (DYHKIIMOHATFHOCTH CIOJKHBIX CHCTEM 3HAHHI O TpeOOBAHHSIX PABHOBECHS «CHUCTEMA —
OC», HCTIOIBb30BAaHUIO TEOPETUUECKOH 0a3bl U 3HAHMN HA3BAaHHBIX MOAXOJOB K PEHICHUIO 3a]ad MOJCIUPOBAHUS CIOXKHBIX CHUCTEM (CHCTEMHBIX
00BEKTOB) I OLICHKH MX COCTOSHUS U (PYHKIMOHAIBHBIX COOTBETCTBHUIA, MPOrPAMMHOI0 00ECIICUEHNUSI pealTi3alliy TAKO! OLICHKU B COOTBETCTBHH C
METOANYECKIMHI OCHOBAMHU HAa3BaHHBIX MOAXO0B.

IpencraBiaeHsl pe3yabTaThl NIPAKTHIECKOTO MPHUMEHEHUS MPELIOKEHHBIX MEPONPUSATHH JUIS PEIIeHHs BOIPOCOB 0€30IaCHOCTH MMEHHO IS
CHCTEMHBIX 00BEKTOB «cHcTeMa — OC» Ha ImpUMepe TEXHOJIOTMYECKOTro PEIlEeHHs 110 3allfuTe OKpYXKaroulell cpelbl OT TEXHOTEHHOTO 3arpsA3HEHMs
IITaMOBBIMH  OTXOZaMH, IIOKA3bIBAeT YHHBEPCAIBHBIC CIIOCOOHOCTH pa3pabOTaHHOTO METOAMYECKOro OOCCIEeUeHHUs] HCCICIOBAHUS CIIOXKHO
CTPYKTYPUPOBAHHBIX CHCTEM.
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